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MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS


CHAIRMAN OF THE JOINT CHIEFS OF STAFF


UNDER SECRETARIES OF DEFENSE


DIRECTOR, DEFENSE RESEARCH AND ENGINEERING


ASSISTANT SECRETARIES OF DEFENSE


GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE


INSPECTOR GENERAL OF THE DEPARTMENT OF DEFENSE


DIRECTOR, OPERATIONAL TEST AND EVALUATION


ASSISTANTS TO THE SECRETARY OF DEFENSE


DIRECTOR, ADMINISTRATION AND MANAGEMENT


DIRECTORS OF THE DEFENSE AGENCIES


DIRECTORS OF THE DOD FIELD ACTIVITIES

SUBJECT: 
Department of Defense Information Technology (IT) Registry Guidance.
 

This policy memorandum updates and supersedes the ASD (C3I) memorandum, “DoD Information Technology (IT) Registry,” February 21, 2001.

The Department currently maintains an Information Technology (IT) Registry to provide an accurate and reliable enterprise-wide systems inventory.  The DoD Components system owners have made this possible by diligently registering and keeping current their mission critical and mission essential systems.  The purpose of this memorandum is to ask your support in making the IT Registry an even more integral component of the DoD enterprise.  

The IT Registry is being expanded to meet new statutory and management reporting requirements in the areas of financial management, information security, and public key enabling.  The attached DoD IT Registry Guidance provides mandatory reporting requirements and deadlines, database schema, data submission instructions, and points of contact.

Your continued support and cooperation are absolutely essential to the ultimate success of the DoD IT Registry.  I encourage DoD Component CIOs to actively participate in the ongoing expansion of the IT Registry to ensure that the data is populated in a timely and accurate manner, and serves the needs of the Department.  Your ideas regarding how we can make the DoD IT Registry better serve the Department are always welcome.  

My point of contact for this memorandum and the DoD IT Registry is Dr. Asghar Noor, 703-602-0980, ext. 181 or email: asghar.noor@osd.mil.

John P. Stenbit
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DoD IT Registry Guidance 
 

Introduction:  

The Department currently maintains the Information Technology (IT) Registry to provide an accurate and reliable enterprise-wide systems inventory.   Information from the Registry is used as a basis of regular reporting to Congress, the Office of Management and Budget, and other stakeholders.

The need for a central authoritative IT information repository became clear in late 1990’s when DoD wanted to define the scope and complexity of Y2K problem. At that time, the Department could not identify the number of IT systems it owned, operated, and maintained -- let alone determine how many were at risk. With the top down support from the Secretary of Defense, Deputy Secretary of Defense, and the Assistant Secretary of Command, Control Communications, and Intelligence (C3I), the DoD Y2K Database was created. The Y2K Database was the prime means by which the Department was able to manage and measure progress in overcoming the Y2K challenge.  It was the basis for providing authoritative information to Congress and the Secretary of Defense. There has been a continuing need to maintain an accurate, current inventory of the Department’s IT assets. 

IT best practices require that organizations maintain a complete inventory of their IT systems. Congress recognized the value of such an authoritative source of information and mandated that DoD maintains the IT Registry [The Floyd D. Spence National Defense Authorization Act for Fiscal Year 2001, Section 811 (a)].  Congress directed that Services and Agencies register their Mission Critical (MC) and Mission Essential (ME) IT systems in this database and also, required Chief Information Officers (CIOs) to certify their registry data’s accuracy. Furthermore, Congress directed OSD to provide a report to the Hill on the Department’s status complying with the law. 

The Department’s current IT Registry is derived from the Y2K Database. Communities in the Department have recognized the value of the IT Registry and have started to use it as a common information collection and analysis tool. These data submission requirements is designed to allow the Department to build on the efforts of those communities and eliminate multiple data calls in the future. It is intended to institutionalize the data collection process and consolidate fragmented reporting schedules into one cohesive schedule that provides predictability to OSD’s information needs.   

The current IT Registry is used to collect data on MC and ME IT systems.   The IT Registry is being expanded to meet new statutory and management reporting requirements in the areas of financial management, information security, and public key enabling.  Tabs B, C, and D of this guide detail requirements for further information on, Financial Management Systems (FMS), Government Information Security Reporting Act (GISRA), and Public Key Enabling (PKE) reporting requirements respectively.  With this expansion, the existing content will be enriched and made more valuable.

Applicability:  

These procedures apply to the Office of the Secretary of Defense (OSD), the Military Departments, the Chairman of the Joint Chiefs of Staff, the Combatant Commands, the Inspector General of the Department of Defense (IG, DoD), Defense Agencies, and DoD Field Activities (hereafter referred to collectively as "the DoD Components"). 
Responsibilities:

· Office of the Secretary of Defense is responsible for managing the DoD IT Registry to support the mission of the Department of Defense.

· DoD Component CIO’s are responsible for certifying by letter to the DoD CIO that they complied with the registration and/or updating requirements as identified in this instruction. These certification letters are to be provided annually by April 30.
· DoD Component system owners are responsible for providing information as stated in this instruction covering the following areas:

· MC/ME IT systems registration  and update,

· Financial Management Systems (FMS) data, 

· Government Information Security Reform Act (GISRA) data,

· Public Key Enabling reportable data.

Registration Locations:

· Unclassified IT systems are registered in the NIPRNET at https://www.itdb.c3i.osd.mil. 

· Systems classified as SECRET are registered on the SIPRNET at http://207.85.97.11. 

· SCI systems are registered by sending the information  to Mr. Ray Boyd, until a web site is established allowing automated collection of information.
· Outside Envelope (Classified mailing address)   


449-5344-BA78


DIA/SV/4B


Pentagon
· Inside Envelope


DoD ODCIO (C3I)


ATTN:  Ray Boyd


Room 3E243


Pentagon


703-602-0980, ext. 180

Reporting Schedule:  

The current reporting schedules for the 2002 are:

	CATEGORY
	DATE

	
	March 30*
	June 30
	SEP 30
	DEC 30

	Section 811, FY 01 NDAA
	Populate and/or update Registry with Mission Critical/Mission Essential IT Systems.

Certification letter from Component CIO to DoD CIO stating that all MC/ME IT systems have been registered is due on April 30.

* annual recurring requirement


	Populate and/or update Registry with MC/ME IT Systems.
	Populate and/or update Registry with MC/ME IT Systems.
	Populate and/or update Registry with MC/ME IT Systems.

	Financial Management Systems (FMS)
	N/A
	     N/A
	N/A
	Register all Financial Management Systems.

	Government Information Security Reporting Act (GISRA)
	N/A
	Populate and/or update Registry with GISRA information for the selected system.

	N/A
	N/A

	Public Key Enabling (PKE)
	N/A
	N/A
	N/A
	Populate and/or update Registry with PK-Enabling Applications/Web Servers/Networks data.

PKE Policy compliance letter from the Components CIOs to the DoD CIO.


Point of Contact Information: 

	PROGRAM
	NAME
	ORGANIZATION
	PHONE
	EMAIL

	Section 811, FY 01 National Defense Authorization Act Reporting
	Dr. Asghar Noor
	OSD C3I DCIO


	(703) 602-0980, x181
	asghar.noor@osd.mil

	Financial Management Systems
	Mr. John Makepeace
	OUSDC
	(703) 607-5701
	makepeaj@osd.pentagon.mil

	Government Information Security Reporting Act
	Mr. John Hunter
	OSD C3I – DIAP
	(703) 602-9978
	john.hunter@osd.mil

	
	Mr. Noel Johnson
	OSD C3I – DIAP

(Contract Support)
	(703)602-9964
	noel.johnson@osd.mil

	Public Key Enabling
	Eustace King
	OSD C3I DIAP
	(703) 602-9969
	eustace.king@osd.mil

	
	Mr. Dave West
	OSD C3I DIAP
	(703) 604-0501
	david.west@osd.mil


Reporting Mandates:
TAB A: Mission Critical/Mission Essential (MC/ME) Systems.   References:

· Public Law 104-106 FY 1996 Defense Authorization Act Clinger-Cohen Act of 1996 Division E (also known as The Information Technology Management Reform Act (ITMRA) of 1996). 

· The Floyd D. Spence National Defense Authorization Act for Fiscal Year 2001, Section 811 (a).

· Secretary of Defense Memorandum “Implementation of Subdivision E of the Clinger-Cohen Act of 1996 (Public Law 104-106)”, June 2, 1997.

· DoDI 5000.2, Section 4.7.3.1.5.

TAB B: Financial Management Systems.  Reference:

· Section 8104 FY ‘02 Appropriations Act.
TAB C:  Government Information Security Reporting Act (GISRA).   References:

· Government Information Security Reform Act - Subtitle G of the National Defense Authorization Act for Fiscal Year 2001 (P.L. 106-398).

· DoD Chief Information Officer Memorandum, March 15, 2002, Subject: Department of Defense Implementation of Government Information Security Reform for Fiscal Year 2002.

TAB D:  Public Key Enabling (PKE).  References:

· DoD Chief Information Officer Memorandum, subject:  "Public Key Enabling (PKE) of Applications, Web Servers, and Networks for the Department of Defense",  May, 17, 2001.

· DoD Chief Information Officer Memorandum, subject: "Department of Defense (DoD) Public Key Infrastructure",   August 12, 2000.

· Assistant Secretary of Defense for Command, Control, Communications and Intelligence (C3I) Memorandum, subject: "Public Key Infrastructure (PKI) Policy Update", May 21, 2002.

TAB E: Definitions: DoD IT Registration Definitions. References:

· DoD Financial Management Regulation DoD 7000.14-R.
· DoD Directive 5000 series.
· GIG IA 6-8510 G&PM.
· Title 10 U.S.C, Section 2315.
· American National Standard T1.523-2001 (www.atis.org).
TAB A:  Mission Critical/Mission Essential (MC/ME) Systems

Introduction:
Congressional legislation, Executive Orders, and Departmental Guidance over recent years have had as their goal better acquisition, management, and use of information technology investments.  Reporting requirements to measure progress and to keep Congress informed are a part of this process.  This TAB provides guidance on how to meet those requirements:

· The need to register mission critical (MC) and mission essential (ME) systems and quarterly update the information;

· The DoD CIO to annually certify that major automated information systems are Clinger-Cohen Act compliant.

Laws/Regulations/Directives:

· Public Law 104-106 FY 1996 Defense Authorization Act Clinger-Cohen Act of 1996 Division E (also known as The Information Technology Management Reform Act (ITMRA) of 1996). 

· Secretary of Defense Memorandum “Implementation of Subdivision E of the Clinger-Cohen Act of 1996 (Public Law 104-106)”, June 2, 1997.

· The Floyd D. Spence National Defense Authorization Act for Fiscal Year 2001 Section 811 (a):

· Directs DoD CIO to maintain consolidated inventory of MC and ME Information Systems

· Directs DoD CIO to report no later than 1 April  on implementation of Section 811 requirements
· Identify Interfaces
· Develop & Maintain Contingency Plans

· Quarterly Updates to OSD

· Report MAIS Designations status changes

· Define MC/ME and include in revised 5000 Series.

· Prohibits award of contracts for MC/ME IT Systems

·  not registered with DoD CIO, 

·  not having IA strategy approved by DoD CIO,

·  not having all acquisition documents.
· Prohibits Milestone approval until DoD CIO Certifies CCA Compliance

· Under Secretary of Defense for AT&L and Assistant Secretary of Defense for C3I Memorandum “Clinger-Cohen Act Compliance Policy”, March 8, 2002 and June 19, 2002.

· Registration requirements in DoD Appropriations Acts are for mission critical and mission essential IT systems (including NSS).
· The requirements to register mission critical and mission essential IT systems in DoD 5000.2-R, Appendix 7 is amended as follows. For mission critical and mission essential IT that is an integral part of a weapons system or platform (e.g., ships, aircraft or tank) registration will be done at the program level. 
Data Submission Requirements for MC/ME:

Table A-1 illustrates the DoD IT Registry Schema. It lists the Field Name, Size, Field Description, and Applicable fields for MC/ME IT Systems.

The steps to be followed are:

· The current DoD IT Registry shall be used to build the consolidated inventory of DoD systems as required by DoD 5000.2-R and Section 811(a) of the FY 2001 National Defense Authorization Act. 
· All entries that are not MC/ME IT systems should be removed from the DoD IT Registry. 
· CIO or his/her Deputy will provide a list of system to be deleted from the registry entries to the DoD IT Registrar. DoD IT Registrar remove the entries from the DoD IT Registry.
· Each Component CIO will certify by letter to the DoD CIO that their MC/ME IT systems have all been registered.  These certification letters are to be provided by April 30, of each year.
Reporting Schedule:

For FY02 and beyond.

	DATE

	MAR 30
	JUN 30
	SEP 30
	DEC 30

	Populate and/or update Registry with MC/ME Systems.
	Populate and/or update Registry with MC/ME Systems.
	Populate and/or update Registry with MC/ME Systems.
	Populate and/or update Registry with MC/ME Systems.

	Certification letter from Component CIO to DoD CIO stating that all MC/ME IT systems have been registered is due on April 30.
	N/A
	N/A
	N/A


Point of Contact Information:

	NAME
	ORGANIZATION
	PHONE
	EMAIL

	Dr. Asghar Noor
	OSD C3I DCIO
	(703) 602-0980,x181
	asghar.noor@osd.mil


Table A-1: Schema for DoD IT Registration Database 

	FIELD NAME
	FIELD SIZE
	FIELD DESCRIPTION
	APPLICABILITY

	COMPONENT
	25
	Executive Agency or DoD Component that owns this MC/ME IT system and is forwarding the data file to the data repository.  For acceptable values, see Table A-2 below. 
	Mandatory for all

	SYSTEM_ID
	20
	The distinct System Identification Number or Code used on the Component’s database for this MC/ME IT system.  
	Mandatory for all

	MISSION_CRITICAL
	2
	The mission criticality of this IT system.  Acceptable values are MC or ME  or OT (Other)
	Mandatory for all

	SYSTEM_ACRONYM
	30
	A shortened or commonly used name or abbreviation (upper case) for this MC/ME IT System.
	Mandatory for all

	SYSTEM_NAME
	100
	The full descriptive name for this MC/ME IT system (upper case).
	Mandatory for all

	SYSTEM_DESCRIPT
	255
	A free form text description of the system, its function, and uses.
	Mandatory for all

	ACQ_CATEGORY
	3
	The acquisition category for this program.  For acceptable values, see Table A-3 below.
	Mandatory for all

	FUNC_AREA
	50
	Relates to the functions under which this particular MC/ME IT system is reported.  For acceptable values, see Table A-4 below.
	Mandatory for all

	SEC_FUNC_AREA
	50
	For use if this MC/ME IT system has a secondary function.   For acceptable values, see Table A-4 below.
	Optional for MC/ME,  Mandatory for FMIT

	TERC_FUNC_AREA
	50
	For use if this MC/ME IT system has a tertiary function.  For acceptable values, see Table A-4 below.
	Optional for MC/ME,  Mandatory for FMIT

	PM_NAME
	50
	First and Last name of Program Manager (PM) or POC for this MC/ME IT System
	MC/ME 

FMIT

	PM_TITLE
	10
	Rank, Grade, and Title of PM or POC or Systems Manager.
	MC/ME 

FMIT

	PM_ORGANIZATION
	50
	Organization of PM or POC or Systems Manager.
	MC/ME 

FMIT

	PM_COM_PHONE
	18
	Commercial phone number of PM or POC or Systems Manager.
	MC/ME 

FMIT

	PM_DSN_PHONE
	18
	Defense Switched Network phone number of PM or POC or Systems Manager.
	MC/ME 

FMIT

	PM_EMAIL
	100
	Email address of PM or POC or Systems Manager.
	MC/ME 

FMIT

	BIN
	6
	Insert the Budget Initiative Number if it exists, from the Information Technology Management Application (ITMA) Database.
	MC/ME 

FMIT

	INTERFACES_IDENTIFIED
	3
	Indicates if the system interfaces between this MC/ME IT system and other systems have all been identified.  Acceptable values are Yes, No, or NA.
	MC/ME 

FMIT

	CONTINGENCY_PLAN
	3
	Indicates if a contingency plan is in place to account for disruptions in the operations of this system.  Acceptable values are Yes, No, or NA. 
	MC/ME 

FMIT

	DODREGID
	8
	Registration identifier.  For instructions, see Table A-5 below.    
	Mandatory for all

	LIFE_CYCLE
	64
	Indicate the system life cycle phase for this record entity.

Response Format – Concept & Technology Development, System Development & Demonstration, Production & Deployment, Operations &  Support, Disposal
	MC/ME 

FMIT

	REC_TYPE
	64
	Indicate the classification for record in the Registry 

Response Format – System  / Acquisition Program / Network / Application
	MC/ME 

FMIT

	ACCRED_STATUS
	10
	Accreditation Status:  

Definition – Has your system undergone a certification and accreditation process and if so, what is its current status?

Response format – Final         IATO             None
	GISRA

	ACCRED_DATE
	8
	Accreditation Date:
Definition – On what date was the current C&A status granted?  If answer to 1a is None, enter your planned/forecasted accreditation date.

Response format –Date
	GISRA

	ACCRED_VEHICLE
	10
	Accreditation Vehicle:

Definition – What C&A process was used to grant the current C&A?

Response format – 

DITSCAP,            AFSSI 5024,  

DCID 6/3,             AR 380-19,       Other
	GISRA

	SSAA_STATUS
	4
	Systems Security Authorization Agreement (SSAA) Status:

Definition – What phase is the SSAA associated with your system in?  The phases of the SSAA are based on DITSCAP definitions.

Response format – Phase I,           Phase II, 

                               Phase III,         Phase IV
	GISRA

	DAA_NAME

DAA_TITLE

DAA_ORG

DAA_PHONE


DAA_EMAIL
	50

100

50
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100
	Designated Approving Authority (DAA) Information:

Definition – What is the contact information for the DAA that granted your system’s latest C&A status?

Response Format – Name

                                Title

                                Organization

                                Phone Number

                                Email
	GISRA

	COOPTEST
	8
	Contingency Plan/Continuity of Operations Plan (COOP) last exercised:

Definition – When was the last time that your system’s contingency plan/COOP was exercised?

Response Format –Date
	GISRA

	ACCESS_CONTROL
	3
	Access Controls:

Definition – Does your system have measures in place that control access and prevent the circumvention of the security software and application controls?

Response Format – Yes   No
	GISRA

	ADMIN_CONTROL
	3
	Administrative Controls:

Definition – Does your system have measures in place that ensure the proper administration of your system to include identification of users, groups, and their privileges as well as the capability to produce system activity audit logs?

Response Format – Yes   No
	GISRA

	CSIRT
	3
	Security Incident Response:

Definition – Does your system have controls in place to recognize, report, monitor and efficiently handle incidents, and is there capability to share this information with appropriate organizations?

Response Format – Yes   No
	GISRA

	VIRUS_PROTECTION


	3
	Virus Protection:

Definition – Does your system have virus protection and data integrity controls that protect data from accidental or malicious alteration or destruction and that protect your system from infection from malicious computer viruses?

Response Format – Yes   No
	GISRA

	MAINTENANCE_PLAN
	3
	Hardware/Software Maintenance Plan:

Definition – Does your system have controls that are used to monitor the installation of, and updates to, hardware and software to ensure that the system functions as expected and that a historical record is maintained of changes?

Response Format – Yes   No
	GISRA

	RISK_PLAN
	3
	Risk Management Plan:

Definition – Does your system have a risk management plan that identifies the risks and vulnerabilities to the system, recognizes the sensitivity of the data and lays out a plan to mitigate those risks and vulnerabilities?

Response Format – Yes   No
	GISRA

	SECURITY_PLAN
	3
	System Security Plan:

Definition – Does your system have a system security plan that provides an overview of the security requirements of the system and describes the controls in place or planned for meeting those requirements?  Does the plan delineate responsibilities and expected behavior of all individuals who access the system?

Response Format –Yes   No
	GISRA

	LIFE_CYCLE_PLAN
	3
	System Life Cycle Plan:

Definition – Does your system have a life cycle plan that discusses at minimum the basic life cycle phases?

Response Format –Yes   No
	GISRA

	PK_APPL_MSN_CAT
	2
	Application’s Mission Category –

          1 -  MC-I,

          2 -  MC-II,

          3 -  MC-III

Data Type – Alpha-numeric
	PKE

	PK_ENABLING_STATUS
	2
	Current Enabling status of this application -                       

          10 - PK-Enabled

          20 - To Be PK-Enabled

          30 - No Plan to PK-Enable

          40 – PKE Policy Waiver   

          50 – Other Approved security solution.

Data Type – Numeric
	PKE

	PK_ ENABLING _PRIORITY
	2
	Enabling priority for this Application -
       HI -   High: Application will be among the first to be PK-enabled

       ME – Medium: Application will be enabled after the 'High' priority

       LO – Low: Application will be among the last to be enabled. 

       OT – Other: To be used when the enabling priority not yet decided. 

Data Type – Alpha-numeric
	PKE

	PK_APPL_TYPE
	2
	Application Type –

          10 - Web-based,

          20 – Non-web-based,

          30 – Messaging

          40 – Others

Data Type – Numeric
	PKE

	PK_ENABLING_METH
	2
	Methodology be used to PKE enable this application 
        10 – Toolkits: Enables peer-to-peer session security that relies on the existence of public-key certificates.

         20  - Middleware: Software that identifies and authenticates users seeking access to PK-enabled applications.

         30 – Source Code Modification: PKE through the alteration of an application's existing code

         40  – Others: Not identified by the above methods.

Data Type – Numeric
	PKE

	PK_VEND_PROD
	255
	Name of product, service, or consulting organization used to support PKE.

Data Type – Alpha-numeric
	PKE

	PK_ENABLING_YEAR
	4
	The year the system/application/network is  or is expected to be enabled – 

          2002 -2002,

          2003 - 2003, 

          2004 - 2004, 

          2005 - 2005, 

          2006 –2006

          2007 –2007

          00 – Others

Data Type – Numeric
	PKE

	PK_FUND_CAT
	2
	Funding Types –

          10 - RDT&E

          20 - O&M

          30 -  Procurement

          40 - Working Capital Fund

          99 – Others

Data Type – Numeric
	PKE

	PK_TOT_EST_COST
	10
	Projected remaining costs to PK-Enable an application.

Data Type – Numeric
	PKE

	PK_TOT_ACTUAL _COST_TO_DATE
	10
	Total costs to date PK-Enabling the application.

Data Type – Numeric
	PKE


Table A-2: DoD Component Values  

DoD 

	COMPONENTS

	United States Army(Army)
	Missile Defense Agency (MDA)

	United States Navy(Navy)
	Defense Advanced Research Products Agency (DARPA)

	United States Air Force (USAF)
	Defense Contract Audit Agency (DCAA)

	United States Marine Corps (USMC)
	Defense Commissary Agency (DeCA)

	Joint Staff (JS)
	Defense Finance and Accounting Service (DFAS)

	Joint Forces Command (JFCOM)
	Defense Human Resources Activity (DHRA)

	Central Command (CENTCOM)
	Defense Information Systems Agency (DISA)

	European Command (EUCOM)
	Defense Logistics Agency (DLA)

	Pacific Command (PACOM)
	Defense Security Cooperation Agency (DSCA)

	Special Operations Command (SOCOM)
	Defense Security Service (DSS)

	Southern Command (SOUTHCOM)
	Defense Threat Reduction Agency (DTRA)

	Space Command (SPACECOM)
	Armed Forces Information Service (AFIS)

	Strategic Command (STRATCOM)
	Office of the Assistant Secretary of Defense/Health Affairs (OASD/HA)

	Transportation Command (TRANSCOM)
	Office of the Secretary of Defense [OSD (ALL)]

	Department of Defense Inspector General (DoDIG)
	North American Aerospace Defense Command (NORAD)

	Washington Headquarters Service (WHS)
	United States Forces Korea (USFK)

	Deputy Undersecretary of Defense for Installations and Environmental Security [DUSD (I&ES)]
	Defense Intelligence Agency (DIA)

	National Imagery and Mapping Agency (NIMA)
	National Reconnaissance Office (NRO)

	National Security Agency (NSA)
	Defense Contract Management Agency (DCMA)

	White House Communications Agency (WHCA)
	Northern Command (NORTHCOM)


Table A-3. Acquisition Category Values  (As defined in DoD 5000 Series)

	ACQUISITION CATEGORY

	I

	ID

	IC

	IA

	IAM

	IAC

	II

	IIA

	III

	IV

	NA


Table A-4. Functional Area Values
	FUNCTIONAL AREAS

	Allies

	Civilian Personnel

	Command and Control

	Communications

	Communications Security (COMSEC)

	Economic

	Environmental Security

	Facilities

	Finance

	Health

	Human Resources

	Information Management

	Inspector General

	Intelligence

	Logistics

	Military Personnel and Readiness

	Nuclear

	Nuclear, Chemical, and Biological

	Personnel and Readiness

	Procurement

	Reserve Components

	Scientific and Engineering

	Space and Weather

	Test and Evaluation

	Trainers

	Weapons

	Not Applicable (N/A)


Table A-5.  Instructions for Registration Identifier

The DODREGID is an 8-character identifier used to uniquely identify systems in the DoD IT Registry. This unique identifier is created by the Components when a system entry is created.  The valid characters in the DODREGID are the uppercase letters and the digits 0 thru 9 [ABCDEFGHIJKLMNOPQRSTU

VWXYZ 0123456789]. The first 2 positions of the 8-character ID are assigned by OSD to each Component in accordance with the table below. The remaining 6-characters are assigned by the Component. The DODEGID must always contain 8 valid characters.    
	DoD COMPONENT
	ID RANGE

	ACRONYM
	TITLE
	

	AFIS
	Armed Forces Information Service
	AA

	Army
	United States Army
	AB

	MDA
	Missile Defense Agency
	AC

	CENTCOM
	Central Command
	AD

	DARPA
	Defense Advanced Research Projects Agency
	AE

	DCAA
	Defense Contract Audit Agency
	AF

	DCMA
	Defense Contract Management Agency
	AG

	DeCA
	Defense Commissary Agency
	AH

	DFAS
	Defense Finance and Accounting Service
	AI

	DHRA
	Defense Human Resources Activity
	AJ

	DIA
	Defense Intelligence Agency
	AK

	DISA
	Defense Information Systems Agency
	AL

	DLA
	Defense Logistics Agency
	AM

	DoDIG
	Department of Defense Inspector General
	AN

	DSCA
	Defense Security Cooperation Agency
	AO

	DSS
	Defense Security Service
	AP

	DTRA
	Defense Threat Reduction Agency
	AQ

	DUSD (I&ES)
	Deputy Undersecretary of Defense for Installations and Environmental Security
	AR

	EUCOM
	European Command
	AS

	JFCOM
	Joint Forces Command
	AT

	Joint Staff
	Joint Staff
	AU

	Navy
	United States Navy
	AV

	NIMA
	National Imagery and Mapping Agency
	AW

	NORAD
	North American Aerospace Defense Command
	AX

	NRO
	National Reconnaissance Office
	AY

	NSA
	National Security Agency
	AZ

	OASD/HA
	Office of the Assistant Secretary of Defense/Health Affairs
	BA

	OSD (ALL)
	Office of the Secretary of Defense
	BB

	PACOM
	Pacific Command
	BC

	SOCOM
	Special Operations Command
	BD

	SOUTHCOM
	Southern Command
	BE

	SPACECOM
	Space Command
	BF

	STRATCOM
	Strategic Command
	BG

	TRANSCOM
	Transportation Command
	BH

	USAF
	United States Air Force
	BI

	USFK
	United States Forces Korea
	BJ

	USMC
	United States Marine Corps
	BK

	WHCA
	White House Communications Agency
	BL

	WHS
	Washington Headquarters Service
	BM

	NORTHCOM
	Northern Command
	BN


TAB B: Financial Management Systems

Introduction:

Prudent investments in financial, management, operational, developmental, and new system initiatives are important to maintain and improve the Department’s business operations. Congress has added impetus to this effort through the requirements of Section 8104 of the FY 02 National Defense Appropriations Act. 

Section 8104 of the FY 02 DoD Appropriations Act requires the registration of financial management information technology (FMIT) systems.  Further, it prohibits investment of funds in Mission Critical (MC) or Mission Essential (ME) FMIT systems which are not registered.  

Financial Management Information Technology System (FMIT) Specific Information
All FMIT systems meeting the following criteria must be registered: any information system, software application, and supporting database that supports the mission support areas with the exception of systems, applications and data bases that are either (1) used solely for warfighting purposes (e.g., command and control), or (2) that do not exceed the following thresholds: 

· Those in the acquisition process that are estimated to require program costs in any single year in excess of $150 thousand in fiscal year (FY) 2000 constant dollars, total program costs in excess of $650 thousand in FY 2000 constant dollars, or total life-cycle costs in excess of $2 million in FY 2000 constant dollars.


· Those that are fielded that are estimated to exceed operations and support costs in any single year in excess of $25 thousand in constant FY 2000 dollars.

Laws/Regulation/Directives: 

Sec. 8104 FY ‘02 National Defense Appropriations Act.
Data Submission Format for FMIT:

Table A-1 illustrates the DoD IT Registry Schema. It lists the Field Name, Size, Field Description, and Applicable fields for FMIT Systems.

Select OT for MISSION_CRITICAL field.

Populate all Mandated Fields.

Populate FUNC_AREA, SEC_FUNC_AREA, and  TERC_FUNC_AREA fields.

Reporting Schedule:

	DATE

	MAR 30
	JUN 30
	SEP 30
	DEC 30

	N/A
	N/A
	N/A
	Register all Financial Management Systems.


Point of Contact Information: 

	NAME
	ORGANIZATION
	PHONE
	EMAIL

	John Makepeace
	OUSDC
	(703) 607-5701
	makepeaj@osd.pentagon.mil


TAB C:  Government Information Security Reporting Act

Introduction:

The Government Information Security Reform Act (GISRA) is Subtitle G of the National Defense Authorization Act for Fiscal Year 2001 (P.L. 106-398).  GISRA focuses on information assurance policy, program management, implementation, and evaluation aspects of information security, including mission critical systems.  Each Federal agency is required to submit GISRA reports to the Office of Management and Budget (OMB) in support of OMB’s annual Federal report to Congress on GISRA compliance..

In each annual reporting cycle, OMB establishes guidelines Federal agencies to use in preparation of the GISRA report.  The DoD GISRA data, collected through the IT Registry on selected systems, focuses on many of the basic information security practices and procedures that should be in place for any DoD system.  This data enables DoD to respond accurately and fully to OMB's guidance and the GISRA legislation.  This TAB provides guidance on reporting GISRA data.

Government Information Security Act Instructions: 

Upload GISRA information for selected systems.

Laws/Regulations/Directives:

· Government Information Security Reform Act - Subtitle G of the National Defense Authorization Act for Fiscal Year 2001 (P.L. 106-398)

· DoD Chief Information Officer Memorandum, March 15, 2002, Subject: Department of Defense Implementation of Government Information Security Reform for Fiscal Year 2002.
Data Submission Format for GISRA:

Table A-1 illustrates the DoD IT Registry Schema. It lists the Field Name, Size, Field Description, and Applicable fields for GISRA reportable Systems.
Reporting Schedule:

For FY03 and beyond.

	DATE

	MAR 30
	JUN 30
	SEP 30
	DEC 30

	Populate/Update Registry with GISRA
	Populate /Update Registry with GISRA
	Populate/Update Registry with GISRA
	Populate/Update Registry with GISRA


Point of Contact Information:

	NAME
	ORGANIZATION
	PHONE
	EMAIL

	John Hunter
	OSD C3I – DIAP
	703-602-9978
	john.hunter@osd.mil

	Noel Johnson
	OSD C3I – DIAP
	703-602-9964
	noel.johnson@osd.mil


TAB D: Public Key Enabling

Introduction:

A Public Key-Enabled Application/Web Server/Network is one that can accept and process a Department of Defense (DoD) Public Key Infrastructure (PKI) X.509 digital certificate to support one or more application, server, or network-specific functions (digital signature, data encryption support, system/network access) that provide security services.  Public key-enabled (PK-enabled) applications interoperate with the DoD PKI to access public key certificates, revocation information (e.g. Certificate Revocation List (CRL)), and general information in public directories or repositories. The PKI Program Management Office (PMO) is providing program management.

Defense-wide Information Assurance Program (DIAP) of ASD (C3I) is responsible to provide oversight to the PKE policy compliance. This oversight includes synthesizing and validating DoD Component information and producing a summary report that analyzes overall DoD compliance with this policy.

Combatant Commanders/Services/Agencies are required to provide information on their PK-enabling of applications/web servers/networks. The format and structure of the required information is provided in the table below. OSD C3I will utilize the information to formulate budget, assess compliance, and develop PKI program and policy. 

Laws/Regulations/Directives:

· DoD Chief Information Officer Memorandum, subject:  "Public Key Enabling (PKE) of Applications, Web Servers, and Networks for the Department of Defense".  May, 17, 2001.

· DoD Chief Information Officer Memorandum, subject: "Department of Defense (DoD) Public Key Infrastructure".  August 12, 2000.

· Assistant Secretary of Defense Command, Control, Communications and Intelligence (C3I) Memorandum, subject: "Public Key Infrastructure (PKI) Policy Update".  May 21, 2002.

Data Submission Format for PKE:
Table A-1 illustrates the DoD IT Registry Schema. It lists the Field Name, Size, Field Description, and Applicable fields for PK Enabling of Application/Web Servers/Networks.

Each service and component CIO will complete the PKE Policy Compliance questioner stated in Table-D-1 in a letter and forward that to the DoD CIO in accordance with the reporting schedule.

Reporting Schedule:

	RECURRING ANNUAL REQUIREMENT THROUGH FY 07 (MANDATED BY THE PKI POLICY)

	REPORTABLE INFORMATION
	FY 02
	FY 03
	FY 04
	FY 05
	FY 06
	FY 07

	PK-Enabling of Applications/Web Servers/Networks
	DEC 30
	JUN 30 
	JUN 30
	JUN 30
	JUN 30
	JUN 30

	PKE Policy Compliance Certification
	DEC 30
	JUN 30
	JUN 30
	JUN 30
	JUN 30
	JUN 30


Point of Contact Information:

	NAME
	ORGANIZATION
	PHONE
	EMAIL

	Eustace King
	OSD C3I DIAP
	(703) 602-9969
	Eustace.King@osd.mil

	Dave West
	OSD C3I DIAP
	(703) 604-0501
	david.west@osd.mil


Table D1: PKE Policy Compliance Questioner.

	Questions
	FIELD DESCRIPTION

	1
	Executive Agency or DoD Component that is reporting the compliance and is forwarding the data file to the data repository. 

	2
	Do you have an institutionalized management process in place to monitor the access-control implementation against the deadline of October 2003?



	3
	Do you have a strategy for implementing class 4 certificates by December 31, 2003?



	4
	Do you have an institutionalized management process in place to monitor the class 4-certificate implementation against the deadline of December 31, 2003?



	5
	Do you have an approved plan that addresses the PK-enabling of 

          - Application(s)?

          - Server(s)?

          - Network(s)?

	6


	Which technical solution(s) do you plan to employ?

  -    Procured Commercial Off-the-shelf technology; 

· New applications to be developed;    

· Reengineering of the existing applications; 

  -     Other

 If more than one solution is employed, specify the breakdown in percentage: 

- Procured COTS (Commercial off-the-Self technology)  ___%

- New applications to be developed___%

- Reengineering of the existing applications  ___%              

- Others   ___% 

	7
	What percentage of your PK-enabling implementation is going to be accomplished in

           -    FY02?     ____%

           -    FY03?     ____%

           -    FY04?     ____%

           -    FY05?     ____%

           -    FY06?     ____%

           -    FY07?     ____%

	8
	If you do not have a plan with the percentage of your PK-enabling implementation by fiscal year, when will you have such a plan?

	9
	What processes are in place to identify additional applications that may benefit from the public key cryptography beyond those mandated by PKE policy?

	10
	How many applications have you identified in the IT Registry in addition to those mandated by the PKE policy?


TAB E: Definitions

The following definitions are applicable to this Instruction: 

Application: The activities that capture, manipulate, and manage the business information to support business processes (Source: OMB A-130).

Application Software: Software that performs a specific task or function, such as word-processing, creation of spreadsheets, generation of graphics, facilitating electronic mail, etc. Synonym application software (Source: American National Standard T1.523-2001).
Information System: Information system means a discrete set of information technology, data, and related resources, such as personnel, hardware, software, and associated information technology services organized for the collection, processing, maintenance, use, sharing, dissemination or disposition of information (Source: OMB A11).
Information Technology: Information Technology means any equipment or interconnected system or subsystem of equipment that is used in the automatic acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information. For purposes of this definition, equipment is "used" by an agency whether the agency uses the equipment directly or it is used by a contractor under a contract with the agency that (1) requires the use of such equipment or (2) requires the use, to a significant extent, of such equipment in the performance of a service or the furnishing of a product. Information technology includes computers, ancillary equipment, software, firmware and similar procedures, services (including support services), and related resources (Source: Clinger-Cohen Act of 1996, sections 5002, 5141, and 5142).
Mission Critical (MC) and Mission Essential (ME) Information Technology  System:  

Mission Critical (MC) Information System . A system that meets the definition of "information system" and "national security system" in the Clinger-Cohen Act, the loss of which would cause the stoppage of warfighter operations or direct mission support of warfighter operations. The designation of mission critical should be made by a Component Head, a CINC, or their designee. (Source: DoDI 5000.2).  

Mission Essential (ME) Information System. A system that meets the definition of "information system" in the Clinger-Cohen Act, that the acquiring Component Head or designee determines is basic and necessary for the accomplishment of the organizational mission. The designation of mission essential should be made by the Component Head, a CINC, or their designee. (Source: DoDI 5000.2).  

National Security Systems (NSS):  Any telecommunications or information system operated by the Department of Defense, the function, operation, or use of which 1. involves intelligence activities; 2. involves cryptologic activities related to national security; 3. involves command and control of military forces; 4. involves equipment that is an integral part of a weapon or weapons system; or 5. is critical to the direct fulfillment of military or intelligence missions, but does not include a system, and equipment and services of a system,  that is to be used for routine administrative and business applications (including payroll, finance, logistics, and personnel management applications) (Source: Title 10. U.S.C, Section 2315).

Mission Category:  Applicable to information systems, the mission category reflects the importance of information relative to the achievement of DoD goals and objectives, particularly the warfighters’ combat mission.  Mission categories are primarily used to determine the requirements for availability and integrity services. DoD has three defined mission categories (Source: GIG IA 6-8510 G&PM):

Mission Category I.  Systems handling information that is determined to be vital to the operational readiness or mission effectiveness of deployed and contingency forces in terms of both content and timeliness. The consequences of loss of integrity or availability of a Category I system are unacceptable and could include the immediate and sustained loss of mission effectiveness.  Mission Category I systems require the most stringent protection measures.

Mission Category II.  Systems handling information that is important to the support of deployed and contingency forces.  The consequences of loss of integrity are unacceptable.  Loss of availability is difficult to deal with and can only be tolerated for a short time.  The consequences could include delay or degradation in providing important support services or commodities that may seriously impact mission effectiveness or operational readiness.  Mission Category II systems require additional safeguards beyond commercial best practices to ensure adequate assurance.

Mission Category III.  Systems handling information that is necessary for the conduct of day-to-day business but does not materially affect support to deployed or contingency forces in the short-term.  The consequences of loss of integrity or availability can be tolerated or overcome without significant impacts on mission effectiveness or operational readiness.  The consequences could include the delay or degradation of services or commodities enabling routine activities.  Mission Category III systems require protective measures, techniques or procedures generally commensurate with commercial best practices.
Network:  (1) An interconnection of three or more computing entities. (2) An interconnection of usually passive electronic components that performs a specific function (which is usually limited in scope) e.g., to simulate a transmission line or to perform a mathematical function such as integration or differentiation. Note: A network may be part of a larger circuit (Source: MIL STD 188).

Platform: 1. The type of computer on which a given operating system or application runs. Synonym hardware platform. 2. The operating system in use on a given computer. Synonym operating system platform. 3. The application program in use on a given computer and operating system. Synonym application platform. Note 1: The term platform, usually with some kind of accompanying qualifying verbiage, may also be applied to any combination of the foregoing. Note 2: The term cross-platform may be used to characterize an application program or operating system that may be run on more than one platform (Source: American National Standard T1.523 - 2001). 

Public Key Infrastructure: The framework and services that provide the generation, production, distribution, control, tracking and distribution of public key certificates (Source: DoD PKI Memo August 12, 2000).

System: The set of interrelated components consisting of mission, environment, and architecture as a whole that performs some coherent function or set of functions.

Token: A device (e.g. floppy disk, Common Access Card, Smart Card, PC Card, Universal Serial Bus Device, etc.) that is used to protect and transport the private keys of a user (Source: DoD PKI Memo August 12, 2000).

Web Application: Web browser and other distributed applications characterized by a web interface and both back-end (server) and front-end (client) software (Source: DoD PKI Memo August 12, 2000).

Weapon System:  An item or set of items that can be used directly by warfighters to carry out combat or combat support missions to include tactical communication systems (Source: DOD 5000.2).
Financial Management System:  Financial Management System means an information system, comprised of one or more applications, that is used for any of the following: 

· collecting, processing, maintaining, transmitting, and reporting data about financial events; 

· supporting financial planning or budgeting activities; 

· accumulating and reporting cost information; or 

· supporting the preparation of financial statements. 

A financial system supports the financial functions required to track financial events, provide financial information significant to the financial management of the agency, and/or required for the preparation of financial statements (Source: Under Secretary for Defense – Comptroller).

Related Non-Financial System: Related Non-Financial System means an information system that supports non-financial (i.e., mission support system, business system) functions (other than intelligence and command & control functions) of the Department of Defense or components (Source: Under Secretary for Defense – Comptroller).
Financial Management Information Technology: Financial Management Information Technology means the financial systems and related non-financial systems (Source: Under Secretary for Defense – Comptroller).
Development/Modernization (Dev/Mod): Any change or modification to an existing IS, program, and/or initiative that results in improved capability or performance of the baseline activity. Improved capability or performance achieved as a by-product of the replacement of broken IT equipment to continue an operation at the current service levels is not categorized as Development/Modernization. Development/Modernization includes: (1) program costs for new applications and infrastructure capabilities that are planned or under development; (2) any change or modification to an existing applications and infrastructure capabilities which is intended to result in improved capability or performance of the activity. These changes include (a) all modifications to existing operational software (other than corrective software maintenance); and (b) expansion of existing capabilities to new users; (3) changes mandated by Congress or the Office of the Secretary of Defense; (4) personnel costs for Project Management (Source: DoD Financial Management Regulation DoD 7000.14-R).

Financial Feeder Systems (Also referred to as a Mixed system and Secondary Financial System): This is an information system that supports both financial and non-financial functions such as logistics, acquisition, and personnel. Provides key information required by financial processes. For feeder systems, all components must report a percentage of the system that supports financial requirements (Source: DoD Financial Management Regulation DoD 7000.14-R).

Life-Cycle Cost (LCC): The total cost to the government for an IS, weapon system, program and/or initiative over its full life. It includes the cost of requirements analyses, design, development, training, acquisition and/or lease, operations, support and, where applicable, disposal. It encompasses direct and indirect initial costs plus any periodic or continuing costs of sustainment. Includes contract and in-house costs, all cost categories and all related appropriations/funds. The costs may be broken down into useable increments describing the costs associated with delivering a certain capability or segment of an IT activity (Source: DoD Financial Management Regulation DoD 7000.14-R).

Program Cost (also referred to as Initiative Cost): The total of all expenditures, in any appropriation and fund, directly related to the IS, program, or initiative definition, design, development, and deployment, and incurred from the beginning of the “Concept Exploration” phase through deployment at each separate site. For incremental and evolutionary program strategies, program cost includes all funded increments  (Note: Program cost is further discussed in DoD 5000 documents). (Source: DoD Financial Management Regulation DoD 7000.14-R).

Private Web Server:  A web server that is designed for and/or provides information resources that are limited to particular audience (i.e. DoD) or a subset thereof. (This includes web servers that provide interfaces to e-mail systems). Any DoD operated web server that provides any information resources that are intended for general public shall be considered a private web server (Source: DoD PKI Memo August 12, 2000).
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