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Section 1 - INTRODUCTION

1.1 Introduction

This Perimeter Security System (PSS) Concept of Operations (CONOPS) provides a high-level view of the concepts, locations, policies, and configurations employed by the multi-service organizations who will use and manage the PSS in support of the Theater Battle Management Core System (TBMCS) Joint Air Operations.  More detailed descriptions of the security design and features of the PSS are contained in the Perimeter Security Administration Software Users Manual (PSA SUM), the Security SUM (SEC SUM), the Security Features User’s Guide (SFUG) and the Trusted Facilities Manual (TFM).

1.2 Purpose

The PSS is used to increase TBMCS’ resistance to network-based attacks when TBMCS is attached to the SECRET Internet Protocol Routing Network (SIPRNet) or any other secure network.  PSS provides an envelope of security around TBMCS and other supporting systems by isolating the TBMCS sites on the secure network from non-TBMCS sites through a combination of security mechanisms that support the TBMCS security policy.  The PSS enforces need to know access control, provides data encryption and secure data transfers.

For the purpose of this document, the term “enclave” is a collection of computing environments connected by one or more internal networks under the control of a single authority and security policy, including personnel and physical security which provides information assurance capabilities such as boundary defense
.  
An enclave may have TBMCS as a system by itself or TBMCS may reside with other systems.  Although isolation of the TBMCS system to a set of Local Area Networks (LANs) provides the greatest level of perimeter security or boundary defense, the PSS is flexible enough to incorporate other lines of protection under the single security policy.

The PSS provides isolation by allowing the communication of authorized data packets, blocking the communication of unauthorized data packets, and encrypting the communication of TBMCS site-to-site data packets through the SIPRNet to prevent access to TBMCS products and data by non-TBMCS users on the SIPRNet as shown in Figure 1.0-1.  The hardware components that accomplish this are described in Section 1.3.
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Diagram 1.0-1 General PSS Configuration 

PSS Component Descriptions

· TBMCS External PSS Router

· The external router is the first line of defense for the TBMCS perimeter security.  Through the use of access control lists (ACLs) and selective static routing, the other components of the perimeter security and the systems protected by the TBMCS perimeter security are either hidden or accessed via strictly defined ACLs.  This allows only specified protocols and ports as allowed by the TBMCS evaluated baseline for system level accreditation.  The external router must be managed from within the local TBMCS enclave.

· Site-specific required protocols and ports, which are approved by the local Designated Approving Authority (DAA) and the TBMCS system-level DAA may also be allowed with ACLs.

· VPN Encryptor

· The Virtual Private Network (VPN) Encryptor is a hardware encryption device providing a rule-based, point-to-point packet encryption between TBMCS enclaves and also to some Force Level remotes.  The TBMCS VPN Encryptor called SafeNet/SPEED (S/SPEED) from SafeNet Inc. is FIPS 140-1 certified and is compliant with internet protocol security (IPSEC) standards which requires transmission control protocol (TCP) port 50, user datagram protocol (UDP) port 500, and UDP port 62514 to be passed through local base firewalls.  The S/SPEED is managed by a SafeNet/Security Center (S/SC) that is located inside a TBMCS Air Operations Center/Tactical Air Control Center (AOC/TACC) enclave, at each of the four Navy Network Operation Center (NOCs), and at the Air Force Network Operation Security Centers (NOSCs). The S/SC stores rules. which are downloaded to a S/SPEED. The S/SPEED devices use public key encryption techniques to authenticate each other’s association with TBMCS and to encrypt network packets passed between each other.  The S/SPEED devices only pass network packets that are addressed to IP networks defined in the downloaded rules.  Current security policy does not allow any packets to pass through S/SPEED devices unencrypted.

· Proxy Server or Firewall

· The Proxy Server uses a Proxy product from Microsoft, a mail forwarding product from Netscape, and the built-in domain name service (DNS) to buffer communication between systems within the TBMCS enclave and non-VPN resources on the SIPRNET at TBMCS AOC and Marine TACC locations.  The Proxy product allows internal TBMCS systems to anonymously browse other SIPRNET web servers.  The mail forwarding product forwards email directed to users inside a TBMCS enclave from systems outside a TBMCS enclave.  The Proxy DNS server resolves DNS inquiries from other SIPRNET system for the TBMCS DNS subdomain.  The Proxy Server is also used to manage the external router at TBMCS SOC and Marine TACC locations.

· The Navy NOCs have their own firewall which complies with Navy firewall policy and provides the same protections as the Proxy Server.

· The Proxy Server can also allow site-specific required protocols and ports, network communication between TBMCS enclave system and systems located on the SIPRNET when approved by the local DAA and the TBMCS system-level DAA.  Filter exception rules in the Proxy Server, in conjunction with router ACLs, as described above, are needed to allow non-hyper text transfer protocol (HTTP) traffic through the Proxy Server.

· TBMCS Internal PSS Router

· The internal router at the Navy NOCs routes network packets from Navy TBMCS systems to other TBMCS enclave systems through the local VPN Encryptor.

· The internal router at a TBMCS AOC or Marine TACC directs all network packets, except those addressed to the internal IP address of the Proxy Server, to the local VPN.

· Static routing can be used to direct network packets addressed to systems outside the TBMCS enclave through the Proxy Server when approved by the local DAA and the TBMCS system-level DAA

· TBMCS PSS SafeNet Security Center (SSC)

· The SSC is a Pentium Intel PC with 24J Safenet Encryptor circuit card installed, and is used for managing the network information, creating the necessary rule sets, and downloading the rules to the SafeNet Encryptor devices within the VPN.

· The SSC is used for storing and exchanging databases within the VPN between local and Regional sites that will be backing each other up.

· The SSC manages the remote sites’ SafeNet Encryptors.

· The SSC has the same security requirements, features, policies and procedures as those for the other TBMCS Force Level components.

Section 2 - TBMCS PSS POLICY

2.1 Authorized Protocols

The PSA SUM governs the acceptable protocols allowed throughout the PSS.

2.2 Sites requiring PSS implementation

The TBMCS PSS components will be employed as described in the following paragraphs.

2.2.1 TBMCS Force Level connected to SIPRNet:

All TBMCS Force Level implementations that directly connect to the SIPRNet, including deployed, require the PSS.  If firewalls are available, they may be used in lieu of the Proxy Server, but must be configured in compliance with the guidance in the PSA SUM to control the information exchanges through the PSS.

2.2.2 Navy Network Operations Center (NOCs):

All NOCs will use the VPN Encryptor in parallel to the standard Navy firewall which is used in lieu of the Proxy Server.  Firewall and router configurations will conform to Navy Standards.

2.2.3 United State Marine Corp (USMC) TACCs:

All USMC TACCS that directly connect to the SIPRNet, including deployed, will implement the PSS for the TBMCS enclave.  If firewalls are available, they may be used in lieu of the Proxy Server.  The router and firewall configurations will be in accordance with USMC standards.

2.2.4 Air Support Operations Centers (ASOCs) (AN/TSQ-209):

All ASOCs that directly connect to the SIPRNet will implement the PSS for the TBMCS enclave.  Those ASOCs that connect to the SIPRNet through an indirect link, such as a satellite link to the AOC, shall use the AOC’s PSS since they will be logically inside the TBCMS enclave established with the AOC.

2.2.5 Coalition AOCs

Coalition AOCs do not need a PSS since there is no direct connection to SIPRNet.  

2.2.6 TBMCS Remotes:

Remotes that connect directly to the SIPRNet may or may not need a VPN depending upon their capability.  Accountability for other machines that are on the same network as the remote may be needed.  If there are no other means to route this traffic through a firewall, rules may be added to the VPN Encryptor to let this traffic pass except at Navy NOCs.  Those remotes that directly connect to the AOC via some other means such as satellite or Theater Deployable Communications (TDC) (providing it does not cross the SIPRNet) will be protected by the AOC’s PSS since they will be logically inside the TBMCS enclave within the AOC.  Table x below depicts the remote types, purpose, and whether or not a VPN is required.

	Remote Type
	Purpose
	VPN Required

	Multi-Tasking Remote
	Thick client capable of executing locally installed TBMCS applications (e.g., common operational picture (COP), AD, and EMC) in addition to using a TBMCS compliant Web Browser for accessing http/https provided TBMCS capabilities
	Yes

	Browser Only Remote
	Thin client capable of only using TBMCS compliant Web Browser for accessing http/https provided TBMCS capabilities.
	*No


Table 1-1, VPN Requirements for TBMCS Remote Types

*For TBMCS 1.1.1 and prior releases the VPN is required to access the web/portal server.  As part of the TBMCS 1.1.2 testing, the incoming http/https ports will be opened on the Proxy Server to allow externally connected web browser enabled clients to access the web/portal servers.

2.2.7 World Wide VPN Management

A. Air Force:  Network Operations and Security Centers (NOSCs) should manage the four USAF VPNs, which cover the world’s four geographic regions or Areas of Responsibility (AORs) - CONUS, Europe, Pacific and South West Asia (SWA).

B. Navy:  Navy System Support Agencies (SSA):  A VPN Encryptor and SSC will be located at Space and Naval Warfare Systems Center (SPAWARSYSCEN) Charleston, St. Juliens Creek Detachment for diagnostics and fleet support activities associated with TBMCS Network Communication and navy NOC’s TBMCS VPN configuration management.  Navy SPAWARSYSCEN Charleston, St. Juliens Creek Detachment will also maintain the backup of the Navy NOC’s TBMCS PSS configuration databases.

C. Marine Corp:  Marine Wing Communication Squadrons (MWCS) will operate and maintain PSSs to support operations of their units ashore.

2.3 Physical Security:

Physical security of the PSS components should be IAW the local procedures for physical protection of any network device that processes Secret information.  The PSS components will be located in US controlled spaces and safe guarded at the Secret level.  Access to PSS components will be restricted to US personnel.  

2.4 Classification of pss components

The PSS components will remain unclassified until connected to the classified LAN (i.e. TBMCS) or Wide Area Network (WAN) (i.e. SIPRNet).

2.5 Non-TBMCS Systems:

The PSS architecture will allow restricted SIPRNet access for non-TBMCS systems and applications within the enclave.  This access is consistent with the approved security policy and PSS guidelines.  If the non-TBMCS application can be configured in accordance with PSS guidelines, that system will be provided protection by the PSS.  If not, the system operation must meet the same requirements of any system wanting to communicate with TBMCS from outside the PSS.  They must also provide ports and protocols information to the program office and local communication focal points prior to processing an Operational Configuration Change Request (OCCR) as described in the Operational Configuration Management Plan (OCMP).

Section 3 - PSS CONFIGURATIONS

3.1 PSS Enclave Configurations:

The components of the TBMCS PSS (VPN, Proxy Server and routers) provide the following information protection features.

1) Separate TBMCS systems from non-TBMCS systems

2) Restrict the types of data exchanged between TBMCS systems and non-TBMCS systems to only the types of data allowed.

3) Encrypt selected data as it travels over the SIPRNet.

The configuration at a site/TBMCS node will be determined by various factors.  The site type, network configuration and data requirements will all influence the PSS configuration and operation.  PSS management will be centralized by each Service for their PSSs, within each AOR.  Each Service PSS management center will establish a back-up capability available within AOR to be identified by the Service.  PSS management centers should establish a Memorandum of Agreement (MOA) with each backup capability.  PSS management centers should have the appropriate rules to support intra- and inter-AOR communications to support the MOAs.  Figure 3.1 depicts the notional PSS Architecture for a TBMCS network connected to SIPRNet.  Support to a coalition enclave is the responsibility of the Air Operations Center, and if a coalition enclave is established, it will be isolated from TBMCS resources by an air gap or a high assurance guard provided by the the Air Operations Center Weapon System program.
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Figure 3.1 Notional PSS Architecture
Perimeter Security System Management

The PSS management functions should be located where the AOR Subject Matter Experts (SMEs) reside.  The management and troubleshooting of the PSS includes the knowledge of the AOR communication link status, router status, VPN and Proxy Server/firewall status and configuration.  The knowledge of what routes are working and which are not are crucial to the management of the PSS.  For this reason, the USN NOCs located at Wahiawa, HI; Norfolk, VA; Naples, Italy; and Bahrain, Bahrainn, the USAF NOSCs or Communications Group equivalent located at Ramstein AF, Germany; Langley AFB, VA; and Hickam AFB, HI, and MWCSs located at Miramar, CA; Okinawa, Japan; Cherry Point, NC; and Fort Sheridon, IL have been selected.  The AOR PSS management centers are located at:

· CONUS: 

NCTAMSLANT Norfolk, VA (UARNOC) and Langley AFB, 


VA

· Europe:

NICTAMS EURCENT Naples, Italy (ECRNOC) and Ramstein 


AB, Germany

· Pacific:

NCTAMS PAC Wahiawa, HI (PRNOC) and Hickam AFB, HI

· SWA:

NAVCOMTELSTA Bahrain, Bahrainn (IORNOC) and Shaw

                            
AFB, NC (CENTAF NOSC-D)

· SOUTHCOM:
Davis-Monthan AFB, AZ

· MAWs:

Okinawa, Japan; Cherry Point, NC; Miramar, CA and Fort



Sheridan, IL

3.1.1 Normal Operations:

During normal operations, the AF NOSCs or delegated agency will control the AF AOR network.  The Navy NOC will control the Navy afloat platforms that are in/out transiting or conducting routine operations in their respective AOR.  Navy NOCs will also support USMC networks when USMC units are deployed on board naval platforms and USMC networks onboard Navy ships.  MWCSs will control USMC networks when ashore.

3.1.2 Contingency Operations/Emergency:

To accommodate buildup of resources during contingency or emergency operations, during contingencies, deploying Joint units will contact their respective AOR’s NOSC or NOC and notify them of their deployment plans (date, location, IP, SIPRNet entry point, etc.).  The NOSC and Navy NOCs will coordinate the addition of these units into the VPN dependant on their SIPRNet entry point.  Since all Navy Ships will be behind one of the four NOCs, no additional VPN Encryptors will be required to support their units.  In the case of USAF and USMC units, additional Encryptors may be required.  If the deploying USAF or USMC unit will connect to SIPRNet via the AOC or other fixed location via a satellite link or other point-to-point connection, the unit’s network will be added to the AOCs VPN Encryptor.  If connecting to the SIPRNet via any other means and a VPN Encryptor os required, the unit should contact the USAF AOC or USMC MWCS for an immediate shipment.  USAF AOCs will deploy with their entire PSS suite.  USMC TACCs will also deploy with their PSS equipment.  During Emergency Destruction Periods such as an overrun, the VPN encryptors will be zeroized by removing the three screws in the back (verified in FIPS certification).  The 24J board should also be removed from the SSC.

3.1.3 Maintenance:

The USAF Electronic System Center (ESC) procures PSS hardware and software for all Joint service commands.  All VPN and Proxy Server hardware installed at Joint PSS sites are covered with a standard one-year replacement warranty.  Since the software is all Commercial-Off-the Shelf (COTS), software maintenance is covered under the standard contracts associated with this software.  ESC will procure all licenses associated with the PSS except for the routers and the Navy or USMC procured items.  TBMCS Help Desk support is provided at a two Tier level.  PSS life-cycle management support is provided as outlined in the TBMCS Integrated Logistics Support Plan (ILSP).

3.2 Types of Nodes:

This section will describe the basic configurations for each type of TBMCS node.

3.2.1 USAF AOC Configuration:
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Figure 3.2 USAF AOC PSS Configuration 

3.2.2 ASOC Configuration (AN/TSQ-209):

3.2.2.1 ASOC PSS requirements will depend on whether there is direct connections to the AOC via satellite communication (SATCOM) or a connection via SIPRNet.  The PSS is required only when SIPRNet connectivity is required.  This CONOPS will only address the SIPRNet connection requirements.  See Figure 3.4 for details.
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Figure 3.4 ASOC PSS Configuration 

3.2.3 Navy NOC Configuration:

3.2.3.1.1  The Navy NOC will utilize the TBMCS VPN in conjunction with the standard Navy Firewall.  Navy Firewall policy will govern all communications external to the VPN.  The PSS will be installed at the Navy NOCs, and the NOCs will be responsible for configuration and management of the Navy VPN devices within their respective AOR.  See Figure 3.5.
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Figure 3.5 Navy NOC PSS Configuration 

3.2.4 TACC/Direct Air Support Center (DASC) Configuration:

The TACC and DASC may contain their own PSS or be connected into SIPRNet via a Navy NOC while aboard ship.  This CONOPS specifically describes a TACC and  a DASC PSS.  Also, in normal operations, if the DASC is directly connected to SIPRNet vice using the TACC for access to SIPRNet, the configuration will be as shown below.  The DASC employs a VPN and can use the TACC Proxy Server if desired.  See Figure 3.6.
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Figure 3.6 TACC/DASC PSS Configuration

3.2.5 Stand-Alone Intel Sites:

It is recommended that Stand Alone Intel sites use an existing PSS (i.e. policy based routers, firewalls, and Proxy Servers) if available.  If none is available, then the following conditions apply:

3.2.5.1 VPN Required:

3.2.5.1.1 Configuration:

Some sites have a requirement to receive the COP from a client to a TBMCS Situational Awareness Application (SAA) server over SIPRNet.  In this case, a VPN is required to protect this transmission.  Any non-TBMCS communications to SIPRNet will have to flow through the AOC or Wing serving this site.  See Figure 3.7.
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Figure 3.7 Stand-Alone Intel with VPN PSS Configuration

3.2.5.2 VPN Not Required:

Some sites do not have a requirement to receive the Common Operational Picture (COP) from client to a TBMCS SAA server over SIPRNet.  The COP may be passed by some other secure means or be locally generated.  Therefore, a VPN is not required.  Security lockdown scripts and ACLs on external routers are configured to limit its communication.  See Figure 3.8.
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Figure 3.8 Stand-Alone Intel without VPN

3.2.6 Standard TBMCS Remote Configuration:

The standard TBMCS remote configuration logically places the remote user inside the TBMCS enclave by using the VPN Encryptor.
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Figure 3.9 Standard Remote PSS Configuration

3.2.7 Air Force Regional Center Management Node:

3.2.7.1 Configuration:

The AF Regional Centers will house the AF SSC components, and will be responsible for configuration and management of the AF VPN devices within a given AOR.  Also, as the Help Desk site responsible for supporting TBMCS, these sites will maintain a full-up PSS capable of communicating with any TBMCS site, within a given AOR.  See Figure 3.10.
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Figure 3.10 TBMCS Air Force Regional Center Management Node Configuration

3.3 Training:

The purpose of PSS training is to provide TBMCS PSS Network Administrators with the training necessary to install and maintain PSS hardware/software (HW/SW).

3.3.1 Methods of Training:

TBMCS PSS Network Administration training will be a combination of lecture, hands-on system installation, and self-paced study.  Methods of instruction consist of overhead slide presentations, hands on system installation, and HyperTextMarkup Language (HTML), CD ROM lessons which provide step-by-step procedures that the Network Administrator would use to set up and administer PSS in his/her NOSC, NOC, or MWCS work center.  This type of training supports auditory, visual and kinesthetic learning styles where the student is able to:  listen to what is expected, read the procedure steps required; see actual screen captures of the procedures; and be able to practice the procedures.  Current CD ROM HTML training documents are United States (US) Only CD ROM for use on either a universal information exchange (UNIX) or personal computer (PC) workstation, and interactive computer-based performance training via ICON Author (imbedded in the operational software). 

3.3.2 Mobile Training Team (MTTs):

PSS training will occur simultaneously with PSS HW/SW installation at each Joint location.  Installation/training must occur after TBMCS is installed, but before individual locations connect to SIPRNet.  Each MAJCOM or respective Joint service command is responsible for providing TBMCS installation and SIPRNet connection dates to the TBMCS SPO 30 days prior to system installation.  One PSS MTT is scheduled to install/train per Major Command (MAJCOM).  Each PSS MTT will be responsible for:

a) gathering and entering data to program the PSS HW/SW 

b) training PSS network administrators on their roles and responsibilities 

c) verifying that SW/HW settings are accurate at the Air Force Regional Centers, Navy NOCs, AOCs, TACCs, Units, SIPRNET based Remotes and Standalone Intel Sites.  Total number of PSS training locations is approximately 47.
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3DES

Triple Digital Encryption Standard
ACLs

Access Control Lists

AD

Airspace Deconfliction
AF

Air Force
AFC2ISRC
Air Force Command and Control, Intelligence, Surveillance, 
                       and Reconnaissance Center
AOC

Air Operations Center
AOR

Areas of Responsibility
ASOCs
Air Support Operations Centers
CENTAF
Central Air Forces
CONOPS
Concept of Operations
CONUS
Continental United States
COP

Common Operational Picture
COTS

Commercial-Off-the-Shelf
DAA

Designated Approving Authority
DASC

Direct Air Support Center
DNS

Domain Name Service
ECRNOC
Eastern Central Region Network Operations Center
EMC

Execution Management Center
HQ

Headquarters
HTML

Hypertext Mark Up Language
HTTP

Hyper Text Transfer Protocol (world wide web protocol)
HW/SW
Hardware/Software
IA

Information Assurance
ILSP

Integrated Logistics Support Plan
IORNOC
Indian Ocean Region Network Operations Center
IP

Internet Protocol
IPSEC

Internet Protocol Security
LANs

Local Area Networks
MAJCOM
Major Command (USAF)
MOA

Memorandum of Agreement
MTT

Mobile Training Team
NOCs

Network Operations Center
NOSC

Network Operations and Security Center
NOSC-D
Network Operations and Security Center – Deployed
OCCR

Operational Configuration Change Request
OCMP

Operational Configuration Management Plan
PC

Personal Computer
PRNOC
Pacific Regional Network Operation Center
PSA

Perimeter Security Administration
PSS

Perimeter Security System
SSC

SafeNet Security Center
S/SPEED
SafeNet/SPEED
SAA

Situational Awareness Application
SATCOM
Satellite Communication
SEC

Security
SIPRNet
Secret Internet Protocol Routing Network
SMEs

Subject Matter Experts
SOUTHCOM
Southern Command
SPAWAR
Space and Naval Warfare
SPO

Special Program Office
SUM

Software Users Manual
TACC

Tactical Air Control Center
TBMCS
Theater Battle Management Core System
TCP

Transmission Control Protocol
TDC

Theater Deployable Communications
UDP

User Datagram Protocol
UNIX

Universal Information Exchange
US

United States
USMC

United States Marine Corps
VPN

Virtual Private Network
WAN

Wide Area Network

















































































































































� DoDD 8500.1, Information Assurance (IA), October 24, 2002.


� HQ USAF/XOC, Operational Configuration Management Plan, September 1, 2000 (currently under revision by HQ USAF/XOO)
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