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GENTEXT/REMARKS/1.THIS IS A COORDINATED MARCORSYSCOM/3D MARINE AIR

WING MESSAGE.  

2.  DURING THE DECEMBER 02 TO JANUARY 03 TIMEFRAME, MARCORSYSCOM

TBMCS PROGRAM OFFICE SUPPORTED 3D MARINE AIR WING (MAW) FORWARD IN

THE CENTCOM AOR DURING EXERCISE INTERNAL LOOK, TBMCS V1.1 CENTCOM

THEATER CUTOVER AND PATH 5 PLUS IMPLEMENTATION.  DURING THE PERIOD,

THE NEED TO IMPLEMENT SPECIFIC TBMCS REQUIREMENTS IN ORDER TO

SUPPORT OPERATIONAL COMMITMENTS WAS EMPHASIZED.  THESE REQUIREMENTS

ARE AS FOLLOWS:

A.  IMPROVED TBMCS PERIMETER SECURITY SYSTEM (PSS):  

(1) THE PSS IS A VERY SPECIALIZED SYSTEM, UNIQUE TO TBMCS.  AS SUCH,

IT REQUIRES DEDICATED, ORGANIC RESOURCES TO PROPERLY IMPLEMENT AND

EXPLOIT ALL CAPABILITIES.  THE USMC DOES NOT HAVE RESOURCES

AVAILABLE TO DEDICATE TO THIS, AND AS SUCH, SETUP AND MAINTENANCE OF

THE PSS CAN BE DIFFICULT AND CUMBERSOME.  AS MORE AND MORE C2

SYSTEMS ACROSS THE BATTLEFIELD COME ONLINE TO INTERFACE/INTEGRATE

WITH TBMCS, THE IMPLEMENTATION OF THE CURRENT PSS ARCHITECTURE WILL

BECOME MORE COMPLEX.  A MORE COMMON, EASIER TO SETUP/MAINTAIN

SOLUTION IS NECESSARY FOR THE TBMCS SECURITY ARCHITECTURE.

(2) PROXY SERVER MANUAL PROCEDURES:  CURRENTLY, THE PRESCRIBED

METHOD OF LOADING THE PROXY SERVER WITHIN THE PSS IS VIA THE

UTILIZATION OF AUTOMATED PROCEDURES PROVIDED BY THE PROGRAM.  OFTEN,

THE AUTOMATED PROCEDURES ARE UNSUCCESSFUL IN LOADING THE PROXY,

RENDERING THE PROXY HARD DOWN.  FOR TBMCS 1.1, MANUAL LOAD

PROCEDURES FOR THE PROXY WERE DELETED FROM THE DOCUMENTATION,

THEREBY RENDERING MARINE WING COMMUNICATIONS SQUADRON (MWCS)

PERSONNEL UNABLE TO LOAD A PROXY WHEN THE AUTOMATED SCRIPTS FAIL. 

LACK OF MANUAL LOAD PROCEDURES WAS A DISCREPANCY PREVIOUSLY NOTED IN

TBMCS 1.1 TESTING, AND WAS IDENTIFIED AS A USMC TBMCS "MUST HAVE"

REQUIREMENT FOR TBMCS 1.1.2, DUE TO THE HIGH RATE OF FAILURE OF THE

AUTOMATED SCRIPTS (2 OUT OF 5 PROXIES FAILED DURING TBMCS 1.1

FIELDING).  FORWARD DEPLOYED UNITS CANNOT AFFORD THE RISK OF

AUTOMATED SCRIPTS CONTINUING TO FAIL, WITH NO BACK UP PROCEDURES

AVAILABLE.  DEVELOPMENT AND DISSEMINATION OF MANUAL PROCEDURES FOR

THE PROXY NEEDS TO BE ACCOMPLISHED AND DISSEMINATED AS SOON AS

POSSIBLE IN ORDER TO PROVIDE THE ABILITY TO RELOAD THE SERVER IN THE

EVENT OF A FAILURE.

(3) REDUCED PROXY AND SAFENET SECURITY CENTER (SSC) COMPUTERS

FOOTPRINT.  SPACE WITH DEPLOYED PESONNEL IS AT A PREMIUM, AND THE

PROXY AND SSC LOADED ON LAPTOP(S) WOULD REDUCE THE CURRENT PSS

FOOTPRINT.  ADDITIONALLY, THE J24 CARD WITHIN THE SSC IS

EXTREMELYSENSITIVE, AND NOT CONDUSIVE TO AN OPERATIONAL ENVIRONMENT.  A

SOFTWARE SOLUTION TO THIS WOULD GREATLY STABILIZE THE SSC, AND WOULD

FACILITATE REDUCING THE FOOTPRINT FOR THE PSS.  

B.  EXECUTION MANAGEMENT REPLANNER (EMR) MERGE:  EMR MERGE WAS

IDENTIFIED AS A BASELINE CHANGE REQUEST DURING TBMCS 1.0.1 MOT&E. 

THIS WAS IDENTIFIED AS A TBMCS 1.1 AND 1.1.2 USMC MUST HAVE

REQUIREMENT.  EMR MERGE WOULD ALLOW FOR STREAMLINING OF THE ATO

CHANGE PROCESS, AND LESS RELIANCE ON MARLO'S WITHIN THE JAOC FOR

USMC DIRECT SUPPORT MISSION CHANGES.  A CAPABILITY SIMILAR TO THAT

FOUND WITHIN TAP MERGE CONTINUES TO BE A MUST HAVE PRIORITY FOR THE

TACC.

C.  AODB REPLICATION:  AODB REPLICATION CONTINUES TO BE A MUST HAVE

REQUIREMENT WITHIN THE USMC.  THE INABILITY FOR MISSION STATUS

UPDATES TO BE REPLICATED TO OTHER HOST SYSTEMS FORCES ADDITIONAL

REMOTE WORKSTATIONS TO BE DEPLOYED WITHIN THEATER TO ALLOW FOR

SEAMLESS TACC INSIGHT INTO JFACC MISSION STATUS, AND JFACC INSIGHT

INTO TACC MISSION STATUS.  THE CURRENT DMD SERVICES, WHICH ALLOWS

FOR TACC MISSION STATUS UPDATES TO BE PASSED TO THE JFACC, SHOULD BE

EXPANDED TO ALLOW FOR A TBMCS HOST SYSTEM TO BE BOTH A SENDER AND A

RECEIVER.  THIS WOULD BE A LARGE STEP IN THE DIRECTION OF AODB

REPLICATION.

D.  WEB APPLICATIONS:  WHILE WEB APPLICATIONS HAVE GREAT POTENTIAL,

THE DEVELOPMENT COMMUNITY MUST BE CAREFUL TO BUILD WEB BASED

APPLICATIONS THAT DO NOT REQUIRE LARGE PIPES/BACKBONES IN ORDER TO

PUSH/PULL DATA.  BANDWIDTH IS ALREADY AT A PREMIUM GIVEN THE NUMBER

OF C2 SYSTEMS ACROSS THE BATTLEFIELD, PARTICULARLY TO TACTICAL

PLATFORMS/AGENCIES OPERATING FROM FORWARD LOCATIONS OR WITH MANEUVER

UNITS.  ANY REMOTE CAPABILITIES FOR TBMCS MUST WORK WITH NEAR REAL

TIME RESPONSES OVER A SHARED 128KB PIPE, SUCCESSFULLY CO-EXISTING

WITH OTHER C2 SYSTEMS AND SIPRNET TRAFFIC.  REQUIRING LARGER

BANDWIDTH FOR REMOTES WILL RENDER THE USMC UNABLE TO DEPLOY AND

UTILIZE TBMCS REMOTES. 

E.  WEB REMOTE CAPABILITIES:  WINDOWS BASED, WEB REMOTES ARE

REQUIRED TO SERVICE REMOTE LOCATIONS, WHERE LITTLE UNIX EXPERTISE

EXISTS.  WITH TBMCS 1.1.2, FULL UNIX REMOTE CAPABILITIES WILL BE

MIGRATED TO WEB REMOTES, WITH THE EXCEPTION OF TK TALK/IRC CHAT

CAPABILITIES.  IT IS UNCLEAR IF COP SYNCHRONIZATION TOOL (CST) AND

THEATER BALLISTIC MISSILE FUNCTIONS WILL BE AVAILABLE.  THESE

CAPABILITIES ARE CRITICAL FOR WEB REMOTES, AND WITHOUT THEM, WILL

NEGATE THE ABILITY TO FULLY MIGRATE FROM UNIX TO WEB REMOTES. 

F.  SERVICE PACKS:  THE MULTITUDE OF SERVICE PACKS THAT HAVE BEEN

FIELDED FOR TBMCS V1.1 HAS CAUSED CONFUSION WITHIN THE OPERATING

FORCES.  SERVICE PACKS HAVE BEEN RELEASED AND FIELDED AT SUCH A

RAPID RATE, THAT IT IS DIFFICULT TO DETERMINE WHAT NEEDS TO BE

LOADED AND WHAT DOES NOT.  ADDITIONALLY, SOME SERVICES PACKS (I.E.,

ISDS RELATED) REQUIRE SEVERAL HOURS TO LOAD, AND BRING DOWN SELECT

SERVERS AND PARTS OF THE SYSTEM WHILE THE SERVICE PACK IS LOADED. 

IN AN OPERATIONAL ENVIRONMENT, SYSTEM ADMINISTRATORS WOULD NOT HAVE

THE ABILITY TO CONTINUALLY TRACK THE VARIOUS SERVICE PACKS, AND LOSS

OF EVEN PART OF THE OVERALL SYSTEM WOULD BE DETRIMENTAL TO CONDUCT

OF OPERATIONS.  A MORE STREAMLINED METHOD OF FIELDING CRITICAL,

CATEGORY I, SERVICE PACKS NEEDS TO BE DETERMINED.  ADDITIONALLY, THE

USE OF SERVICE PACKS TO FIELD FUNCTIONALITY OUTSIDE OF THE PLANNED

ACQUISITION CYCLE FOR NON-CATEGORY I PROBLEMS NEEDS TO BE

RE-EVALUATED.//

