Transfer of Information from Classified to              Unclassified Systems using “Air –Gap”

· This paper outlines the minimum procedures for using an “air-gap”           for transfer of information from Classified to Unclassified Systems in  accordance with the DCID 6/3 "Department of Defense Crypto logical       SCI Information Systems Security Standards (DODIIS).

· In accordance with DoD 5200.28, the following five steps are the minimum procedures to be followed to protect information when using diskettes or other mobile magnetic media such as Zip disks to transfer data from an Information System (IS) containing Classified information to an IS operating at a Unclassified level.  Adhering to these five steps allows transfer of information without compromising security.  

1. Trust level and security features of the originating information system and recipient information system must be known.

Note:  Systems are rated on a scale from trust level C1 to A1 with trust level A1 being the most stringent.  Each of the trust levels relates to system features and requirements pertaining to transferring data between Classified and Unclassified systems.  The lowest level system allowing for an “air-gap” transfer from Classified to Unclassified systems is C2.  An example of a C2 level operating system is Windows NT (but not Windows 95/98).  A C2 or above rated operating system allows “object reuse (secure copy), discretionary access control, identification and authentication, and audit.”  A C2 rated system copies only the specified data (e.g. it copies each selected file beginning from the file marker up to the end of the current file marker) and no surrounding/extraneous data.  Information originating on a system with a trust level of less than B1 must be controlled at the highest level of the system until it is declassified or downgraded (in the context of automation systems this implies re-graded to another level).

2. The magnetic media must either be new or taken from a controlled pipeline used exclusively for transfer procedures (e.g. new diskette or high level format applied to a previously used diskette).

3. The information must be manually reviewed before transfer from the classified system (e.g. open the file(s) and look at the copied data/text on the diskette before removing it from the classified system).  Key-word search and lexical scanning applications can also be used to supplement the review, but a manual, visual check is required.
4. The file must be virus checked on the Unclassified system before file transfer from the mobile (floppy/zip diskette) to the permanent media (hard disk) is performed.

5. The file(s) containing the transferred information must be manually reviewed after transfer to the Unclassified system is complete (e.g. open the file(s) and look at the data/text copied from the Classified system) system) prior to importing the file into TC-AIMS II.

· To apply these five steps in using the Joint Force Requirements Generator (JFRG II), a classified system, and the Transportation Coordinator Automated Information for Movement System II (TC-AIMS II), an Unclassified system, to accomplish TPFDD build, the procedures in       Steps 1) – 14) below will be followed:

1) Take out a new piece of magnetic media (diskette or zip disk) and insert into the floppy drive.  This means brand new diskette out of the box or taken from a controlled pipeline used exclusively for transfer procedures (e.g. high level formatted diskette).  If you choose to use a previously used/formatted floppy diskette, the floppy must be re-formatted as a high level formatted diskette.  To create a high-level formatted floppy diskette, go to a DOS prompt and enter the following command: FORMAT A:/U.

***  WARNING  ***

· Formatting a floppy diskette on a classified machine classifies the diskette at the same level of the system.  

· Therefore create your high-level formatted floppy diskette on an Unclassified machine. 

· From the DOS prompt, enter the command:   FORMAT A:/U

***  WARNING  ***

2) In JFRG II  with the program running

a. Click “Interfaces” . 

b. You will see a pop-up window, containing the choice of “Import” or “Export” in the pull down menu.  

c. Select “Export”, which will provide another menu another menu with the choices of Plan Data or TUCHA Data.

d.   Select “Plan Data”    
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3) This will bring up the “Select JFRG II Export File” window [image: image2.png]SELECT JFRG Il EXPORT FILE
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a. Assign the export file a “file name” (e.g. frmjfrgii)

NOTE!  This should never be the same as the JOPES PID Number!!!!!!
b. Select the Interface Type – “TCAIMS II (*.pex)”

c. Select the floppy drive (normally “A” drive)

d. Click “OK”

e. Program begins creation of export file. The first thing you will see is a window providing the status on the TC-AIMS II “Export” process

f. Export process is completed when the status indicator shows 100% is obtained
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4) You have just completed preparation of a JFRG II Export file.  Transfer of this file to the new magnetic media from Step 1 will allow initial transfer of the data from the Classified system, JFRG II, to the Unclassified system, TC-AIMS II using an “air-gap”.

5) Exit JFRG II

***  NOTE  ***

· The JFRG II software will disassociate data deemed Classified IAW with CJCSM 3122.03, JOPES Volume II, and place only Unclassified data in the Export file.
· The primary data element of concern is the Plan Identification Number (PID) (e.g.  5027-96, 2001-96, etc).  PIDs are considered classified when combined with other data elements.
· Current classification guidance contained in CJCSM 3122.03 , JOPES Volume II, is under review and being staffed as Joint Staff action           J4A-00128-00/3
***  NOTE  ***

6) If your local Designated Approval Authority (DAA) for automated data processing (ADP) systems security requires, you must now begin running “NT ToolBox” for “SECURE COPY.”   (See Enclosure A)

***  WARNING  ***

· The information must be manually reviewed before transfer from the classified system (e.g. open the file(s) and look at the copied data/text on the diskette before removing it from the classified system). 

· Key-word search and lexical scanning applications can also be used to supplement the review, but a manual, visual check is required.
***  WARNING  ***

7) Find and open the file compression/decompression program on your computer (e.g. WINZIP).  It is usually located in your programs directory or listed as a separate program.  Windows EXPLORER may be used to find and view the program.  The following provides an example using the WINZIP program. 

a. Insert the diskette with the JFRG II Export file created in Step 4 (Step 6 if local procedures require Secure copy) into the computer.  Select “File”, Open  
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b. Select your JFRG export file from the floppy drive (“A”)              (e.g. FRMJFRG.PEX)

c. Once Winzip is opened, find the “logais.prf” file.
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d. Highlight the file, and right click to open the “logais.prf” 
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f. Select “Internal ASCII Text Viewer” and click “View” [image: image7.png]O Associated Program (RUNDLL3?)
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g. This will open the logais.prf file and provide you with a Table of Contents for all of the “Plan and Reference” Files for which data was exported by JFRG II.
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8) Files are of two types “Plan”(e.g. P0000001.txt) and “Reference”  (e.g. R0000001.txt) these files are ASCII text and tab delimited (Tabs are inserted between individual data elements.  Do not remove these Tabs).  A descriptive title for the file is located at the end of the line in quotes. [Plan Tables] P0000000.TXT="logais".  Each file must be opened and manually reviewed and then closed before removing the diskette from the classified system. 

9) When reviewing the files you are looking for any “classified” data elements.  Specific TPFDD data elements and combinations are classified as shown in CJCSM 3122.03, 31 December 1999.  [NOTE:  The primary data element of concern is the Plan Identification Number (PID) (e.g. 5027-96, 2001-96, etc).]  First and foremost you must look at the P0000000.TXT="logais"."PLAN" file.  The first entry on the extreme left side of the screen for each and every “Plan” file is the JFRG II Plan Identification number.  This is a system-generated number and will never be the same as the actual JOPES PID number nor should it be confused with the JOPES PID number. 

a. If you discover “classified” data elements notify your security manager immediately.

b. You can delete the information.  However, do not delete any tabs within the file, as these are ASCII tab delimited files.

10)  Close WINZIP.

11)   Remove the diskette from the floppy drive and place a green “unclassified” label on the front center portion 1/8” from the top of the diskette.  Do not cover the slide that protects the disk.

12)   Insert the diskette into the floppy drive of the “Unclassified”                    TC-AIMS II computer.

13)   Conduct a virus check using the local DAA approved virus check software on the unclassified system before file transferring any data from magnetic media (e.g. mobile (floppy/zip) to permanent media (hard disk).

14)   The information must again be manually reviewed prior to importing into TC-AIMS II using the procedures outlined in Steps 7–10 above.

Enclosure A (Secure Copy Procedures)

I. OVERVIEW 

There are special restrictions that apply when a user considers taking removable media such as a floppy disk out of the secure physical environment. The restrictions relate to: 

a. Classification Of Information
b. Preparation Of Disk Media
c. Disk Label
1) Once the user has determined the proper classification of the information, the disk media must be prepared, and the file copied to the media, using a required set of disk utilities. Finally, the appropriate security label must be affixed on the media. 

Following is a discussion of the three areas of restriction. 


II. CLASSIFICATION OF INFORMATION 

1) Information being considered for removal from a classified environment must be reviewed manually. This review must be done initially at the source location of the information, before any steps have been taken to copy or move the information. 

2) The user considering removing the information must determine the appropriate security classification based on the actual textual content or subject matter, visual content (graphic file), or sound content (audio file). 

3) It is of paramount importance that the user manually review all data files before making a classification decision. 


III. PREPARATION OF DISK MEDIA 

1) There is a set of disk utilities that will prepare removable media for transfer outside the secure environment. This set of utilities can be found by clicking the “Windows” menu button:               
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***  WARNING  ***

· Formatting a floppy diskette on a classified machine classifies the diskette at the same level of the system.  

· Therefore create your high-level formatted floppy diskette on an Unclassified machine. 

· From the DOS prompt, enter the command:   FORMAT A:/U

***  WARNING  ***

 

IV. NT TOOLBOX UTILITIES 

1) There are three utilities that, when used in the proper sequence, will assure that removable media is properly prepared for transfer outside the secure environment. The utilities, in their proper sequence of use, are: 

a. SECURE COPY: Use to copy only the single source file to the target media 

b. FLUSH:  Use to erase all space after the end-of-file mark (EOF) on the removable media 

c. BUSTER: Use to scan text looking for keywords that may compromise security 

2)  SECURE COPY 

a. What Is Secure Copy?  Secure Copy is a utility designed to prevent the unintended transfer of residual data from selected files on the source disk to the target disk.  It copies each selected file from the current beginning-of-the-file marker (BOF) of the selected file up to the current end-of-file marker (EOF), and then overwrites all remaining allocated space up to end of the of the file's last cluster. 

b. Why Use Secure Copy?  Files allocated disk space can contain data, both classified and unclassified, from a previous file's occupation of that same space.  Secure Copy prevents the transfer of residual data from files selected from the source disk to files on the target disk by reading only up to the EOF marker, and then overwriting all remaining allocated space up to the file's last assigned file allocation unit or cluster. 

***  WARNING  ***

· Formatting a floppy diskette on a classified machine classifies the diskette at the same level of the system.  

· Therefore create your high-level formatted floppy diskette on an Unclassified machine. 

· From the DOS prompt, enter the command:   FORMAT A:/U

***  WARNING  ***

c. How to Secure Copy Files 

1) Go to the Microsoft  “Start” menu, click on “Programs”, then click on the icon for Windows “NT Toolbox.”  It is usually located in your programs directory or listed as a separate program.  Windows “EXPLORER” may be used to find and view the program.  The following provides an example using the NT Toolbox.

a. Click on the icon on the NT Toolbox toolbar and select “Secure Copy” under the Tools menu.
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2) Select a drive from the “Drives” drop-down list in the lower left hand corner of the “pop-up” window that contains the path of the file(s) you wish to copy.
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3) Select the desired directory by double-clicking on the “Directories” list until you have reached the desired directory. Double-click on the '..' entry to back up one level in the directory structure.

4) Select the desired file by double-clicking on the file in the “Files” list.          (You can also use the shift and control keys in conjunction with the mouse to select ranges or multiple files). If you select a file you decide not to Secure Copy, click on the file to highlight it, and then click on the Remove button.

5) Repeat steps 2 through 4 until you have selected all the file(s) you wish to Secure Copy.

6) Select a “target” drive to “Secure Copy” the selected file(s) to by selecting a drive from the “Copy To” target drives drop-down list.

7) NOTE: If the target directory is on a floppy disk, there must be a writeable floppy in the drive and “Secure Copy” will only proceed if there is sufficient space on the target drive selected.

8) Click “Copy.” 
  

3) Flush 

a. What Is Flush and Why Flush Disks and Files? 

1) Flush is a utility designed to overwrite residual data unintentionally stored in a disks free space, or the unused space beyond a files EOF marker. 

2) The Flush utility eliminates the security problem created by many modern file systems. The problem occurs when the operating system uses a single buffer for writing multiple files to a disk. Since the buffer is used by several applications, and it is not cleared between uses, the buffer may contain data residue from any previous program which used the buffer. In classified systems, data of differing classifications may in fact be appended to the current file after the EOF marker. 

3) Note: the Windows Explorer Delete command does not do a physical overwrite of the space formerly utilized by the deleted file, therefore the data is still on the disk. 

  b. How to Flush a Disk's Free Space 

1) Click the icon on the “NT Toolbox” toolbar, or select “Flush” under the Tools menu.
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2) Select the drive you wish to “Flush” from the “Drive” list. If the drive specified is a removable drive, make sure there is a disk loaded before starting the Flush.
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3) Ensure the “Clean Up Free Disk Space” check box is checked (by clicking on it.)

4) Click the “Perform Multiple Overwrites” checkbox if you wish to overwrite the disks free space more than three times and use the Number Of Overwrites scroll-list to set the overwrite-times value (minimum - 3, maximum - 30.) By default, Flush will overwrite the disks free space three times. 

4. BUSTER 
  


a. What Is Buster? 

1)  Binary Universal Search Terminal (Buster) is a utility designed to perform a sector-by-sector search of an entire disk, while attempting to match each word or phrase in a designated list against the bytes read from the disk media. 
  

b. Why Use Buster? 

1) Just like paper, magnetic media, such as floppy disks, can be incorrectly classified by the originator, or more importantly, they may contain hidden classified information in the form of either data or previously deleted files. The person generating the data or information has the responsibility to ensure that the disk is properly classified. 
  

c. Buster Limitations 

**WARNING**

 A disk or file which passes a Buster search without search data being found may not necessarily be unclassified. This can occur in any of the following cases: 

1)  Classified text may not contain any of the words or phrases in the keywords search list (i.e. non-standard paragraph markings are used, or only a portion of a classified paragraph is accidentally embedded in a data file).

2) Classified files may be in non-text format (i.e. a classified picture or database file).

3) Classified files may be compressed using any of several available data compression schemes or utilities, such as PKZIP.

**WARNING**

Buster should only be considered as a first line of defense to guard against inadvertent inclusion of classified material. It is of paramount importance that the user manually review all data files before making a classification decision. 
  







**WARNING**


d.  How to Buster a Disk 

1) In the “NT Toolbox”, click the icon on the toolbar, or select “Buster” under the “Functions” cascading menu.
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         2) To add keywords to the Buster search and the permanent keyword list, click
              “Add”, type in the new keyword in the “Add Keyword” dialog box, and click   
              “OK.”
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3) To remove keywords from the current Buster search, click on the keyword(s) you wish to remove in the “Keywords In Search” box to uncheck it, then click “Remove.”  To remove keywords from the Buster permanent keyword list, click on the keyword itself, and then click on “Remove.”

4) The main Buster search box will now be displayed. If you are going to Buster a floppy disk in drive A:, make sure the disk is in the drive, and then click “Start Search.”  Keywords found will show up as bold, red, and underlined in the scrollable display. 
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Tip: You can use regular expressions to increase the efficiency of your search by embedding regular expression symbols within your keywords. The Buster search will read the drive in 2MB passes. This means that for a 1GB drive, there will be approximately 500 passes.   If there are any hits in the current 2MB pass, the Buster search will automatically pause at the end of the pass and give you a chance to review the display. The display will be cleared of its contents before it resumes the search and goes on to the next 2MB pass.   

V.  DISK LABEL 

1) After the removable media has been prepared and the target file is in place on the media, the media must be labeled appropriately with a security label. Media inspection by security personnel begins with verification that the media is appropriately labeled. 

2) Labels appropriate for use on removable media in the LIMS environment include SECRET, CONFIDENTIAL, and UNCLASSIFIED. 

3) (Red label with white text) 
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4) (Green label with white text)
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