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1 PKI Guide for eP2 Users

1.1 Introduction

To provide better security and non-repudiation of all DoD private websites, the Department of Defense had mandated the use of PKI/PKE technologies on all private DoD websites. As of MM/DD/YYYY eP2 will require the user to present a valid PKI certificates contained on a Client Access Card (CAC) issued by a valid issue point (i.e. DEERS) or a valid soft (electronic) PKI certificate issued by a valid issue point (i.e. the Marine Corps Network Operations and Security Command (MCNOSC) or the External Certification Authority (ECA)). Note that  your computer will not need to be registered as a .mil or .gov domain to access eP2.

There will be no transitional phase, where you will be able to utilize either methods (e.g. passwords or CAC cards) for accessing eP2. Now that eP2 has been PK-Enabled, there will be a one time user registration of certificates to verify your eP2 permission level. Upon subsequent log-ins, eP2 will automatically map you certificate to your permission level.

1.2 How to Obtain a CAC or software certificate

On information related to obtain a CAC or software certificate please follow this link. 

1.3 Setting up your Workstation to Use a CAC Or software certificate

In order to use your CAC you will need a CAC card reader and middleware (e.g. ActivCard, NetSign) installed on your workstation. If you have any questions related to these pre-requisites contact your IT staff. Note that these pre-requisites do not apply if you are using a software certificate.

Once you have satisfied the prerequisites you will need to follow the instructions in this document to use your CAC with your browser. You will need to follow similar steps for software certificates.

1.4 Registering with eP2

The first time to try to login to the PK-Enabled eP2, you will be prompted by the following screen:
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Login using old User Name and Password, this will associate the certificate you just passed to eP2 with your old user profile. 

1.5 Logging into eP2

Once register you will simply need to navigate to the eP2 url and present your certificate (and PIN) to login.

1.6 Viewing/Changing your eP2 Certificate

Once you login to eP2 you should see your certificate information in the header.
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Follow the view link to see more information on the certificate. You may also follow the Update link to change the certificate registered with eP2.

1.7 Troubleshooting

If you are having trouble logging into eP2 it is probably a result of some problem with your certificate or hardware setup. You may troubleshoot these by pointing your browser to https://infosec.navy.mil/cgi-bin/testmypki.cgi
If the output on the page looks as below, you need to troubleshoot your setup. Contacting the help desk as indicated below is a good option.
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In order to access eP2 you should see something like:
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