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STATEMENT OF WORK

For

CERTIFICATION and ACCREDITATION SUPPORT

C.1
OBJECTIVE and SCOPE

The objective of this statement of work (SOW) is to obtain contractor support to assist Marine Corps Automated Information Systems (AISs)/Information Technology Systems (ITSs), Appendix B, in their system security certification and accreditation approval. In support of this SOW, the contractor shall be required to provide:

· Project Management; and

· Certification and Accreditation Support.

C.2
BACKGROUND

Department of Defense (DoD) directive 5200.28 requires that all information systems be accredited and that those systems and networks that process classified, sensitive but unclassified, or unclassified information be designed, developed, and implemented with appropriate security safeguards.  The Designated Approving Authority (DAA) issues a statement of accreditation after the evidence provided by the certification process has been evaluated and the DAA has decided to accept the residual risk of operations.
Certification is the comprehensive evaluation of the technical and non-technical security features of an information system and other safeguards, made in support of the accreditation process, to establish the extent to which a particular design and implementation meet a set of specified security requirements.
Accreditation is a formal declaration by the DAA that an information system is approved to operate in a particular security mode using a prescribed set of safeguards at an acceptable level of risk.
The Defense Information Technology Security Certification and Accreditation Process (DITSCAP), DoD Directive 5200.40, establishes a standard security certification and accreditation process to be used throughout DoD.  The DITSCAP is designed to be adaptable to any type of information system and any computing environment and mission within the government.



C.3
GENERAL REQUIREMENTS

The contractor shall provide expert technical and security support services to accomplish the certification and accreditation of AISs and ITSs.  A Program Manager shall be assigned to the team to provide oversight and analysis of the effort and the interoperability of Marine Corps systems.  This manager will be expected to be knowledgeable in the security process.  The team shall include expert personnel with experience in evaluating AIS/IT security architecture for the certification and accreditation process.  The scope of the requirements shall include:

C.4
SPECIFIC TASKS

Project Management (Task 1).  The contractor shall establish strict program control processes to ensure mitigation of risks, minimal schedule variances, and adherence to budget.  A draft schedule and Work Breakdown Structure (WBS) shall be provided five workdays after contract award.  The COR will review and approve the schedule and WBS and it will be used as a baseline.  As part of the program control process, members of the contractor team may be required to attend program meetings and reviews to include monthly In Process Reviews.  The COR will provide advance notice of these meetings.  This WBS and schedule will be incorporated into the contract; significant milestones and delivery dates shall not be changed without the Government’s approval.

The WBS and schedule shall demonstrate the capability to provide competent resources within a logical management framework to accomplish the scope of performance anticipated for the task support areas.  The contractor shall also demonstrate the capability to reallocate resources to meet changing requirements, provide economy of performance, and ensure overall quality.  Within 10 days of task award, the contractor shall provide a Quality Assurance Plan that addresses, at a minimum, their approach to the aforementioned issues.  The contractor shall ensure their Quality Assurance Plan has been reviewed and approved by the COR.  This quality assurance plan shall provide oversight and produce recommendations to improve the overall level of performance and deliverables.  Additionally, the contractor shall address relevant issues of oversight and reporting.  Oversight and reporting shall include: Submission of monthly written status reports and updates to the project schedule (via electronic mail) that will allow the Government to monitor execution of the program according to the WBS.  These reports shall include, at a minimum: (1) how the work accomplished relates to the specific tasks in the WBS; (2) rationale for deviations from schedule and mitigation plan; (3) use of resources, inclusive of hours expended and cumulative hours; and (4) other significant issues (schedule, technical, etc.) with proposed resolutions. 

Deliverables (Electronic and Hard Copy):
1. Performance Work Breakdown Structure and Schedule – Updated as Required 

2. Monthly Schedules, Performance, and Cost Reports
3. Quality Assurance Plan
Certification and Accreditation Support (Task 2).  The contractor shall support obtaining certification and accreditation of Marine Corps AISs and ITSs.  This task will consist of process support, analysis support, coordination support, security certification test support, and security documentation support.

a.
Process Support.  The contractor shall assist the Government in the implementation of the DITSCAP.  The contractor shall recommend process tailoring as provided for in the DITSCAP, participate in process activities, and document the results of those activities.

b.
Analysis Support.  The contractor shall perform analyses to validate established security requirements and to recommend additional security requirements.  The contractor shall analyze through testing the adequacy of the required protective features, assess residual risk, and assist in determining the readiness of the system for accreditation.  For detected vulnerabilities that could preclude accreditation, the contractor shall recommend human procedures, software configuration parameters, system changes, or combinations thereof to mitigate the risk associated with the vulnerability.

c.
Coordination Support.  As directed by the Government, the contractor shall coordinate with or participate in meetings with the Sensitive Compartmented Information (SCI) and collateral classified security Certification Authorities (CA) to keep them informed on system security matters, address specific security issues, and obtain guidance.  The CA for SCI AISs/ITSs is Special Security Office (SSO) Navy/ONI-524; for cryptographic systems, the CA is the Commander, Naval Security Group; for collateral classified and unclassified AISs/ITSs, the CA is MARCORSYSCOM.  The contractor shall coordinate or participate in meetings with other organizations as directed by the Government.

d.
Security Certification Test Support.  In addition to the testing performed for Analysis Support, the contractor shall support the formal Security Test and Evaluation (ST&E) of the Marine Corps AIS/ITS being evaluated.  This support shall include pre-test preparations, participation in the tests, analysis of the results, and assisting the CA's Test Director with preparation of required reports.

e.
Security Documentation Support.  The contractor shall document the results of DITSCAP process activities and contractor technical or coordination activity.  The contractor shall prepare the System Security Authorization Agreement (SSAA) (with all required appendices), the Trusted Facility Manual (TFM), and the Security Features User’s Guide (SFUG).  The test procedures section of the SSAA and the TFM and SFUG must address all operating systems (e.g., Windows NT/95/98/2000, UNIX).  The results of activity not pertinent to the SSAA, TFM, or SFUG shall be documented in a Technical Report.  Furthermore, the contractor shall prepare a Task SCI Access List when SCI is required in the performance of this SOW.  Here is a detailed description of each of these documents:

(1)
The SSAA format is prescribed in DoD 8510.1-M, dated 31 July 2000.  The SSAA consolidates information that previously was provided in multiple documents (e.g., certification schedule, system description, concept of operations, security requirements, analysis results, test procedures, etc.).  As explained in the DITSCAP, the SSAA is a living document that evolves through the DITSCAP phases culminating with the inclusion of the formal C&A approvals.  The contractor shall provide recurring updates for Government review, as major sections of the document are prepared.

(2)
The TFM shall be prepared using the National Computer Security Center (NCSC) "Guidelines for Writing Trusted Facility Manuals,” NCSC-TG-016, Version-1, dated October 1992.  The contractor shall provide recurring updates for Government review, as major sections of the document are prepared.

(3)
The SFUG shall be prepared using the NCSC "Guide to Writing the Security Features User’s Guide,” NCSC-TG-026, Version-1, dated September 1991.  The contractor shall provide recurring updates for Government review, as major sections of the document are prepared.

(4)
The contractor shall prepare Technical Reports to document contractor activity or information not pertinent to other technical documentation.  This includes, but is not limited to, the results of the contractor's coordination activity, the contractor's recommendations concerning the implementation of protective features, the results of analyses directed by the Government outside of the risk analysis presented in the SSAA, etc.

(5)
The SCI Access List shall include the following:  SCI sites visited/accessed, SCI data utilized, SCI documents read by title and document number, SCI meetings held, and Justification for the continued use of SCI to complete the task.  If the task is active on 31 December of a calendar year, an additional end of year Task SCI Access List is required.

Deliverables:

1. System Security Authorization Agreement

2. Trusted Facility Manual

3. Security Features Users Guide

4. Technical Reports, as necessary

5. Task SCI Access List

C.5
ACCEPTANCE of DELIVERABLES

Deliverables must incorporate Government review comments for acceptance.  The Government shall have at least five working days to review deliverables and provide comments.  For the deliverable to be accepted, it must have been formally checked for quality.  Deliverables found “unacceptable” shall be corrected and resubmitted within 10 workdays of initial rejection.

C.6
PLACE of PERFORMANCE

The contractor’s home site shall be established within a 20-mile radius of Quantico and shall become fully operational within 60 days of contract award.  The following Marine Corps sites are listed and may have a requirement to be visited, depending on the specific AIS/ITS system requiring certification.  Specific security documentation and equipment shall be identified prior to or during the support of the certification and accreditation of each AIS/ITS.  Actual destinations and duration will be directed by the COR.

a) Marine Corps installations, Arizona

b) Marine Corps installations, California

c) Marine Corps installations, Hawaii

d) Marine Corps installations, Japan

e) Marine Corps installations, Louisiana

f) Marine Corps installations, North Carolina

g) Marine Corps installations, Virginia

Travel shall be handled in accordance with the Joint Travel Regulations (JTR), at the direction of the COR.  Unauthorized travel, or travel not coordinated with the COR, will not be reimbursed.

C.7
SECURITY REQUIREMENTS

All key technical personnel performing on this task shall be cleared to the appropriate security level identified by the COR, up to and including the TS/SCI level.

C.8
GOVERNMENT FURNISHED MATERIEL (GFM)
The government will provide access to facilities, equipment, and technical information as required for the performance of these tasks.  Specifically, at Marine Corps Tactical Systems Support Activity (MCTSSA) and other test facilities located within the MARCORSYSCOM, furnishings, supplies, computers and peripherals (e.g., printers), and network access required for the performance of this task will be provided.  The Government will provide copies of existing documentation, whenever possible, on computer media for use in the development of the SSAA, TFM, and SFUG.

C.9 SPECIFIC INSTRUCTIONS

Performance under this task order shall be subject to the following ordering procedure:

1.  From time to time during the period of performance of this task order, the Contracting Officer will issue Task Assignments in writing to the Contractor designating:

· The task to be performed;

· The schedule of performance;

· Authorized travel; and

· Government property to be furnished (if any).

Such Task Assignments will specify deliverables and required delivery dates.  Deliverables may consist of statements, charts, reports, briefing notes, tabulations, view graphs, and other forms of presentation as appropriate.  If appropriate, based on 48 CFR 945, property which is Government-furnished or Contractor acquired will also be listed in the property schedules of this task order as well as in the individual Task Assignments.

Task Assignments will be issued on forms specified and provided by the Government.  Task Assignments will be numbered.  A revision to a Task Assignment will be identified by an alpha designation following the existing Task Assignment number indicating the revision sequence.

The Contractor shall submit within 10 calendar days, after receipt of each Task Assignment issued by the Contracting Officer, a one-time Contractor Task Plan on forms specified and provided by the Government.  The Task Plan is the Contractor's overall estimate for the completion of the Task Assignment and shall include the following:

a. Date of commencement of work, estimated completion date, and any necessary revision to the schedule of performance;

b. Direct Productive Labor Hours (DPLH), both straight and overtime, (if authorized), on a monthly basis by applicable labor category, and the total DPLH, including those in (4) below, estimated to complete the task;

c. The travel and material estimate;

d. An estimate for subcontractors and consultants; including the DPLH, if applicable;

e. Estimated computer use time required, if applicable;

f. Other pertinent information, indirect costs, consultants, inter-divisional transfers, etc.;

g. The total estimated cost, exclusive of fees, for completion of the Task Assignment; and

h. Date and description of deliverables.

The Contractor's Task Plan is subject to the review and approval of the Contracting Officer.  After a Task Assignment is issued, if any revisions become necessary to the estimated cost (more than + or - 10% variance), the Contractor shall promptly submit a revised Task Plan with explanatory notes.  If applicable, the Contracting Officer will issue a Task Assignment modification.  

Any Task Assignment issued during the effective period of this task order and not completed within that period shall be completed by the Contractor within the time specified in the Task Assignment.  The contract shall govern the Contractor's and Government's rights and obligations with respect to that Task Assignment to the same extent as if the Task Assignment were completed during the task order's effective period.

Upon completion of a Task Assignment, the Contractor shall provide a Final Contractor Task Plan.  The Final Task Plan will represent the Contractor's final actual cost for the completion of the Task Assignment and shall include the same level of detail as provided in the original Task Plan. 

This ordering procedure is of a lesser order of precedence than the "Limitation of Cost," "Limitation of Funds," "Completion Dates," or "Terms of Contract," clause of the contract.  The Contractor is not authorized to incur costs on Task Assignments that are not in compliance with any of those clauses of the contract.

2.  The Contractor shall incur costs under this task order only in the performance of TAs and revisions to TAs issued in accordance with this ordering procedure.  No other costs are authorized without consent of the Contracting Officer.

C.10 PERIOD of PERFORMANCE

Task instruction dependent

C.11
POINT of CONTACT

The MARCORSYSCOM point of contact and person responsible for approving work incorporated by this SOW is:

POC:
Mr. Michael F. Davis

Phone:
(703) 784-0884

FAX:
(703) 784-0141

E-mail:
davismf@mcsc.usmc.mil

Address:
MARCORSYSCOM (C4ISR)


2033 Barnett Ave., Suite 315


Quantico, VA  22134-5010

Appendix A
Acronyms

AISs


Automated Information Systems

C&A


Certification and Accreditation

CDRL


Contract Data Requirements List

DAA


Designated Approving Authority

DITSCAP

Defense Information Technology Security Certification and Accreditation 




  Process 

DoD


Department of Defense

EOT


End of Task

FIIU


Fleet Imagery Interpretation Unit

GENSER

General Service

GFM


Government Furnished Material

ITSs


Information Technology Systems

MARCORSYSCOM
Marine Corps Systems Command

MARFORLANT
Marine Forces Atlantic

MARFORPAC
Marine Forces Pacific

MCTSSA

Marine Corps Tactical systems Support Activity

MEF


Marine Expeditionary Force

MEU


Marine Expeditionary Unit

NCSC


National Computer Security Center

NLT


Not Later Than

SCI


Sensitive Compartmented Information

SFUG


Security Features Users Guide

SOW


Statement of Work

SSAA


System Security Authorization Agreement

SSO


Special Security Office

TFM


Trusted Facility manual 

 Appendix B
(System Name)

