Program Manager - Intelligence Systems
Certification and Accreditation Baseline

28

D |O© Task Name Duration Start Finish  [M|
1 @ Security Certification and Accreditation 1 day Fri 8/31/01 Fri 8/31/01
2 Phase 1: Definition 1 day Fri 8/31/01 Fri 8/31/01
3 Preparation 1 day Fri 8/31/01 Fri 8/31/01
4 Develop C&A Schedule 1 day Fri 8/31/01 Fri 8/31/01
5 Document Mission Need 1 day Fri 8/31/01 Fri 8/31/01
6 Registration 1 day Fri 8/31/01 Fri 8/31/01
7 Draft Registration Notification 1 day Fri 8/31/01 Fri 8/31/01
8 Register System with DAA 1 day Fri 8/31/01 Fri 8/31/01
9 Draft SSAA 1 day Fri 8/31/01 Fri 8/31/01
10 Sec 1: Mission Description 1 day Fri 8/31/01 Fri 8/31/01
11 Sec 2: Environment and Threat Description 1 day Fri 8/31/01 Fri 8/31/01
12 Sec 3: System Architecture Description 1 day Fri 8/31/01 Fri 8/31/01
13 Sec 4: Determine the ITSEC Class 1 day Fri 8/31/01 Fri 8/31/01
14 Sec 5: Determine System Security Requirements 1 day Fri 8/31/01 Fri 8/31/01
15 Sec 6: Identify Organizations that will Support the C&A 1 day Fri 8/31/01 Fri 8/31/01
16 Sec 7: Prepare DITSCAP Plan 1 day Fri 8/31/01 Fri 8/31/01
17 Prepare Appendices A-D 1 day Fri 8/31/01 Fri 8/31/01
18 Prepare Risk Assessment Checklist 1 day Fri 8/31/01 Fri 8/31/01
19 Internal Review and Comment 1 day Fri 8/31/01 Fri 8/31/01
20 IA Review and Comment 1 day Fri 8/31/01 Fri 8/31/01
21 PM Review and Approval 1 day Fri 8/31/01 Fri 8/31/01
22 Negotiation 1 day Fri 8/31/01 Fri 8/31/01
23 Schedule Meeting 1 day Fri 8/31/01 Fri 8/31/01
24 Approve WBS 1 day Fri 8/31/01 Fri 8/31/01
25 Certification Requirements Review 1 day Fri 8/31/01 Fri 8/31/01
26 Approve SSAA 1 day Fri 8/31/01 Fri 8/31/01
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27 Phase 2: Verification 1 day Fri 8/31/01 Fri 8/31/01
28 Refine the SSAA 1 day Fri 8/31/01 Fri 8/31/01
29 Review the SSAA 1 day Fri 8/31/01 Fri 8/31/01
30 Develop Appendices 1 day Fri 8/31/01 Fri 8/31/01
31 Update the SSAA 1 day Fri 8/31/01 Fri 8/31/01
32 C&A Contracting 1 day Fri 8/31/01 Fri 8/31/01
33 Determine Scope of Effort 1 day Fri 8/31/01 Fri 8/31/01
34 Prepare SOW 1 day Fri 8/31/01 Fri 8/31/01
35 Prepare RFP 1 day Fri 8/31/01 Fri 8/31/01
36 Contracting Action 1 day Fri 8/31/01 Fri 8/31/01
37 Support System Development Activity 1 day Fri 8/31/01 Fri 8/31/01
38 Prepare System Architecture 1 day Fri 8/31/01 Fri 8/31/01
39 Prepare Detailed Design Documents 1 day Fri 8/31/01 Fri 8/31/01
40 Code Development 1 day Fri 8/31/01 Fri 8/31/01
41 Integration 1 day Fri 8/31/01 Fri 8/31/01
42 Unit and System Level Test 1 day Fri 8/31/01 Fri 8/31/01
43 Acceptance Testing 1 day Fri 8/31/01 Fri 8/31/01
44 Certification Analysis 1 day Fri 8/31/01 Fri 8/31/01
45 Document Configuration Management 1 day Fri 8/31/01 Fri 8/31/01
46 Perform System Architecture Analysis 1 day Fri 8/31/01 Fri 8/31/01
47 Perform Software Design Analysis 1 day Fri 8/31/01 Fri 8/31/01
48 Perform Network Connection Rule Compliance Analysis 1 day Fri 8/31/01 Fri 8/31/01
49 Perform Integrity Analysis of Integrated Products 1 day Fri 8/31/01 Fri 8/31/01
50 Perform Life-Cycle Management Analysis 1 day Fri 8/31/01 Fri 8/31/01
51 Draft Security Requirements Validation Procedures 1 day Fri 8/31/01 Fri 8/31/01
52 Perform Vulnerability Assessment 1 day Fri 8/31/01 Fri 8/31/01
53 Assess Analysis Resuits Against SSAA Requirements 1 day Fri 8/31/01 Fri 8/31/01
54 Collect Analysis Results 1 day Fri 8/31/01 Fri 8/31/01
55 Determine Readiness to Move Forward 1 day Fri 8/31/01 Fri 8/31/01
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56 Phase 3: Validation 1 day Fri 8/31/01 Fri 8/31/01
57 Refine the SSAA 1 day Fri 8/31/01 Fri 8/31/01
58 Review the SSAA 1 day Fri 8/31/01 Fri 8/31/01
59 Develop Appendices 1 day Fri 8/31/01 Fri 8/31/01
60 Update the SSAA 1 day Fri 8/31/01 Fri 8/31/01
61 Test Planning 1 day Fri 8/31/01 Fri 8/31/01
62 Prepare Security Test and Evaluation Plan 1 day Fri 8/31/01 Fri 8/31/01
63 Review Security Test and Evaluation Plan 1 day Fri 8/31/01 Fri 8/31/01
64 Approve Security Test and Evaluation Plan 1 day Fri 8/31/01 Fri 8/31/01
65 Certification Evaluation of the Integrated System 1 day Fri 8/31/01 Fri 8/31/01
66 Perform System Security Test and Evaluation 1 day Fri 8/31/01 Fri 8/31/01
67 Perform Penetration Testing 1 day Fri 8/31/01 Fri 8/31/01
68 Perform TEMPEST Testing 1 day Fri 8/31/01 Fri 8/31/01
69 Perform Red-Black Verification 1 day Fri 8/31/01 Fri 8/31/01
70 Perform Validation of COMSEC Compliance 1 day Fri 8/31/01 Fri 8/31/01
71 Perform System Management Analysis 1 day Fri 8/31/01 Fri 8/31/01
72 Conduct Site Evaluation 1 day Fri 8/31/01 Fri 8/31/01
73 Conduct Contingency Plan Evaluation 1 day Fri 8/31/01 Fri 8/31/01
74 Conduct Risk Management Review 1 day Fri 8/31/01 Fri 8/31/01
75 Prepare Certification Results Report 1 day Fri 8/31/01 Fri 8/31/01
76 Prepare Certification Recommendation 1 day Fri 8/31/01 Fri 8/31/01
77 Review TFM 1 day Fri 8/31/01 Fri 8/31/01
78 internal Review and Comment 1 day Fri 8/31/01 Fri 8/31/01
79 IA Review and Comment 1 day Fri 8/31/01 Fri 8/31/01
80 Review SFUG 1 day Fri 8/31/01 Fri 8/31/01
81 Internal Review and Comment 1 day Fri 8/31/01 Fri 8/31/01
82 IA Review and Comment 1 day Fri 8/31/01 Fri 8/31/01
83 Accreditation 1 day Fri 8/31/01 Fri 8/31/01
84 Collateral 1 day Fri 8/31/01 Fri 8/31/01
85 Conduct Site Certification Testing 1 day Fri 8/31/01 Fri 8/31/01
86 Develop Collateral Recommendation 1 day Fri 8/31/01 Fri 8/31/01
87 Obtain CA's Recommendation 1 day Fri 8/31/01 Fri 8/31/01
88 DAA Accreditation Decision 1 day Fri 8/31/01 Fri 8/31/01
89 Collateral IATO 1 day Fri 8/31/01 Fri 8/31/01
90 Develop IATO 1 day Fri 8/31/01 Fri 8/31/01
91 Approve IATO 1 day Fri 8/31/01 Fri 8/31/01
92 Draft Naval Message 1 day Fri 8/31/01 Fri 8/31/01
93 Approve/Send Naval Message 1 day Fri 8/31/01 Fri 8/31/01
94 SCI 1 day Fri 8/31/01 Fri 8/31/01
95 Conduct Site Certification Testing 1 day Fri 8/31/01 Fri 8/31/01
96 Develop SCI Recommendation 1 day Fri 8/31/01 Fri 8/31/01
97 Obtain CA's Recommendation 1 day Fri 8/31/01 Fri 8/31/01
98 DAA Accreditation Decision 1 day Fri 8/31/01 Fri 8/31/01
99 SCIIATO 1 day Fri 8/31/01 Fri 8/31/01
100 Deveiop IATO 1 day Fri 8/31/01 Fri 8/31/01
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101 Approve IATO 1 day Fri 8/31/01 Fri 8/31/01
102 Draft Naval Message 1 day Fri 8/31/01 Fri 8/31/01
103 Approve/Send Naval Message 1 day Fri 8/31/01 Fri 8/31/01
104 Publish Accreditation Results 1 day Fri 8/31/01 Fri 8/31/01
105 Draft Naval Message 1 day Fri 8/31/01 Fri 8/31/01
106 Approve/Send Naval Message 1 day Fri 8/31/01 Fri 8/31/01
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107 Phase 4: Post Accreditation 1 day Fri 8/31/01 Fri 8/31/01
108 Maintenance of the SSAA 1 day Fri 8/31/01 Fri 8/31/01
109 Review the SSAA 1 day Fri 8/31/01 Fri 8/31/01
110 Update the SSAA 1 day Fri 8/31/01 Fri 8/31/01
111 Review the SSAA 1 day Fri 8/31/01 Fri 8/31/01
112 System Operation 1 day Fri 8/31/01 Fri 8/31/01
113 Phys, Pers, Mgmt Control Review 1 day Fri 8/31/01 Fri 8/31/01
114 TEMPEST Evaluation 1 day Fri 8/31/01 Fri 8/31/01
115 COMSEC Evaluation 1 day Fri 8/31/01 Fri 8/31/01
116 Contingency Plan Maintenance 1 day Fri 8/31/01 Fri 8/31/01
117 Configuration Management 1 day Fri 8/31/01 Fri 8/31/01
118 Document Changes 1 day Fri 8/31/01 Fri 8/31/01
119 Approve Changes 1 day Fri 8/31/01 Fri 8/31/01
120 Publish Changes 1 day Fri 8/31/01 Fri 8/31/01
121 System Security Management 1 day Fri 8/31/01 Fri 8/31/01
122 Risk Management Review 1 day Fri 8/31/01 Fri 8/31/01
123 Compliance Validation 1 day Fri 8/31/01 Fri 8/31/01
124 Validate Site and Physical Security 1 day Fri 8/31/01 Fri 8/31/01
125 Validate Security Procedures 1 day Fri 8/31/01 Fri 8/31/01
126 Validate System Changes and Impact 1 day Fri 8/31/01 Fri 8/31/01
127 Validate System Architecture and Interface 1 day Fri 8/31/01 Fri 8/31/01
128 Validate Management Procedures 1 day Fri 8/31/01 Fri 8/31/01
129 Validate Risk Decisions 1 day Fri 8/31/01 Fri 8/31/01
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