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I.  Introduction:

1. This Standard Operating Procedure (SOP) summarizes the basic steps a Marine Corps Systems Command (MARCORSYSCOM) Project Officer (PO) should follow to complete the Certification and Accreditation (C&A) process on any information system (IS) for which they are responsible.  This SOP also provides a checklist for the mandatory action items that must be completed in order to accredit an IS.

2. The term “information system” means all information resources, either tactical or strategic, used for the collection, processing, maintenance, transmission, or dissemination of information in accordance with defined procedures.  This applies to all systems whether they are automated or manual, connected by a LAN/WAN, (NIPRNet or SIPRNet), or are a stand-alone system.  It also includes the development of prototype Information Technology systems, the reconfiguration or upgrade of existing systems, and legacy systems.

3.  System certification and accreditation can be a very time consuming process.  It should be started at the milestone 0, phase 0 process of the system acquisition strategy.  A legacy system will enter the DITSCAP process when it is in need of compliance validation or changes in such a manner that its security posture is impacted.  The term “Certification” means the comprehensive assessment of the technical and non-technical security features of a system to establish the extent that the system meets a set of security requirements.  The term “Accreditation” means the formal declaration by the Accreditor that an IS is approved to operate in a particular security mode using a prescribed set of safeguards.  Certification is in support of Accreditation. 

II.  C&A Process:

1. The PO should provide sufficient, credible information to the accrediting authorities so that they may make informed decisions regarding approval to operate the system.  Such decisions require a detailed understanding of both operational and security requirements.  The System Security Authorization Agreement (SSAA) is the vehicle by which this information is conveyed to the accreditation authorities.

2. The SSAA is a living document that formalizes agreements regarding all accreditation requirements and the plan to achieve full system accreditation.  It is used from the start of the system’s lifecycle to specify requirements, guide security actions, maintain operational system security, document risks, certification level of effort, and other C&A activities.  An SSAA must be developed for each system seeking accreditation.  If another service/agency is leading the accreditation effort, the PO should, if possible, ameliorate their SSAA based on the documents originated by that leading service/agency.

3. The PO, in conjunction with the Certification Authority (CA) (Mr. Mike Davis) and the Designated Approving Authority (DAA) (Mr. James R. McGillicuddy) for MARCORSYSCOM, determines the tasks that must be completed for the system being accredited.  Scheduling of required tasks must be accomplished to ensure availability of personnel and other resources.  Separate preparation guides are available for each task of the C&A process and should be referred to for specific instructions.  Because the size, scope, and function of each system are unique, not every accreditation will require the exact same documentation.  The CA and DAA will state any unique requirements for each IS to be accredited.

4. Once the required C&A tasks are completed, the PO will prepare an accreditation package with all required documentation and present it to the CA for review and staffing to the DAA.  After reviewing the package, the CA will make a recommendation for the DAA to grant either:

· Full accreditation.

· An Interim Authority to Operate (IATO) 

· Accreditation disapproval

5. An IATO may be issued when the requirements for full accreditation cannot be met. When an IATO is issued, the PO will develop a milestone plan with dates to correct the deficiencies noted in the certification report and complete all required security tests and evaluations.  It is the responsibility of each PO to ensure their assets obtain formal accreditation or cease operation by the expiration date of the IATO.  An IATO is temporary in nature and will usually be issued for a period of between 90 and 180 days.  However, no more than two IATOs will be issued by the DAA.

6. The PO should use the attached checklist to help accomplish full system accreditation.  Although the steps in this checklist are taken primarily from references (a)-(d) above, the certification team should refer to all available references for detailed instructions on completing the steps in this process.

III.  Checklist:

Action



   Yes/Date       No        Reference (Section ) 

	Analyze and Document Needs
	
	
	DOD 5200.40 (E3.3.2)

C&A Handbook (2.a)

	Start System Security Authorization Agreement (SSAA) (Include the following as applicable)
	
	
	DOD 5200.40 (E3.3.3)

C&A Handbook (2.e)

	Certification and Accreditation  (C&A) Agreement
	
	
	DOD 5200.40 (E3.1.3)



	Certification Tasks/Level of Effort
	
	
	DOD 5200.40 (E3.3.3.6)

C&A Handbook (App. D)

	Identification of Organizations Supporting C&A
	
	
	DOD 5200.40-M (C3.1.2)

C&A Handbook (3-3)

	Tailor SSAA to Meet Characteristics of the IT
	
	
	DOD 5200.40 (E3.3.5.3)

C&A Handbook (3-3)

	Certification Analysis
	
	
	DOD 5200.40 (E3.4.3)

	Vulnerabilities and Associated Risks Identification and Assessment
	
	
	DOD 5200.40 (E3.4.3.3.6)

C&A Handbook (4.c)

	Security Test and Evaluation/Results
	
	
	DOD 5200.40 (E3.5.2.1.1)

C&A Handbook (4.c)

	Completed Accreditation (SSAA)Package


	
	
	DOD 5200.40-M (C5.2.2.3)

C&A Handbook (4.d)

	Accreditation Recommendation
	
	
	DOD 5200.40 (E3.5.3)

DOD 5200.40-M (C5.2.3)

C&A Handbook (4.d)

	Accreditation Decision
	
	
	DOD 5200.40 (E3.5.4)

DOD 5200.40-M (C5.2.4.1)

C&A Handbook (4.e)

	Maintain Security Posture
	
	
	DOD 5200.40 (E3.6.3)

DOD 5200.40-M (C6.2.1)

C&A Handbook (5.a)

	Review System Modifications
	
	
	DOD 5200.40 (E3.6.4)

DOD 5200.40-M (C6.2.2)

C&A Handbook (5.d)

	Review Vulnerabilities and Threats 
	
	
	DOD 5200.40 (E3.6.5)

DOD 5200.40-M (6.2.4)

C&A Handbook (5.e)


