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	Date:
	
	RFS Number:
	

	Base:  
	

	Claimant:
	

	Department:
	

	Application Name:
	

	Acronym: 
	

	Version(s): 
	

	Is the system connected to a classified Network?
	
	Yes
	
	No


The contents of this form will be considered SENSITIVE once completed.

Controlled distribution and password encryption is required.

Please maintain a copy of this document as this information will be required in the future.
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1 General Information 

Tip: Please refer to the RFS, as it may contain information that is applicable for this document.

1.1 Is the individual(s) completing this form an application user, CDA or both?

	
	User
	
	CDA
	
	Both
	
	Other


If other, please provide:

	Name
	Telephone
	E-Mail
	Command
	Office Code

	
	
	
	
	


1.2 Provide a general description of the application.

Tip: Include the purpose of the application; how it interfaces with other applications; and any special equipment or networking needs. Also include any other information that would highlight the importance of the application (important differentiating characteristics when compared to similar applications).

	


1.3 Provide The Operational Requirement.

Tip: Include the operational reason for this application.   What is the business reason for this application?  If it is declared mission critical, describe how it is mission critical.

	


1.4 Is this application simple or complex? 

Tip: From the IA perspective, an application is simple if it is: stand-alone, accessed using a standard web browser using ports 80, 443, or 8080 (without plug-ins), or accessed as a shared file.  Everything else is complex.

	
	Simple
	
	Complex
	
	Unknown/Uncertain


1.5 Is this a joint service application?  

Tip: Is this application developed by other branches of the military or US Government?
	
	Yes
	
	No
	
	Unknown


If yes, please identify: 

	
	Army
	
	Air Force
	
	Navy
	
	Marines
	
	Other: Please describe:


	


1.6 Is this application a POR (Program of Record) or umbrella?  (NALDA, MODMIS, V22, (s)AME) 

TIP:  If the application being documented has multiple applications that comprise an overall suite of applications, then this application is considered the Program of Record or an umbrella application. (e.g.  NALDA is a suite of over 20 applications.)
	
	Yes
	
	No
	
	Unknown


1.7 Is this application currently operating on a dedicated workstation that is used by more than one individual (Team workstation or kiosk) ?

Tip: The number of users helps in weighing the effort possibly needed to reengineer the application for network connectivity. 
	
	Yes
	
	No
	
	Unknown
	If yes, how many
	


2 Security Questions

2.1 Does the system currently use a VPN or other form of tunneling device?  

Tip: This is not the same as dial-up.
	
	Yes
	
	No


2.1.1 If yes, please list type, and version, and explain how it is employed:

	


2.2 Does this application or system have a dedicated connection to an outside network? (i.e.  T1, ISDN, or ISP)

Tip: A vendor or project network would be included in this question.
	
	Yes
	
	No


2.2.1 If yes, please list type and how it is employed:

	


2.3 Does the application or system hosting the application currently use any data protection algorithms, services, or products (e.g. SSL, SSH, PGP)?  

	
	Yes
	
	No


2.3.1 Please define which and explain how it is employed:

	


2.4 Does this application interface with a classified application?

	
	Yes
	
	No


Please explain:

	


2.5 Does the client or server hosting this application use, store or process classified data, privacy act data, sensitive but unclassified data, personal data, or proprietary data? 

	
	Yes
	
	No


Please explain:

	


2.6 Is this system a member of a Community of Interest (COI)? 

Tip: Are the application’s users on a portion of the site’s network that is secured to a limited membership?  Another hint may be the existence of trust relationships between application’s domains and other domains.  
	
	Yes
	
	No


2.6.1 If yes, please explain:

	


2.7 Foreign Nationals

2.7.1 Describe any Foreign National Access, to include Integrated Officers (Foreign nationals in US positions): 

Tip: Do non-US citizens have logon IDs or share a logon ID for getting on the network.

· having physical access to areas where workstations are connect directly or indirectly to the site or system

· users on workstations on a network or subnet are connected directly or indirectly to the site or system

· users on workstations on a separate network are connected directly or indirectly to the site or system

	


2.7.2 For all listed in section 2.7.1, is there Joint Staff Approval?  (Mandatory for Contractor, Foreign Connections, Non DoD, Exercises)

Tip: JSA is a standard Naval requirement in the form of a letter.

	
	Yes
	
	No
	
	Not Applicable


2.8 Will changing to the NMCI UserIDs and Passwords affect the application? 

Tip: An NMCI user will logon to NMCI with a UserID that is different than the current UserID structure.  For single sign-on NT domains, it may be more reasonable at this time (until the majority of users are transitioned) to prompt the user for the legacy UserID and Password rather than creating a pass-through security mechanism. Note: Non-Windows users may maintain their current sign-on mechanism.

	
	Yes
	
	No


2.8.1 If yes, please explain (include how easy/difficult this will be):

	


2.9 Are application permissions set by Network UserID? 

Tip: When accessing this application, does the application access Active Directory, NT authentication, or any other network authentication process.

	
	Yes
	
	No


2.9.1 Please explain:

	


3 Desktop Questions

The NMCI user desktop will be Microsoft Windows 2000 (MS/Win2000).

3.1 Is this desktop application MS/Win2000 compliant?

	
	Yes
	
	No
	
	Unknown
	
	Not Applicable


3.1.1 If yes, please describe the process used to determine compliance:

	


The NMCI User desktop will use Microsoft Office 2000 applications.

3.2 Please list all the Microsoft Office applications this application interfaces with (e.g. MSWord, Excel, Outlook, Access) and that application’s current version.

	MS Office application
	Version 

	
	

	
	

	
	

	
	

	
	


NMCI will use the Reflection Terminal Emulation package for common terminal type emulations (3270, VT100, telnet, etc.).

3.3 Does the system (or users) use a terminal emulation package? 

	
	Yes
	
	No


3.3.1 If yes,  please list the terminal emulation requirements.

	Type of Terminal Emulation
	Ports used
	Keyboard Mapping File Name
	Emulation Requirements
	Emulation issues

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


3.4 Does this application have any specific configuration requirements for operation (e.g. .INI files, user customization, terminal emulation, web browsers, etc…)? 

	
	Yes
	
	No


3.4.1 If yes, please describe:

	


3.5 Are there licensing restrictions on the number of installations of the desktop software?

	
	Yes
	
	No


3.5.1 If yes, please describe:

	


4 Network Diagram

Please provide a Network Diagram for this application/system.  The Network Diagram should be provided in electronic format and not included within this document. At a minimum, the diagram should capture the following information:

Tip:  If a network diagram is unavailable, then a network diagram should be generated based upon the results of the PoP in a Box Etherpeek scan.   This network diagram is not necessarily required for the Certification phase, but will be a requirement of the Risk Mitigation Phase.

· Network Architecture – What networks are used for current operation of the system?  Include a network topology diagram. 

· Network Placement - Where do the servers/clients reside in relation to other network devices?  If a determination can be made on the function of the components, this should be included.  It is important to convey which system components are local and which are remote.  You should also include data on component IP addresses and host names.

· Application Interdependencies – Document any interdependencies with other applications.  If this application requires communication with any other application please provide a detailed explanation of the interdependency.

· Connection Type - Indicate network connection vs. dial up connection and details on unique connections that would differ from standard network connections.

· Accreditation Boundary – Define the logical limits on the diagram of the local DAA’s responsibilities.

The following is an example of a Network Diagram.


Figure 1 – Sample Network Diagram
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