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Risk Mitigation Phase

Engineering Review QUESTIONNAIRE


	Date:
	
	RFS Number:
	

	Base:  
	

	Claimant:
	

	Department:
	

	Application Name:
	

	Acronym: 
	

	Version(s): 
	

	Is the system connected to a classified Network?
	
	Yes
	
	No


The contents of this form will be considered SENSITIVE once completed.

Controlled distribution and password encryption is required.

Please maintain a copy of this document as this information will be required in the future.
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Executive Summary

1.1 Purpose

The transition of legacy applications to the Navy Marine Corps Intranet (NMCI) environment is central to successful implementation of NMCI.  The NMCI Legacy Application Transition Guide (http://www.eds.com/nmci/legacy_applications_transition_guide.pdf ) defines the process in which legacy applications are migrated to NMCI.   This document begins by defining a legacy applications as “an existing customer software application that is not included in the NMCI standard seat services or the CLIN 0023 catalog”.

The purpose of this questionnaire, in conjunction with the Certification Phase Engineering Review Questionnaire, is to collect detailed application information required as part of migrating a Legacy application to NMCI.  The process of collecting this data is conducted on site by application owners (POR, CDA, and/or PMO), Information Strike Force (ISF) and the Information Assurance Tiger Team (IATT).  The application owner is responsible for providing  information regarding their application.   This questionnaire is used to identify the type of information required in order to accomplish the following goals:

· Develop an understanding of the use and complexity of the application/system for a particular base, claimant, and/or Marine Corps organization in order to prepare the application for transition to NMCI

· Gather and provide the information required by the Security Working Group (SWG).

· Identify those applications that are complex enough that warrant additional engineering support.

The questions contained within this questionnaire have been thoroughly reviewed by multiple organizations of the Navy, Marine Corps, and ISF.   These questions are strictly designed to help understand the operation of the application.   The responses to these questions will be used in analyzing the applications interface requirements and how to best transition the application to NMCI.    Accuracy of this information is essential to the successful implementation of the application/system into the NMCI architecture.   

1.2 Issue Resolution

The ISF SSE team is responsible to assisting the application owners in providing the information in this questionnaire.   If there are any questions regarding the content of this document, those issues should be directed to the ISF SSE team.  

1.3 Software Distribution Guidelines


NMCI is enforcing Navy and Marine Corps security policies through Active Directory Group Policies and desktop lockdown.  Active Directory locks down the NMCI desktop using Group Policies.  Software installation, configuration and updates are handled by the ISF using Novadigm Radia.  No other distribution methods are allowed.  NMCI users will not be permitted to install software.

1.4 Document Format

For ease of data entry, this document uses tables drawn in Word.  All the tables will expand the height of a row to accommodate the information entered.  If more rows are needed, simply tabbing through the last row will automatically provide you with a new row.  This also means that when you are finished with one question and ready to go to the next response field, use your mouse, not the <tab> key to position your cursor in that field.  For ease of data entry, most questions have a hint immediately below the question.   In many cases, an example of the data has already been placed in the first row of the table.   This data is identified by Bold, Italics.   Please do not use this font format on your data entries.

Occasionally, a response to a question will allow for the skipping of subsequent questions.   This is generally identified by the instructions:   If no, please go to: <new section> .    Using the mouse and clicking on the <new section> text, will automatically place you at that section.

1.5 Additional Sources of Information

During legacy application migration, the following sources of information will be beneficial:

· EDS NMCI web page - www.eds.com/nmci
· CLINS are under “Services”

· Loads of informative documents under “making the transition”

· “faqs” informative reading

· Legacy Application Transition Guide -  http://www.eds.com/nmci/legacy_applications_transition_guide.pdf
· Legacy Application Security Working Group Process Document

· NCAP

· IA Publications including 5239 series www.infosec.navy.mil
2 Contact Information 

If a contact is a vendor, base, or any other group, enter the name of the vendor/group in the Name field PLUS the name of the person who is your primary POC in that vendor/group.   Example: US Army Logistics - DC, G.I. Joe.  When the same person is used as the answer for multiple questions, you can enter all the contact information for the first occurrence, then enter a reference to the this first occurrence in the Name field.  Example: “see 2.3”. 

2.1 Is the individual(s) completing this form an application user, CDA or both?

	
	User
	
	CDA
	
	Both
	
	Other


Please provide:

	Name
	Telephone
	E-Mail
	Command
	Office Code

	
	
	
	
	


2.2 Who is (are) the application sponsor(s) – (Program Office of Record)?

Tip: The group/person that controls funding for this application.

	Name
	Telephone
	E-Mail
	Command
	Office Code

	
	
	
	
	


2.3 Who is (are) the application program manager(s) of record (Program Management Office)?

Tip: Who manages project plans and schedules for work on this application?

	Name
	Telephone
	E-Mail
	Command
	Office Code

	
	
	
	
	


2.4 Who is (are) the application developer(s) (Central Design Activity/Agent)?

Tip: Who maintains the source code for the application?  Options include: Vendor name, base name, organization name (base name), etc.  If this is the CDA location, provide the name of the lead for the programming group.

	Name
	Telephone
	E-Mail
	Command
	Office Code

	
	
	
	
	


2.5 Who is (are) the application administrator(s)?

Tip: Who controls the installation and configuration (both tool & lookup tables) of the application?  For CDA sites, this may include the group that creates the install processes.  Also for CDA sites, if the names (plus site) are known for other installations, include them in the list.

	Name
	Telephone
	E-Mail
	Command
	Office Code

	
	
	
	
	


2.6 Who is the primary application user at this location?

Tip: If there is no “primary” user, then list the user(s) who best understands how to use the application.

	Name
	Telephone
	E-Mail
	Command
	Office Code

	
	
	
	
	


2.7 Who is the DNS Administrator?

Tip: Frequently, this will be the Network Administrator.

	Name
	Telephone
	E-Mail
	Command
	Office Code

	
	
	
	
	


2.8 Who is the site DAA? 

Tip: The Designated Approving Authority for this site.

	Name
	Telephone
	E-Mail
	Command
	Office Code

	
	
	
	
	


2.9 Who is responsible for help desk activities? 

Tip: If a user or installer has a problem, who do they call?

	Name
	Telephone
	E-Mail
	Command
	Office Code

	
	
	
	
	


3 General Information 

Please provide a copy of the Certification Phase Engineering Review Questionnaire.   

3.1 Does the system modify a COTS application?  
Tip: Is this a Commercial Off-The-Shelf application that has been customized?  Also, include those COTS that you had to do anything special to configure the COTS to operate on the network.

	
	Yes
	
	No
	
	Unknown


If yes, identify the COTS application name:

	


3.2 How old is the system? 

	
	Years


3.2.1 Is the application scheduled for retirement? 

	
	Yes
	
	No
	
	Unknown


If yes, then please provide the schedule retirement date.

	


3.3 What individuals are involved with the use and/or maintenance of this application? (e.g.  military, contractors, etc…) 

Tip: If this application has a large number of users (greater than 25), do not list them all here.  Instead, list key users, administrators and people who maintain key data.  Also include users that may have special insight into the application, its history, or its purpose.  When there are a large number of users, list the POCs for each base/code.  (If it is easy to produce a complete list of users, that would help coordination of rollout activities.)  For applications with a small number of users (less than 25), please list each user, developer, administrator and maintenance person.  List POCs for each base where the application is installed.

	Name
	Role
	Department
	Email Address

	John Q. Public
	Contract
	Dept. 12-1
	JQPublic@sample_base.mil

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


3.4 Where are the users located?

Tip: This information will help to plan for server migrations, network construction and desktop rollout. Understanding where users are will also help with the creation of a transition plan that upholds security standards and minimize the impact during transition.  If the app is used by multiple bases, list the location of those users.  

	Location Name
	Building
	Application Version Level
	Date of next scheduled upgrade
	Number of Users 
	Percent of Total

	Naval Base A
	1234
	3.01
	Unknown
	300
	75%

	Naval Base B
	29-A
	3.00
	12/01/01
	100
	25%

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


4 Security Questions

Please provide a copy of the Certification Phase Engineering Review Questionnaire.   

4.1 Does the application have a current security accreditation? 

Tip: Does application have a System Security Authorization Agreement (SSAA), based on the DITSCAP?

	
	Yes
	
	No


Please explain:

	


4.1.1 If no, does the application have a current Interim Approval to Operate (IATO) or Approval to Operate (ATO)? Please explain:

Tip: Has the local DAA issued an IATO or ATO?

	


4.1.2 If yes, when was it dated? 

	


4.1.3 What command or agency signed the accreditation letter? 

	


4.1.4 Please explain:

	


4.2 Is this application (and/or system) compliant with CNO Navy/Marine Corp Firewall Policy?  (available for viewing at infosec.navy.smil.mil )
Tip: Policy is only available on SIPRNET.  You can discuss this with the local security officer, or leave it blank and the SWG will determine adherence.

	
	Yes
	
	No


4.2.1 If no, explain all non-compliant issues:

	


4.2.2 Does the application currently pass through any local firewalls? 

	
	Yes
	
	No


4.2.2.1 If yes, please provide firewall type (including version) and location:

	


4.2.3 Have you applied for, or are you in the process of applying for, permission for the application to pass through any firewalls?  

Tip: If your application needs to be accessed through certain ports of the firewall, you will need to apply.

	
	Yes
	
	No


4.2.3.1.1 If yes, please explain:

	


4.2.3.1.2 If no, please begin the process by contacting:

Mr. Ed Burr, SPAWAR PMW-161, 619-524-7519, burre@spawar.navy.mil
Mr. Terry Danner CNO Staff N64331, 703-601-4757, danner.terry@hq.navy.mil
Marine Corps:

Security Policy Consulting and Auditing, MITNOC Quantico, VA  spc&a@noc.usmc.mil
4.3 Does this application interface with a classified application?

Please explain:

	


4.4 What local base security certifications do your servers and/or applications hold? (e.g., GRASP is a local security scoring process used at NAS China Lake.)  

Tip: Local security certifications can vary by site.  Some sites may have none.

Please explain:

	


4.5 Do you foresee a need to be a COI member?

Tip: Will the application continue to run in a limited membership environment?

	
	Yes
	
	No


4.5.1 If yes, please explain:

	


5 Peripherals Questions

5.1 Please list all peripherals that are used by this application/system. 

Tip: List only those devices that are required for running the application and getting the work done.  Devices may be connected to the network (such as printers) or connected directly to a PC (such as bar-code scanners and PDAs).
	Peripheral Device
	Vendor
	Connecting Port Requirement
	Required Device Drivers
	Internal or external device
	Location

	Barcode Scanner
	Symbol Technologies
	Parallel
	Symbol XyZ Device Driver
	External
	Joes Desk, Building 1

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


If other, please explain: 

	


5.2 Are there any other specific hardware requirement for this application/system that were not previously identified (e.g.  network cards, communication cards, etc.)

	Device
	Vendor
	Connectivity requirements
	Device Drivers
	Internal or external device

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


6 Connectivity / Interface Questions

The following sections are designed to obtain detailed network information about an application.  This section is divided into 10 sections:

· 6.1 Client Web Interface Connectivity.
· 6.2 Thin Client Connectivity
· 6.3 Thick Client Connectivity
· 6.4 Database Configuration
· 6.5 Other Client Software
· 6.6 Application Dependencies
· 6.7 Server Naming Conventions
· 6.8 Server Operations
· 6.9 Server to Server and Client to Server Communications
· 6.10 Remote Users
Please complete only those sections that apply to this application.

6.1 Client Web Interface Connectivity. 

Tip: Complete this section if the application is accessed through a browser.

6.1.1 Is the application web-enabled today? 

	
	Yes
	
	No


If No:

6.1.1.1 Are there plans for the application to become web-enabled? 

	
	Yes
	
	No


If yes, when? 

	


6.1.1.2 What technologies are being looked at for the application to become web-enabled?

Please describe:

	


Go to paragraph: 6.2 Thin Client Connectivity.
6.1.2 Does the application have a security certificate? 

	
	Yes
	
	No
	
	Unknown
	
	Not Applicable


6.1.3 Does this application require any authentication technologies?

	
	Security Certifications

	
	User ID/Passwords

	
	Other: please explain:
	


6.1.4 Type of Internet protocol: 

	
	HTTP

	
	HTTPS


6.1.4.1 HTTP: Provide the URL or IP address to this application/web server. 

	


6.1.4.2 HTTPS (SSL Secure): Provide the URL or IP address to the application/web server. 

	


6.1.5 Is the server that this client connects to (utilizing 128-bit encryption) FIPS 140-1 compliant? 

	
	Yes
	
	No
	
	Unknown
	
	Not Applicable


Guidance for FIPS 140-1 can be found at the following URL http://csrc.nist.gov/cryptval/140-1.htm.
6.1.6 Which browser is used? 

	
	Internet Explorer (IE) – Version
	

	
	Netscape Navigator – Version
	

	
	Other – Version

	If other, please specify:
	


6.1.7 Is it part of a Corporate Portal? Does this allow access to multiple applications through a single web connection. (e.g. Yahoo, IBM host on demand, NAVY.MIL)  

	
	Yes
	
	No
	
	Unknown
	
	Not Applicable


6.1.7.1.1 If yes, please explain: 

	


6.1.8 Does the application depend on mobile code (e.g. JavaScript, Java applets, or ActiveX) components?

	
	Yes
	
	No
	
	Unknown
	
	Not Applicable


6.1.8.1 If yes, please describe: 

	


6.1.9 Does the application depend on cookies? 

	
	Yes
	
	No
	
	Not Applicable


6.1.9.1 If yes, what type:

	
	Persistent (Permanent)

	
	Temporary/Session


6.1.10 Who is responsible for the administration of this application? 

Tip: Administration refers to maintenance of the program itself, not the maintenance of data in look-up tables (through forms that are part of the application).

Please list if not previously identified.

	Name
	Telephone
	E-Mail
	Command
	Office Code

	
	
	
	
	


6.1.11 Is this application remotely administrated? 

	
	Yes
	
	No


6.1.11.1 If yes please describe: 

	


6.1.12 Are there other applications accessible from this same URL? 

	
	Yes
	
	No
	
	Unknown


6.1.13 Does this application use any Hardware/Software Encryption Tunneling Device? 

	
	Yes
	
	No
	
	Unknown


6.1.13.1 If yes, please explain: 

	


6.1.14 Is there any executable code downloaded from this URL?

	
	Yes
	
	No
	
	Unknown


6.1.14.1 If yes please describe: 

	


6.2 Thin Client Connectivity

Typically, thin client connectivity is where the executable portions of the application reside on a centralized server and the user’s PC acts as a “dumb terminal” displaying the data for the user.  One example of a thin client is Citrix Metaframe, and another example would be terminal emulation.

6.2.1 Does the application utilize “thin client” connectivity?

Tip: Do you use a terminal emulator?  Does the executable reside on a server?

	
	Yes
	
	No


6.2.1.1 If no, please go to paragraph:

 6.3 Thick Client Connectivity.
6.2.1.2 If yes please describe: 

	


6.2.2 What software package does your application use for the thin client connectivity?

	


6.2.3 Is the version number of the client different than that of the server? 

Tip: Whether version numbers are different or not, describe how new releases of server software are implemented.

	
	Yes
	
	No


If yes:

	6.2.3.1.1 How often are the releases?
	

	6.2.3.1.2 How are releases communicated?
	

	6.2.3.1.3 What version of the client software are you running?
	

	6.2.3.1.4 When if your next scheduled upgrade?
	

	6.2.3.1.5 How are client upgrades applied?
	


Please describe:

	


6.2.4 Describe the procedure for installing/configuring the client software:

	


6.2.5 Are there any specific keyboard mapping requirements? 

	
	Yes
	
	No
	
	Not Applicable


6.2.5.1 If yes, please describe: 

Tip: Alternatively, attach existing application documents.  Provide a current keyboard mapping configuration file, if applicable.

	


6.3 Thick Client Connectivity

Typically, thick client connectivity is where the application connects to a server and either uses local data or downloads the data and executes the program locally on the user’s PC.

6.3.1 Does the application utilize “thick client” connectivity? 

	
	Yes
	
	No


6.3.1.1 If no, please go to paragraph:

 6.4 Database Configuration.

6.3.1.2 If yes, please describe: 

	


6.3.2 What software package does your application use for the thick client connectivity? 

	


6.3.3 Is the version number of the client different than that of the server? 

	
	Yes
	
	No


If yes:

	6.3.3.1.1 How often are the releases?
	

	6.3.3.1.2 How are releases communicated?
	

	6.3.3.1.3 What version of the client software are you running?
	

	6.3.3.1.4 When if your next scheduled upgrade?
	

	6.3.3.1.5 How are client upgrades applied?
	


Please describe:

	


6.3.4 Describe the procedure for installing/configuring the client software:

	


6.4 Database Configuration

Typically, database applications require configuration files to be configured on the local PC. An example would be during Oracle Advanced Security Option installation and three .bak files are created: naeet.o.bak, naect.o.bak, and naedhs.o.bak. They are located in $ORACLE_HOME/lib. These files are required for re-linking during Oracle Advanced Security Option install. 

6.4.1 Is this a database application? 

Tip:  Does this application use a database like Oracle, Sybase, SQL Server, FoxPro, MS Access, etc...

	
	Yes
	
	No
	
	Unknown


6.4.1.1 If no, please go to:

 6.5 Other Client Software
6.4.2 If yes please specify: 

	
	Oracle

	
	Sybase

	
	SQL Server

	
	Microsoft Access

	
	Other: please explain:

	


6.4.3 What software package does your application use for the database client connectivity?  (e.g.  jinitiator)

	


	6.4.3.1 What version of the software are you running?
	

	6.4.3.2 When is your next scheduled upgrade?
	


6.4.3.3 How are upgrades applied?

	
	Network

	
	Removable Media

	
	Other


Please describe:

	


6.4.4 Please list all Database Name References:

Tip: This is the connection information.  The example shown is from a tnsnames.ora file.  Don’t forget developer and testing databases.

	Database Name
	Database Type
	Network Reference

	SMPLDB
	Oracle
	SMPLDB= 

  (DESCRIPTION =

   (ADDRESS_LIST =

     (ADDRESS =

       (PROTOCOL=TCP)

       (Host=dev01)

       (Port=1521)

     )

   )

   (CONNECT_DATA=

    (SID=SMPLDB)

   )

  )

	
	
	

	
	
	

	
	
	

	
	
	


6.4.5 Are there any required database naming files? (e.g. tnsnames.ora) 

	
	Yes
	
	No


6.4.5.1 If yes, please list:

	File Name
	File Location

	Tnsnames.ora
	C:\ORAWIN\NETWORK\ADMIN

	
	

	
	

	
	


6.4.6 Do you access any other databases from this application? 

	
	Yes
	
	No


6.4.6.1 If yes, please list:

	Database Name
	Database Type
	Application

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


6.4.7 Are there any enhanced security options enabled? 

Tip: Database security options are those aspect of the database that is designed to encrypt the data.   These security options are beyond normal userid/password.

	
	Yes
	
	No


6.4.7.1 If yes, please describe: 

	


6.4.8 What are the procedures for installing/configuring the database on the client?

	


6.5 Other Client Software

To ensure that all client software has been addressed, the following has been provided to cover any other type of software that may be installed on the PC.

6.5.1 Does the application use any other type of connectivity software not previously mentioned?

	
	Yes
	
	No


6.5.1.1 If no, please go to paragraph:

 6.6 Application Dependencies.

6.5.1.2 If yes, please describe:

	 
	FTP

	
	Telnet

	
	Other


6.5.1.3 If other, please explain: 

	


6.5.2 What software package does your application use for connectivity?

	


	6.5.2.1 What version of the software are you running?
	

	6.5.2.2 When is your next scheduled upgrade?
	

	6.5.2.3 How are upgrades applied? 


	
	Network

	
	Removable Media

	
	Other


Please describe:

	


6.5.3 Describe the procedure for installing/configuring the client software:

	


6.6 Application Dependencies

This application may be dependent upon other applications.   For example, if this application requires data that is created by application A,  when application A is transition to NMCI, would there be an impact on the use of this application?

6.6.1 Does this system accept input from or provide input to any other application? 

Tip: Answer “Yes” if this application receives either a data file or data feed from another application, or if this application creates a data file or data feed for another system.

	
	Yes
	
	No


6.6.1.1 If no, please go to paragraph:

 6.7 Server Naming Conventions
6.6.1.2 If yes, please describe:

	


6.6.2 Please list all supporting or dependent applications. The table below has been provided for your convenience. 

	Application Name
	Acronym
	Version
	Point of Contact 

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


6.7 Server Naming Conventions

The NMCI infrastructure may require changing network references to the system.   In order to facilitate the migration of the application to an NMCI infrastructure, please provide current information on the following:

6.7.1 Does the application/user access files or directories on the network: 

	
	Yes
	
	No
	
	Unknown
	
	Not Applicable


6.7.1.1 If yes, provide total number of users and their location:

	Network Connectivity Type
	Number of Users
	Server Name
	Location

	Windows for Workgroup
	100
	Sample
	Building 21

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


6.7.2 Please list all servers associated with this application/system and the server’s TCP/IP address or DNS name. 

Tip:  Please list the name of each server this application resides on, the type of server (Web, Database, etc…), the TCP/IP address or the server and/or the DNS Name.

	Servers
	Server Type
	TCP/IP Address
	DNS Name

	Sample
	Web
	N/A
	NT_SAMPLE

	     
	 FORMDROPDOWN 

	     
	     

	     
	 FORMDROPDOWN 

	     
	     

	     
	 FORMDROPDOWN 

	     
	     

	     
	 FORMDROPDOWN 

	     
	     

	     
	 FORMDROPDOWN 

	     
	     

	     
	 FORMDROPDOWN 

	     
	     

	     
	 FORMDROPDOWN 

	     
	     

	     
	 FORMDROPDOWN 

	     
	     

	     
	 FORMDROPDOWN 

	     
	     


6.7.3 Please list all e-mail addresses used by this application/system:

Tip:  Please list all e-mail accounts that are imbedded e-mail addresses or generic email accounts (non-user) used for communications.

	E-Mail Address
	Owner

	webmaster@sample.com
	John Doe

	
	

	
	

	
	

	
	

	
	


6.7.4 Other references:

	


6.8 Server Operations

6.8.1 Please list the operating system of each server including version, service packs, patches, and hot fixes that were referenced previously:

Tip: If there is a master list of servers for the base, you can refer to that list (or to the network diagram).  

	Servers
	Operating System
	Version
	Service Packs/Patches/Hot Fixes

	Sample
	HP-Unix
	10.0
	None

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


6.8.2 How do you administer the server/application?  

	Server
	Access Method
	Type of Software used

	Sample
	Remote-Software
	PC-Anywhere

	
	
	


6.8.3 For each Web Server please list:

	Physical Server
	Web Engine Software
	Version
	Next Upgrade?
	Using SSL?
	128 Bit Encryption, FIPS 140-1 Compliant

	SampleWeb
	IIS
	5.0
	Unknown
	No
	No

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Guidance for FIPS 140-1 can be found at the following URL http://csrc.nist.gov/cryptval/140-1.htm.
6.8.3.1 How are upgrades applied? 

	
	Network
	
	Removable Media
	
	Other


Please describe:

	


6.8.3.2 Describe the procedure for installing/configuring the server software:

	


6.8.3.3 Are you leveraging any identification and/or authentication technologies (e.g. certificates, LDAP authentication, or user ID and passwords)? 

	
	Yes
	
	No
	
	Unknown
	
	Not Applicable


If yes, please describe:

	


6.8.3.4 Does this web server have public access requirements (e.g. outside of the base, NMCI enclave)? 

	
	Yes
	
	No
	
	Unknown


6.8.4 Describe the procedure for installing/configuring any server software security features. 

	


6.8.5 Does the application depend on mobile code (e.g. JavaScript, Java applets, or ActiveX) components?  

	
	Yes
	
	No
	
	Unknown


6.8.5.1 If yes, please describe:

	


6.8.6 Please list any other applications residing on these servers:

TIP: Migration of site (local) servers with multiple applications can only occur when all applications residing on the server have completed this process.  Recommend grouping and scheduling these applications for review so we can determine final server placement within the NMCI environment. Those site (local) servers that have external users may have to delay migration until all external users are migrated to NMCI environment.

	Server
	Application
	Version
	Owner

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


6.9 Server to Server and Client to Server Communications

6.9.1 Please list all Server to Server and Client to Server Communications.
Tip: Provide as much detail as possible.  Information can be obtained/validated through a trace at the PoP in a Box. 

	Source 
IP Address:

This is the IP address of who initiates the connection.
	Source  Location:

Base/Post 

Station of the source. 
(e.g. PAX, Quantico)
	Destination 
IP Address:
This is the IP address of where you are connecting to.
	Destination 

Location: Base/Post  Station of the destination you are connecting to. (e.g. China Lake, 29 Palms)
	URL / 
DNS Name: (e.g. www.navy.mil, www.usmc.mil)


	Protocol: 

(e.g. TCP, UDP, GRE)
	Service Type:

(e.g. FTP, SSH, SQL, Telnet, SMTP, etc.)
	Port Number
(e.g. 20, 21, 22, 1521, 23, 25)


	Encryption Tunneling Device 

(e.g. Shiva, Alcaltel, Kyperpass, PPTP,  Cryptek)

	111.11.01.101
	Base A
	222.22.02.202
	Base B
	N/a
	TCP/IP
	FTP
	20, 21
	N/A

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	


6.9.2 Provide a written narrative describing the purpose of each service type(s) listed in table 6.9.1:

	


6.9.3 What software package does this server use to transfer the data to the other server? 

	


	6.9.3.1 What version of the software are you running?
	

	6.9.3.2 When is your next scheduled upgrade?
	


6.9.3.3 How are the upgrades applied? 

	
	Network

	
	Removable Media

	
	Other


Please describe: 

	


6.9.3.4 Describe the procedure for installing/configuring any server software:

	


6.9.3.5 Are there any other server-to-server communications not previously mentioned? 

	
	Yes
	
	No


6.9.3.6 If yes, please describe:

	


6.10 Network Printers

Printers within the NMCI network will have a different naming scheme than that currently in use.  

6.10.1 Are there any printer names hard-coded in the application or application scripts?
Tip: Does your application print to an IP address? Are there hard-coded default printer addresses embedded?

	
	Yes
	
	No
	
	Unknown


6.10.1.1 If yes, please list all hard coded printer names:

	Printer Name
	Printer Type
	Location
	Device Driver

	
	
	
	

	
	
	
	

	
	
	
	


6.11 Remote Users

NMCI users will be dialing into the NMCI dial-up servers.  The TCP/IP address from the NMCI dial-up will be different than is currently used.

6.11.1 Do you anticipate any problems/issues with using NMCI Dial-up?

	
	Yes
	
	No
	
	Unknown


6.11.1.1 If yes, please describe:

	


6.11.2 Please complete the following table to identify remote users and what connection methods they use:

	Remote Users
	Remote User Classification (Navy, Other Gov, university personnel, contractors, or None)
	Connection Method (dial-up, VPN, Direct Connect, etc.)
	Number of Users
	% Of Total

	Sample Co.
	Contractor
	T1 Line
	1,000
	100%

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


7 Network Diagram

Please provide a network diagram for this application/system.  The network diagram should be provided in electronic format and not included within this document. At a minimum, the diagram should capture the following information:

Tip:  This network diagram should have been provided as part of the Certification Phase Engineering Review Questionnaire.   Trace results from the PoP in a Box test should have been converted to a network diagram.   If a network diagram does not exist, please generate one at this time.

· Network Architecture – What networks are used for current operation of the system?  Include a network topology diagram. 

· Network Placement – Where do the servers/clients reside in relation to other network devices?  If a determination can be made on the function of the components, this should be included.  It is important to convey which system components are local and which are remote.  You should also include data on component IP addresses and host names.

· Application Interdependencies – Document any interdependencies with other applications.  If this application requires communication with any other application please provide a detailed explanation of the interdependency.

· Connection Type – Indicate network connection vs. dial up connection and details on unique connections that would differ from standard network connections.

· Accreditation Boundary – Define the logical limits on the diagram of the local DAA’s responsibilities.

The following is an example of a Network Diagram.

Figure 1 – Sample Network Diagram
8 PoP in a Box Related Questions

8.1 Who will develop the test plan for testing on the PoP in a Box? 

Tip: Needed to verify that this application will work when it is installed and run from the POP. 
	Name
	Telephone
	E-mail Address
	Command
	Office Code

	
	
	
	
	


8.2 Who will participate in the PoP in a Box testing?


	Name
	Telephone
	E-mail Address
	Command
	Office Code

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	


8.3 The following is a list of deliverables that are expected upon the completion of the PoP in a Box testing.

	
	Electronic copy of the Pop in a Box Configuration File

	
	Electronic copy of the Pop in a Box EtherPeek file for the application


9 Certification Testing Related Questions

9.1 Who will develop the test plan for this application?  

	Name
	Telephone
	Email Address
	Command
	Office Code

	
	
	
	
	


9.2 Who will test the application?

	Name
	Telephone
	E-mail Address
	Command
	Office Code

	
	
	
	
	


9.3 List the software that needs to be loaded for validation of the client-side components in the NMCI desktop. 

	Software Identifier
	Person to Contact
	Contact at (phone number or e-mail address)

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	

	
	
	


10 General Transition Questions

10.1 Will user documentation or training materials be affected by the transition to NMCI? 

	
	Yes
	
	No
	
	Unknown


10.1.1 If yes, please describe:

	


As a reminder, NMCI is being implemented in increments.  Until completed, there will be the situation of some users residing within NMCI and other users outside of NMCI.

10.2 Do you expect issues during the transition to NMCI? 

	
	Yes
	
	No
	
	Unknown


10.2.1 If yes, please describe:

	


10.3 Are there any additional comments related to the transitioning of this application?

	


10.4 Any recommendations for process improvements? 

	


11 Appendix A –Terminology

The following is a list of terms that are used throughout this questionnaire.   

Application:

Simple Application:  Unofficially, an application (COTS or GOTS) which runs on a desktop and does not have interdependencies with other applications.  (Example: MS Word, Power Point, Excel, Flat Files)

Complex Application: Unofficially, an application (COTS or GOTS) which runs on the desktop or server and has some interdependencies on other applications.  (Example: Client to Server applications, database systems, thin client, thick client, and systems communicating over LANs, BANs, and WANs)

Application Interdependencies: An interface that an application has with any other application.   This includes client to server and server to server dependencies.

Application Owner: As defined in the context of this document, this could be any one of the following:

· The Program Office of Record (POR) for development of a system/application, describing automated information system acquisition programs (e.g. GCCS-M, ADNS, DMS, etc.) having a Navy budget line. Use in this document is consistent with Navy IA Pubs

· The Central Design Activity/Agent (CDA) organization designated to design and develop software

· The Program Management Office (PMO) providing life cycle management to the system/application

“As-Is” Legacy Network: Existing DON non-NMCI networks including backbone components.  Typically, this is where legacy applications and systems reside.

Boundary 1 (B1): Suite of network security components configured to provide perimeter security at the six NMCI NOC(s) connecting NMCI to the NIPRNET and SIPRNET.

Boundary 1 Firewall Policy: Firewall policy implemented on B1.   It is the Navy-Marine Corp NIPRNET Firewall Configuration Baseline as part of the Navy-Marine Corp NIPRNET Enclave Protection Policy.  This is available for review at infosec.navy.mil.

Boundary 2 (B2): Suite of network security components configured to provide perimeter security at local sites connecting NMCI to legacy networks.

Boundary 2 Firewall Policy: Firewall policy implemented on B2.   Specific to validated operational requirements between local “Trusted Enclaves” on NMCI and the local “As-Is” Legacy Network.

Boundary 3 (B3): Community of Interest (COI) separation from non-COI members within NMCI.

Boundary 4 (B4):  Security Architecture providing server and desktop security.

Engineering Review Questionnaires (ERQ):  There are two Engineering Review Questionnaires that are to be completed in order to get a Legacy Application certified and accredited.  These questionnaires are:

Certification Phase Engineering Review Questionnaire:  This questionnaire is to be completed for every legacy application GOTS and COTS prior to the rollout of seats.   Information contained in this questionnaire is critical to gaining a basic understanding of the installation and network connectivity requirements of the application.  This questionnaire assumes that all servers will remain in the legacy “As Is” environment during transition.

Risk Mitigation Engineering Review Questionnaire: This questionnaire is to be completed for all complex GOTS and COTS prior to integrating the entire application (desktops, servers, printers, etc.) into the NMCI environment.   This questionnaire contains a set of supplemental questions to the Certification Phase Engineering Review Questionnaire.  The purpose of this questionnaire is to obtain detailed application information that will allow the application to migrate from the legacy environment to the NMCI environment.

Transport Boundary (TB):  Suite of network security components configured to provide wide area network transport security.

Classification: Refers to the military status of this application.  Is the application classified or un-classified?  If it is classified, what level of classification does it have?

Client Software: Refers to the software used on the client to access the application.   Examples: browsers, terminal emulation, or thick client.
Connection Type: Refers to the method in which the application or users are connecting to the network.   Examples: dial-up, TCP-IP,  or DNS name servers.

Encryption: Encryption that is used to protect unclassified within a computer system.   This document asks specific questions related to the encryption compliance of the application.   More information regarding the encryption requirements can be found at: http://csrc.nist.gov/cryptval/140-1.htm
ISF Site Solutions Engineering (SSE) Team: With the assistance of the Application Owners, this team is responsible for:

· The collection of application information that will allow the IA Tiger Team to properly evaluate the application.     Information is collected during the SSE Tier 2 process and is then compiled into a SWG package for review.   

· Providing this information to the SWG Facilitator for distribution to the IA Tiger Team.   

· Making sure that the Application Owners are aware of when their application is scheduled for review. 

· Distribution of Transition documents to Application Owners for verification

· Obtaining signoff of the Transition documents

Legacy Application (LegApp):  Basically, any application (COTS or GOTS) not already provided under the NMCI standard desktop suite of applications or server services.   A LegApp can be simple or complex.

Legacy Application Security Working Group (SWG): A working group made up of Information Assurance (IA) professionals from the DON and ISF that review legacy applications.   These reviews are conducted every week with the Legacy Application Program of Record (POR), Central Design Authority (CDA), users (Site personnel), ISF Site Solutions Engineering teams, and other concerned personnel.

Legacy System: Unofficially, a collection of LegApps assembled to execute a function or task including hardware.

Mobile Code Requirements: Mobile code is software that enhances cross-platform capabilities, sharing of resources, and web-based solutions.   Examples of mobile code include Java Code, Java Script or ActiveX.  The DoD Mobile Code Policy defines the categories of mobile code and provides criteria for use within DoD.  The policy can be found at the following link:  

http://www.c3i.osd.mil/org/cio/doc/mobile-code11-7-00.html
Network Architecture:  Detailed network topology diagram that demonstrates the network connectivity of the system.

Network Placement: Detailed diagram that demonstrates where the servers/clients reside in relation to other network devices.   If a determination can be made on the function of the components, this should be included.  It is important to understand which system components are local and which are remote.  This will also include data on component IP addresses and host names.

NMCI Certified: An abbreviated definition:  A label given to legacy applications that ISF has tested and found to be compatible with Windows 2000, NMCI Gold Disk applications, NMCI Desktop Security, and which can be centrally distributed using NMCI Centralized Management Tools.  This is not the same as DoD Certification and Accreditation (DITSCAP).

NMCI Connection Approval Process (NCAP): Guidance provided to DON for gaining accreditation of legacy applications and interim approval to connect to NMCI.

NMCI Connection Approval Review Panel (NCARP): Panel of IT/IA professionals who review legacy application packages on behalf of NMCI DAA for connection approval recommendations to Commander Naval Network Operations Command (CNNOC).   Members include Naval Network Operations Command (NNOC), CNO N643, PMW-161, USMC, IATT, site representatives, and ISF in an advisory role.

Ports: Ports are used in network communications that cross boundaries/firewalls

Protocols: Protocols are used by the application for communication with other systems. (Example: TCP/IP )

Services: These are network communication services that are used by the application/system.  Examples: FTP, Telnet, and SMTP.   For each service identified the following information is required:

· Port

· Protocol

· Is the connection inbound, outbound, or bi-directional?

· Is the communication for local (e.g. inside the firewall) connections, remote (e.g. external to the firewall) connections or both. 

Software version: The version of the application including information on patches that have been applied. (e.g. Oracle 8i, UNIX Version, System Utilities etc.)  
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