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SIPRNet Access Assessment
Reference or DISA Package Number:  ________________________________________________________

Command Communications Service Designator (CCSD): __________________________________________
Organization (CINC/Service/Agency/Contractor Name):  __________________________________________

Location: ________________________________________________________________________________

Date:  ___________________________________________________________________________________

Plain Language Address (PLA)(Government Only):  ______________________________________________

POC and Phone number:  ___________________________________________________________________

System or Network Name: ___________________________________________________________________

Premise Router IP Address:  _________________________________________________________________

Network IP Address Ranges:               __________________________          ___________________________

__________________________         __________________________          ___________________________

This form is to be submitted with the initial request for connection and exercises.  Additionally, this form is to be re-accomplished when there is a change to the approved configuration, recertification, or a change that affects the answers on file.

Circle or Highlight responses below.

Foreign National Access

#1 Yes  No   Foreign nationals, to include Integrated Officers (Foreign nationals in US positions), have physical access to areas where workstations connect directly or indirectly to the SIPRNet. 

                              (Example: If other than US personnel have access (escorted or unescorted) to the SIPRNet workstation areas, a Yes response is required. )

#2 Yes  No   Foreign nationals, to include Integrated Officers, are users on workstations on a network or subnet connected directly or indirectly to the SIPRNet.

                               (Example:  If other than US personnel have user accounts on SIPRNet workstations, a Yes response is required.)

#3 Yes  No   Foreign nationals, to include Integrated Officers, are users on workstations on a separate network connected directly or indirectly to SIPRNet.

                               (Example:  A Non US network connected to a SIPRNet connection or using SIPRNet backbone as a transport layer to another Non US network, a Yes response is required.)

Contractor Access

#4
Yes  No   Uncleared contractors have physical access to areas where workstations on the organization network or its subnets connected directly or indirectly to the SIPRNet.

                               (Example:  Uncleared contractor personnel, either in support of a Government contract or maintenance support, to include cleaning people, have access to SIPRNet workstations, a Yes response is required)

#5
Yes  No   Uncleared contractors are users on workstations connected directly or indirectly to the SIPRNet.

(Example: Any contractor (Prime or Sub), US or Non-US, having a user account on the SIPRNet, a Yes response is required. Explain if the contractor is located within an U.S. Government, non-U.S. Government or Contractor facility.)

#6 Yes  No   Cleared contractors at a non-DoD facility are users on workstations connected directly or indirectly to the SIPRNet.  Contract Number(s):  _________________________.

                               (Example:  Any contractor (Prime or Sub) at a non-DoD facility (including Contractor facilities) on a separate network such as an Educational Facility, a Yes response is required.)

#7 Yes  No   Reference question #6.  Are there any uncleared personnel providing support under this contract. 

                               (Example:  Any contractor personnel (Prime or Sub) that are providing administrative, logistical or services in support of the contract identified in number 6, a Yes response is required.

Network Connectivity  -  Include the Secret and Below Interoperability (SABI) Ticket Number (if Applicable) :  _________         

#8
Yes   No   The Organizational network, to include subnet(s) and workstation(s), connects to a network operating at any level other than Secret US Only, with or without a high assurance guard or switches in place.

(Example: A network operating at Unclassified But Sensitive, Unclassified, Confidential, Top Secret, NATO Secret, etc., a Yes response is required.)

SIPRNet Access Assessment
If any of the above statements were answered with a “YES”, provide a detailed description of the systems involved, the security controls employed, information shared, allowed accesses, number of foreign nationals, etc. and identify the Designated Approval Authority for that connection.  Please be sure to sign and include the reference number on any and all attachments.  Any questions may be directed to DISA, SIPRNet Connection Approval Office (SCAO) at (703) 735-3239, DSN: 653-3239.

If this document and its attachments are classified after completion, please call the SCAO at DSN: 653-3239 to coordinate a secure fax transmittal.  You may also return it by registered mail to the following address:

Defense Information Systems Agency

Classified Network Services, NS522, Suite 210

11440 Isaac Newton Square

Reston, VA  20190-5006

If the document and its attachments are unclassified after completion you may fax it to COMM (703) 735-8135 or DSN 653-8135.

CERTIFICATION:   I certify that the information provided in this document and all attachments are accurate.

   ______________________________________      
OR
 _________________________________________

                       Signature Block
                                          

              Signature Block

       Designated Approving Authority (DAA)                         
      Information System Security Officer (ISSO)

01 May 01

This document and all attachments may become classified upon completion.  Please follow your Security policies and procedures for the correct classification.  If the document is unclassified it must be marked and handled as, “For Official Use Only”.

               _______________

                 Initials                             01 May 01      

