SSAA PREPARATION CHECKLIST


	TASK
	ACTIVITY and STEP
	DITSCAP Para # 
	Date Completed

	1
	Activity: Describe System and Mission 

	
	· Step 1: Write System Description

· System Name/Mission

· Responsible Organization

· System Capabilities

· System Criticality

· Classification Levels and Sensitivity of Data
	DOD: 5200.40 (E3.3)

5200.40-M 

(1.0-1.3.3)
	

	
	Step 2: Determine User Description

· Users and Their Roles

· Users’ Classification Level

· Users’ Formal Access Approval for Categories
	DOD: 5200.40 (E3.3)

5200.40-M (1.3.4)
	

	
	Step 3: Determine Life Cycle of the System

· Life Cycle Stage
	DOD: 5200.40 (E3.3)

5200.40-M (1.3.5)
	

	
	Step 4: Determine System CONOPS

· System Concept of Operation

· Other Systems

· Place in Section 1 of the SSAA
	DOD: 5200.40 (E3.4)

5200.40-M (1.4)
	

	2
	Activity: Develop Environment Description
	DITSCAP Para # 
	Date Completed

	
	Step 1: Describe Operating Environment

· Operating Environment Overview
	DOD: 5200.40 (E3.4)

5200.40-M (2.1)
	

	
	Step 2: Determine Security Requirements

· Facility Description

· Physical/Administrative Security

· Maintenance Procedures

· Training Plans
	DOD: 5200.40 (E3.4)

5200.40-M 

(2.1.1-2.1.5)
	

	
	Step 3: Describe Software Development/Maintenance

· System Development Approach

· Information Access

· Configuration Control
	DOD: 5200.40 (E3.4)

5200.40-M (2.2)
	

	
	Step 4: Describe System Threats

· Threat Description 

· Threat Environment

· Place in Section 2 of the SSAA
	DOD: 5200.40 (E3.4)

5200.40-M 

(2.3-2.3.2)
	

	3
	Activity: Describe System Architecture                         
	DITSCAP Para # 
	Date Completed

	
	Step 1: Describe System Hardware

· Target Hardware and Function

· Detailed Equipment List

· COMSEC/TEMPEST
	DOD: 5200.40 (E3.5)

5200.40-M (3.1)
	

	
	Step 2: Describe System Software

· Operating System

· Database Management System

· Applications

· GOTS/COTS
	DOD: 5200.40 (E3.5)

5200.40-M (3.2)
	

	
	Step 3: Describe System Firmware

· Unique Products

· EPL
	DOD: 5200.40 (E3.5)

5200.40-M (3.3)
	

	
	Step 4: Identify Interfaces and External Connections 

· Purpose of External Interfaces

· Diagram of Communications Links

· Encryption Techniques
	DOD: 5200.40 (E3.3)

5200.40-M (3.4)
	

	
	Step 5: Describe Data Flow

· Types of Data

· Flow of Critical Information
	DOD: 5200.40 (E3.5)

5200.40-M (3.5)
	

	
	Step 6: Describe DOD TAFIM DGSA

· Comparison System Features with the DGSA

· Diagram of System Architecture to the DGSA
	DOD: 5200.40 (E3.5)

5200.40-M (3.6)
	

	
	Step 7: Describe System Accreditation Boundary

· Delineation of Components to be Evaluated in C&A

· Include in Section 3 of the SSAA
	DOD: 5200.40 (E3.5)

5200.40-M (3.7)
	


	4
	Activity: Determine System Security Requirements
	DITSCAP Para # 
	Date Completed

	
	Step 1:  Determine Security Requirements

· National

· DOD

· OMB Circulars

· Service/Command Requirements

· Trusted Computer Security Evaluation Criteria
	DOD: 5200.40 (E3.5)

5200.40-M (5.0-5.1)
	

	
	Step 2: Determine Governing Security Requirements

· Local Agency Requirements

· DAA Requirements
	DOD: 5200.40 (E3.5)

5200.40-M (5.2)
	

	
	Step 3: Determine Data Security Requirements

· Requirements from Data Owner
	DOD: 5200.40 (E3.5)

5200.40-M (5.3)
	

	
	Step 4: Describe Security CONOPS

· Security CONOPS

· TFM/SFUG
	DOD: 5200.40 (E3.5)

5200.40-M (5.4)
	

	
	Step 5: Describe Network Connection Rules

· To Connect to This System

· To Connect to Other Systems
	DOD: 5200.40 (E3.5)

5200.40-M (5.5)
	

	
	Step 6: Describe Configuration and Change Mgmt

· Configuration Management Plan
	DOD: 5200.40 (E3.5)

5200.40-M (5.6)
	

	
	Step 7: Define Reaccreditation Requirements

· Unique Organization Requirements 

· Place in Section 5 of the SSAA
	DOD: 5200.40 (E3.5)

5200.40-M (5.7)
	

	
	Step 8: Determine System Security Requirements

· Requirements Traceability Matrix (RTM)
	DOD: 5200.40 (E3.5)

5200.40-M (5.8)
	

	5
	Activity: Determine Responsibilities and Resources
	DITSCAP Para # 
	Date Completed

	
	Step 1:  Identify Key Authorities 

· DAA/CA

· User Representative/Project Manager/Officer
	DOD: 5200.40 (E3.5)

5200.40-M (6.0-6.1)
	

	
	Step 2: Identify Resources Required to Conduct C&A

· C&A Staffing Requirements

· C&A Funding Requirements

· Contractor Requirements 
	DOD: 5200.40 (E3.5)

5200.40-M (6.2)
	

	
	Step 3: Describe the C&A Training Requirements

· Types of Training

· Developed Equipment
	DOD: 5200.40 (E3.5)

5200.40-M (6.3)
	

	
	Step 4: Describe CA Team Roles and Responsibilities

· Security Personnel C&A Responsibilities

· Security Personnel C&A Accomplishments
	DOD: 5200.40 (E3.5)

5200.40-M (6.4)
	

	
	Step 5: Identify Other Supporting Organizations

· Organizations and Working Groups

· Place in Section 6 of the SSAA
	DOD: 5200.40 (E3.5)

5200.40-M (6.5)
	

	6
	Activity: Describe the DITSCAP Plan
	DITSCAP Para # 
	Date Completed

	
	Step 1: Describe the Tailoring Factors

· Programmatic Considerations

· Security Environment

· IT System Characteristics

· Use of Previously Approved Solutions 
	DOD: 5200.40 (E3.5)

5200.40-M 

(7.0-7.1.4)
	

	
	Step 1a: System Interface Mode

· Benign

· Passive

· Active
	DOD: 5200.40 (E3.5)

5200.40-M (4.1)
	

	
	Step 1b: System Processing Mode

· Dedicated 

· System High

· Compartmented

· Multi-Level
	DOD: 5200.40 (E3.5)

5200.40-M (4.2)
	

	
	Step 1c: System Attribution Mode

· None

· Rudimentary

· Selected

· Comprehensive
	DOD: 5200.40 (E3.5)

5200.40-M (4.3)
	

	
	Step 1d: System Mission-Reliance Factor  

· None

· Cursory

· Partial

· Total
	DOD: 5200.40 (E3.5)

5200.40-M (4.4)
	

	
	Step 1e: System Accessibility Factor

· Reasonable

· Soon

· ASAP

· Immediate
	DOD: 5200.40 (E3.5)

5200.40-M (4.5)
	

	
	Step 1f: System Accuracy Factor

· Not Applicable

· Approximate

· Exact
	DOD: 5200.40 (E3.5)

5200.40-M (4.6)
	

	
	Step 1g: Information Categories

· Unclassified

· Sensitive Information

· Collateral Classified

· Compartmented/Special Access Classified
	DOD: 5200.40 (E3.5)

5200.40-M (4.7)
	

	
	Step 1h: System Class Level

· Mathematical Figure Representing Sum of All Weights
	DOD: 5200.40 (E3.5)

5200.40-M (4.8)
	

	
	Step 1i: Classification Analysis Level

· Statement from the Certifier

· Place in Section 4 of the SSAA
	DOD: 5200.40 (E3.5)

5200.40-M (4.9)
	

	
	Step 2:  Describe the C&A Tasks and Milestones

· Activity

· Schedule

· Estimated Duration

· Responsibility for  the Activity
	DOD: 5200.40 (E3.5)

5200.40-M (7.2)
	

	
	Step 3: Identify the Schedule Summary

· Gantt Chart

· Time-order
	DOD: 5200.40 (E3.5)

5200.40-M (7.3)
	

	
	Step 4: Describe the Level of Effort for Certification

· As Determined in Section 4 of the SSAA

· Place in Section 7 of the SSAA
	DOD: 5200.40 (E3.5)

5200.40-M (7.4)
	



