Page 2 of 2    Reference or DISA Package Number ____________________________CCSD ______________

Checklist for SIPRNet Connection

Package #_______________ 

CCSD#________________

The following 7 items are mandatory requirements to obtain the Interim Approval to Connect (IATC).

1. Evidence of Risk Acceptance by cognizant authority (Submit one of the following):

___ Approval to Operate (ATO)/Accreditation signed by Designated Approving 

       Authority (DAA) - Valid for up to three years (the mode of operations and level of 

       sensitivity/classification of information being processed must be included).




Expiration:__________________

___ Interim Approval to Operate (IATO) signed by DAA (Valid for up to one year)

(If submitting an IATO, the Statement of Residual/Significant Risk, Mode of Operations and Maximum level of sensitivity/classification of information being processed must be included)








Expiration:__________________

2.  Mode of Operations:
____System High





____Dedicated





____Multi Level

3.    Maximum level of sensitivity of information being processed:





____Unclassified





____Sensitive but Unclassified





____Confidential





____Secret





____Top Secret

4. System Connectivity Drawing/Configuration/Topology 

To include hubs, bridges, routers, high assurance guards, firewalls, major applications (i.e. – GCCS, CIS,  DMS), gateways, modems, card readers, backup devices, room and bldg. number, surge protectors, UPS, and switches (mechanical – A/B or electrical), backside connections, IP addresses, encryption devices.

5. Consent to Monitoring Statement signed by DAA

6. SIPRNet Access Assessment (SAA)
Date:_______________

___Yes:  1 2 3 4 5 6 7 8 (circle applicable numbers) ___All No
7. Joint Staff Approval:  Yes_____  No_____ Not Applicable ______

(Mandatory for Contractor, Foreign Connections, Non DoD Agencies, Exercises)

      POC is Joint Staff (J6T) at DSN 227-1199

The following 5 items are mandatory requirements to obtain a final Approval to Connect (ATC).

1. If an ATO was not submitted in initial accreditation package then an ATO is required for ATC (the mode of operations and level of sensitivity/classification of information being processed must be included).

2. Statement of Minimum Security Requirements as referenced in your CINCs/Services/ Agency’s) System Security Instruction/Directive (must have at least one):

____Security Policy



____Security Directive

____Security Instruction


____Other (specify)____________

3. A Copy of Site Specific Security Features and Implementations (must have at least one):

____SSAA




____Security CONOP

____Security SOP



____Other (specify)____________

4. Copies of any external connections and/or associated operational agreements:

____MOAs/MOUs




____Letters of Agreement

____Not Applicable Statement

5.
IP Registration:_____________________
____Yes
____No

     (To register the IP address contact the SIPRNet Support Center at 800-451-7413)

6. Completion of the compliance assessment by the DISA SCAO Team (NS522) 

Interim Approval to Operate (IATO) Letter Requirements
The IATO grants temporary authorization to process information under defined conditions.  The letter will contain:

· The organization’s letterhead and date of signature

· The specified security mode of operations and a specified data sensitivity or classification level

· Defined security safeguards (i.e., administrative, physical, personnel, COMSEC, emission, and computer security controls)

· System/Operational Applications (GCCS, DMS, CIS etc)

· A defined threat and stated vulnerabilities

· Stated interconnection to other systems (subnets/high assurance guards/switches)

· A statement of acceptance of risk for the system

· A specified period of time (Up to one year maximum)

· A specified suite of hardware and software

· A specified operational environment

· Signature and signature block of the DAA

Sample IATO Letter
CINCs/Services/Agency’s Letterhead

Address










Date

SUBJECT:  Interim Approval to Operate (IATO) the Secret Internet Protocol Router     

                    Network (SIPRNet) for CCSD: _ _ _ _

Ref:  (a)  Accreditation Support Documentation

1.  In accordance with the provisions of (CINCs/Services/Agency’s) Instruction xxxx, an Interim Approval to Operate (IATO) is hereby granted to the (CINCs/Services/Agency’s) Network, located in building xxxx, room xxxx, to include (list major applications), address.  This IATO is based upon a review of the information provided in reference (a).  This IATO is valid for as long as the Baseline Security safeguards defined in the (CINCs/Services/Agency’s specific security directives and guidelines) are implemented.  This system is authorized to operate in the threat environment defined in reference (a) and with stated vulnerabilities as identified in the (CINCs/Services/Agency’s Baseline Security Documents).  The IATO system consists of (equipment list).  This system is authorized to process (place maximum level of information being processed) in the (mode of operation).  The (CINCs/Services/Agency’s) network is connected to SIPRNet and (place any other network that may be connected).

2.  This IATO is valid for up to one year from the date of this letter.  Final accreditation action is required before the expiration date of this IATO.  This IATO will terminate sooner if there are any changes that affects the security posture of the system.  It is the responsibility of the senior official in charge of the system to ensure that any change in threat, vulnerability, configuration, hardware, software, connectivity, or any other modification is analyzed to determine its impact on system security.  Appropriate safeguards will be implemented to maintain a level of security consistent with the requirements of this IATO.  

4.  The undersigned accepts the risk for the operation of the (CINCs/Services/Agency’s) system defined above.

      





Signature







Designated Approving Authority







CINCs/Services/Agency’s    

Sample IATO Letter When Submitting Supplemental Information that Changes Configuration
CINCs/Services/Agency’s Letterhead

Address










Date

SUBJECT:  Interim Approval to Operate (IATO) due to the (write reason - exercise,                       

                    addition, deletion etc) the Secret Internet Protocol Router Network                                                

                   (SIPRNet) for CCSD: _ _ _ _

Ref:  (a)  Accreditation Support Documentation

1.  In accordance with the provisions of (CINCs/Services/Agency’s) Instruction xxxx, an Interim Approval to Operate (IATO) is hereby granted to the (CINCs/Services/Agency’s) Network, located in building xxxx, room xxxx, address (This should be what your current IATC/ATC reflects).  This IATO is based upon a review of the information provided in reference (a).  This IATO is valid for as long as the Baseline Security safeguards defined in the (CINCs/Services/Agency’s specific security directives and guidelines) are implemented.  This system is authorized to operate in the threat environment defined in reference (a) and with stated vulnerabilities as identified in the (CINCs/Services/Agency’s Baseline Security Documents).  The IATO system consists of (equipment list).  (Address what the reason you are submitting the updated DAA letter if due to major configuration change – include rooms, bldgs., applications, etc).  This system is authorized to process (place maximum level of information being processed) in the (mode of operation).  The (CINCs/Services/Agency’s) network is connected to SIPRNet and (place any other network that may be connected).
2.  This IATO is valid for up to one year from the date of this letter.  Final accreditation action is required before the expiration date of this IATO.  This IATO will terminate sooner if there are any changes that affects the security posture of the system.  It is the responsibility of the senior official in charge of the system to ensure that any change in threat, vulnerability, configuration, hardware, software, connectivity, or any other modification is analyzed to determine its impact on system security.  Appropriate safeguards will be implemented to maintain a level of security consistent with the requirements of this IATO.  

4.  The undersigned accepts the risk for the operation of the (CINCs/Services/Agency’s) system defined above.

      





Signature







Designated Approving Authority







CINCs/Services/Agency’s

Mode of Operations Explanations

System High –  A mode of operation wherein all users having access to the AIS posses a security clearance or authorization, but not necessarily a need-to-know, for all data handled by the AIS.  If the AIS processes special access information, all users must have formal access approval.  

Dedicated –  A mode of operation wherein all users have the clearance or authorization and need-to-know for all data handled by the AIS.  If the AIS processes special access information, all users require formal access approval.  In the dedicated mode, an AIS may handle a single classification level and/or category of information or a range of classification levels and/or categories.  

Multi Level –  A mode of operation that allows two or more classification levels of information to be processed simultaneously within the same system when not all users have a clearance or formal access approval for all data handled by the AIS. 

Requirements for Consent to Monitor (CTM) Statement
· Date of statement

· Consent to Monitor heading

· Chairman Joint Chief of Staff instruction reference

· Statement acknowledging that DISA will conduct periodic monitoring of SIPRNet and consent to conducting initial and unannounced vulnerability assessments

· CINCs/Services/Agency’s site name

· Signature and signature block of the DAA

Sample Consent to Monitor











Date

Consent to Monitor for SIPRNet, CCSD: ______

In accordance with the requirements of Chairman Joint Staff Instructions (CJCSI) 6211.02, Defense Information System Network and Connected Systems, 23 June 1993, and DISN Secret Internet Protocol Router Network (SIPRNet) connection requirements, we acknowledge that the Defense Information Systems Agency (DISA) will conduct periodic monitoring of SIPRNet.  We acknowledge and consent to DISA conducting an initial vulnerability assessment and periodic unannounced vulnerability assessments on our connected host systems to determine the security features in place to protect against unauthorized access or attack.







Signature







Designated Approving Authority







CINCs/Services/Agency’s    

Approval to Operate (ATO) Letter Requirements
The ATO grants approval for the operation of the system at hand.  The letter will contain:

· The organization’s letterhead and date of signature

· The specified security mode of operations and a specified data sensitivity or classification level

· Defined security safeguards (i.e., administrative, physical, personnel, COMSEC, emission, and computer security controls)

· System/Operating Applications (GCCS, DMS, CIS etc)

· A defined threat and stated vulnerabilities

· Stated interconnection to other systems (subnets/high assurance guards/switches)

· A statement of acceptance of risk for the system

· A specified period of time (Up to three years maximum)

· A specified suite of hardware and software

· A specified operational environment

· Signature and signature block of the DAA

Sample ATO Letter
CINCs/Services/Agency’s Letterhead

Address










Date

SUBJECT:  Final Approval to Operate (ATO) the Secret Internet Protocol Router     

                    Network (SIPRNet) for CCSD: _ _ _ _

Ref:  (a)  Accreditation Support Documentation

1.  In accordance with the provisions of (CINCs/Services/Agency’s) Instruction xxxx, a final Approval to Operate (ATO) is hereby granted to the (CINCs/Services/Agency’s) Network, located in building xxxx, room xxxx, to include (list major applications), address.  This ATO is based upon a review of the information provided in reference (a).  This ATO is valid for as long as the Baseline Security safeguards defined in the (CINCs/Services/Agency’s specific security directives and guidelines) are implemented.  This system is authorized to operate in the threat environment defined in reference (a) and with stated vulnerabilities as identified in the (CINCs/Services/Agency’s Baseline Security Documents).  The ATO system consists of (equipment list).  This system is authorized to process (place maximum level of information being processed) in the (mode of operation).  The (CINCs/Services/Agency’s) network is connected to SIPRNet and (place any other network that may be connected).

2.  This ATO is valid for up to three years from the date of this letter.  Reaccredidation is required before the expiration date of this ATO.  This ATO will terminate sooner if there are any changes that affects the security posture of the system.  It is the responsibility of the senior official in charge of the system to ensure that any change in threat, vulnerability, configuration, hardware, software, connectivity, or any other modification is analyzed to determine its impact on system security.  Appropriate safeguards will be implemented to maintain a level of security consistent with the requirements of this ATO.  

4.  The undersigned accepts the risk for the operation of the (CINCs/Services/Agency’s) system defined above.

      





Signature







Designated Approving Authority







CINCs/Services/Agency’s    

Requirements for Statement of Residual Risk
· CINCs/Services/Agency’s Site letterhead

· Signature date

· Statement of Significant or Residual Risk to the CINCs/Services/Agency’s System at the Users Location

· Assessment of the risk to confidentiality, integrity, availability, and accountability

· Assessment of the system vulnerabilities with respect to the documented threat, ease of exploitation, potential rewards, and probability of occurrence

· Evaluation of operational procedures and safeguards with respect to their effectiveness and ability to offset risk at the CINCs/Services/Agency’s Site

· Signature, full name, and title of Senior Site Official

Sample Statement of Residual Risk
CINCs/Services/Agency’s

Address











Date

SUBJECT:  Statement of Residual Risk for SIPRNet, CCSD: _____

1.  The residual risk to the CINCs/Services/Agency’s is (minimal or other).  This assessment is based on evaluation of the known and presumed threats to the system, the vulnerabilities associated with the CINCs/Services/Agency’s system, and all employed protective countermeasures.

2.  The risk to system and data confidentiality, integrity, availability, and accountability is being maintained to an acceptable level.  The vulnerabilities of the system with respect to the documented threat, ease of exploitation, potential rewards to the threat agent, and probability have been minimized by means of an aggressive Risk Management Program.

3.  This Risk Management Program is based on a continual evaluation of the operational procedures and safeguards of the CINCs/Services/Agency’s network to determine their effectiveness and ability to offset the defined risk at the CINCs/Services/Agency’s site.








Signature








Chief, XX Branch








CINCs/Services/Agency

Requirements for Connectivity Description Diagram

Indicate and label the following devices, features, or information.

· (CINCs/Services/Agency’s) associated devices including hubs, bridges, routers, high assurance guards, firewalls, major applications (i.e. – GCCS, DMS, CIS), gateways, modems, encryption devices, card readers, backup devices, room and bldg. number, surge protectors, UPS, and switches (mechanical – A/B or electronic).

· Actual and planned interfaces to internal and external LANs or WANs (including backside connections).

· SIPRNet connections.

· The flow of information to, from, and through all connections.

· Router Port Number (RTRP), or CCSD number, if known and Host IP address(s).

· Diagrams must be clear and readable. 

This document and all attachments may become classified upon completion.  Please follow your security policies and procedures for the correct classification.  If the document is deemed to be unclassified it must be marked and handled as, “For Official Use Only”

