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1.  INTRODUCTION

This Desktop Application Security Technical Implementation Guide (STIG) provides the technical security policies, requirements, and implementation details for applying security concepts to Commercial-Off-The-Shelf (COTS) applications on desktop workstations.

The nearly universal presence of workstations on the desktops of all levels of staff provides tremendous opportunities for office automation, communication, data sharing, and collaboration.  Unfortunately, this presence also brings about dependence and vulnerabilities.  Malicious and mischievous forces have attempted to take advantage of the vulnerabilities and dependencies to disrupt the work processes of the Government.  Compounding this problem is the fact that the vendors of software applications have not expended sufficient effort to provide strong security in their applications.  Where applications do offer security options, the default settings typically do not provide a strong security posture.

Given the very large set of applications, environments, and implementation strategies, it is not possible to adequately cover every instance.  This document provides guidance on some of the commonly found desktop applications in the most commonly found desktop operating system environments.  Web browsers and e-mail clients were given priority, because they are most common.  Anti-virus products, because of their strategic importance in preventing problems, were also a priority.  Other applications were added as specific requirements were identified.

1.1  Background

Even though this document addresses the security of COTS applications rather than an operating system, it is not possible to completely separate the security issues.  Security is an attribute of the whole as well as of each of the parts.  In accordance with this philosophy, the same policies and guidance that apply clearly to operating systems are also applicable to applications.

Department of Defense (DOD) Directive 5200.28, Security Requirements for Automated Information Systems (AISs), requires the use of security mechanisms for AISs.  The Defense Information Systems Agency Instruction (DISAI) 630-230-19, which implements DOD Directive 5200.28, defines many of the subordinate policies necessary to achieve at least Class C2 compliance.  This guidance will change considerably in the future with the new international standard (Common Criteria for Information Technology Security Evaluation - ISO/IEC 15408) being implemented by the National Information Assurance Partnership (NIAP).  These issues will be addressed in an upcoming release of this STIG.  This document has been supplemented with additional information concerning specific operating system environments including the Microsoft Windows NT and Windows 2000 operating systems.

1.2  Purpose

Desktop workstations are components of the infrastructure that must provide secure, available, and reliable data for all customers.  The purpose of the Desktop Application STIG is to provide the minimum requirements and standards for the controls and options that secure applications running on desktop workstations.  This document applies to environments found at the following sites:

· Defense Enterprise Computing Centers (DECCs)

· Defense Enterprise Computing Center - Detachments (DECC-Ds)

· Regional Network Operations and Security Centers (RNOSCs)

· Systems Support Offices (SSOs)

· DISA Continuity of Operations & Test Facility (DCTF)

· Other DISA customers

Because customer-driven requirements and site operating environments are so varied, a cookie‑cutter approach to security is not practical.  The Information Systems Security Manager (ISSM), the Information Systems Security Officer (ISSO), the Terminal Area Security Officer (TASO), and the Network Security Officer (NSO), in cooperation with customers, must weigh security with operational necessities.  Each site may implement additional security measures as necessary to optimize the system's overall operation, but only with the approval of the site ISSO.

1.3  Scope

The requirements and recommendations set forth in this document will assist ISSOs and ISSMs in protecting Desktop Applications in the DECCs, DECC-Ds, RNOSCs, and SSOs, hereafter referred to as sites.  The document will also assist in identifying external security exposures created when desktop workstations are connected to an Automated Information System (AIS) outside the site's control.  The responsible Configuration Control Board (CCB) will approve revisions to site systems that could have a security impact.  Therefore, before implementing Desktop Application security measures, the ISSO or TASO will submit a change notice to the CCB for review and approval.

Although there are a few different operating system platforms for desktop workstations, the Microsoft Windows platforms are the most common.  Within this realm, Windows NT and Windows 2000 offer the necessary features and facilities for secure operation.  This document addresses applications running on those platforms.

1.4  Authority

The Security Technical Implementation Guides (STIGs) were initially developed to assist the sites in securing their systems against security and infrastructure vulnerabilities.  All sites have a vested interest in maintaining system security, as it directly impacts a site’s Certification and Accreditation (C&A).  Sites are mandated by DISA to have a valid C&A status by the authority derived from Department of Defense (DOD) Directive 5200.28, Security Requirements for Automated Information Systems (AISs), and Public Law 100-235, Computer Security Act of 1987.  The requirements for accreditation of DISA Information Technology are found in Defense Information Systems Agency Instruction (DISAI) 630-230-19.

This process has been extended to Joint Commands seeking to secure their systems against the same vulnerabilities.  While there is no mandate for their use at the Joint Commands, the value of the STIGs has been seen by each of the Unified Commands.

1.5  Writing Conventions

Throughout this document, statements are written using the words “will” and “should.”  The following paragraphs are intended to clarify how these statements are to be interpreted.  A reference using “will” implies mandatory compliance.  All requirements of this kind will also be documented in the italicized policy statements in bullet format, which follow the topic paragraph.  This will make all “will” statements easier to locate and interpret from the context of the topic.  The ISSO or System Administrator (SA) must adhere to the instruction as written.  Only a waiver issued by DISA will table this requirement for DISA facilities.  The waiver will normally have an expiration date, and does not relieve the ISSO or SA from continuing their efforts to meet the requirement.
A reference to “should” is considered a recommendation that further enhances the security posture of the site.  These recommended actions will be documented in the text paragraphs, but not in the italicized policy bullets.  All reasonable attempts to meet these recommendations will be made.  However, if certain factors limit the implementation of this recommendation (such as customer requirements), written documentation will be maintained explaining the reason why the conditions cannot be met and what alternative implementation strategy is supplementing the recommendation.
1.6  Organizational Relationships

Organizational relationships play a significant role in the security environment.  DISA Field Security Operations and the site's organization must provide a robust and secure environment that protects the software and hardware from unauthorized access.  This includes the protection of system level resources (i.e., applications, data base systems, and other utilities used by the Department of Defense [DOD] user community and customers).  The sites, in consideration of customer requests for system administration or operation, must provide a reasonably secure environment for customers.  Owners of the data must define access requirements for their resources (i.e., actual databases, master files, and interactive transactions).

1.7  Security Administration

Centralized security administration and decentralized security administration are both used at many sites.

Centralized security administration maintains authority and responsibility at one location.  In this approach, access requirements are determined, documented, and forwarded to a centralized administrator.  The centralized administrator is responsible for maintaining these requirements in the security environment.

Decentralized security administration maintains responsibility at one location but allows the selective delegation of authority to subordinate organizations.  With this approach, the main administration of security remains at a central location.  Limited authority for administration capabilities can be delegated to an authorized person to maintain a subset of the security environment.  Although the authority has been delegated, the ultimate responsibility remains with the ISSO.  The controls identified in this document are applicable regardless of the administration approach being used.

1.8  Information Operations Condition (INFOCON)

1.8.1  Purpose

The Information Operations Condition (INFOCON) for the Department of Defense recommends actions to uniformly heighten or reduce defensive posture, to defend against computer network attacks, and to mitigate sustained damage to DOD information infrastructure, including computer and telecommunications networks and systems.  It is the responsibility of the site to ensure compliance with the Joint Chiefs of Staff memorandum, CM-5, Information Operations Condition (INFOCON), dated 10 March 1999.  Additionally, the ISSM will be responsible for developing any new supplemental procedures that are required (or for modifying old procedures) in order to comply with INFOCON guidance.
1.8.2  Description

The INFOCON system presents a structured, coordinated approach to defend against and react to adversarial attacks on DOD computer and telecommunication networks and systems.  While all communications systems are vulnerable to some degree, factors such as low-cost, readily available information technology, increased system connectivity, and standoff capability make a computer network attack (CNA) an attractive option to our adversaries at present.  CNA is defined as “operations to disrupt, deny, degrade, or destroy information resident in computers and computer networks, or the computers and networks themselves.”  INFOCON also outlines countermeasures to scanning, probing, and other suspicious activity; unauthorized access; and data browsing.  The INFOCON levels and their meaning are listed in the table below.  Countermeasures at each level include preventive actions, actions taken during an attack, and damage control/mitigating actions.

Table 1.  INFOCON LEVELS (1.8.2 a)

	INFOCON LEVELS

	Normal
	Normal Activity

	Alpha
	Increased Risk of Attack

	Bravo
	Specific Risk of Attack

	Charlie
	Limited Attack

	Delta
	General Attack


Users with access to the SIPRNet can review INFOCON documents on the JTF‑CND site at http://199.208.165.20/CNDJTFWG/infocon/infocon.html.  Users with appropriate access to the Information Assurance Support Environment (IASE) web site can find documentation at https://iase.disa.mil/.
1.8.3  Authority

The INFOCON system is established by the Secretary of  Defense and administered through the Director of Operations, Joint Staff (J-3).  INFOCON applies to the Joint Staff, Services, combatant commands, and Defense agencies, as well as joint, combined, and other DOD activities throughout the entire conflict spectrum—peacetime through war.

· Sites will comply with INFOCON procedures in accordance with the CJCS INFOCON Memo dated 10 March 1999.
· ISSMs will develop supplemental procedures, as required, in consonance with INFOCON guidance.
1.9  Department of Defense Computer Emergency Response Team (DOD-CERT)

The Department of Defense Computer Emergency Response Team (DOD-CERT) is the approved DOD source for vulnerability information.  The DOD‑CERT web site is at http://www.cert.mil/ and on the SIPRNet at http://www.cert.smil.mil/.

Malicious incidents would ultimately be reported to DOD-CERT in accordance with local policy.

1.10  DISA Information Assurance Vulnerability Alert (IAVA)/Vulnerability Compliance Tracking System (VCTS) Processes

DISA developed and mandated the Vulnerability Compliance Tracking System (VCTS) to notify its commands, agencies, and organizations of new and potential security vulnerabilities that are documented in Information Assurance Vulnerability Alerts (IAVAs).  The VCTS meets the DOD mandate to ensure that IAVAs are received and acted on by all System Administrators (SAs).  It provides a mechanism to ensure that new vulnerabilities are corrected within the specified time period.  It provides the means, via the SRRDB (Security Readiness Review Database), for scheduling periodic validations of system status.  The unclassified and classified VCTSs are managed by the DECC-Detachment at Chambersburg, Pennsylvania.

The IAVA and VCTS processes apply on a system basis.  Because this document applies to applications rather than a system platform, these processes are not discussed in detail here.  Please refer to the Addendum to the NSA Guide to Securing Microsoft Windows NT Networks (NSA NT Guide) for details.

When an SRR that includes Desktop Application items is conducted, each system is checked to ensure IAVA compliance.  This document includes information on IAVAs issued for applicable desktop applications.  These include all relevant IAVAs from CY1998 through the publication date of this document.  Where applicable, these IAVAs are referenced in summary format in the main sections of this document.  Additional details for the related IAVAs may be found in Appendix C, Information Assurance Vulnerability Alert (IAVA) Compliance.

· All DISA information systems will be registered with the VCTS.

· System Administrators (SAs) responsible for information systems will be registered with the VCTS.

· The ISSO and ISSM, in coordination with the SA, will be responsible for ensuring that all IAVA bulletins are responded to within the specified time period.

1.11  Certification and Accreditation and the Security Readiness Review Process

DOD Instruction 5200.40, DOD Information Technology Security Certification and Accreditation Process (DITSCAP) and DOD 8510-1-M, DITSCAP Application Manual, implement a standardized policy, assign responsibilities, and prescribe the procedures to be used by all DOD organizations for the Certification and Accreditation (C&A) of their information technology assets, including information systems, networks, and sites.

The C&A process incorporates the culmination of all previous security reviews and tests, as well as the current and planned security tools, guides, and processes encompassed by the SRR process.  Within this framework, DISA and other Command, Service, and Agency (CSA) organizations should be made aware that the results of the SRRs and vulnerability assessment scans conducted at their sites represent the major part of their C&A security posture.  Therefore, it is in the site’s best interest to correct identified security vulnerabilities as quickly as possible.  For DISA sites, this means a 100% immediate correction of the most serious findings (Category I) and an 80% closure rate for all Category II findings prior to being accredited at the Class C2 or the Evaluated Assurance Level (EAL) 3 functional level of trust, as established by the Common Criteria for Information Technology Security Evaluation.
1.12  Education and Awareness Programs

For the system integrity guidelines and policies to function, personnel in the Systems/Technical Support and Security offices must periodically be advised of their responsibilities regarding the protection of information systems.

The ISSO, and other personnel to whom security administration functions have been delegated, will receive adequate and continuing training in the use and implementation of security products being used at the sites for which they are responsible.

Personnel in the Systems/Technical Support office will receive adequate training in the installation and maintenance of the Access Control Products (ACPs) in use at the sites for which they are responsible.  They will also receive adequate and continuing training covering security product functionality.

The DISA Certification Program Training Requirements for System Administrators (SAs) and Systems Service Providers (SSPs) provides guidance to accomplish the directives outlined in the memo subject, “Revised Certification Program Requirements for System Administrators,” signed by the Chief of Staff, 29 November 1999.  DISA requires that all SAs be certified, at a minimum, to Level I.

· All SAs at the local site will be DISA Level I certified.

1.13  Vulnerability Category Definitions

The Security Readiness Review process produces reports that detail the findings of variation from the STIG requirements.  These findings are classified by severity into the following categories:

Table 2.  SRR FINDINGS SEVERITY CODES (1.13 a)

	SEVERITY CODE
	DESCRIPTION

	Category I
	Vulnerabilities that allow an attacker immediate access into a machine, allow superuser access, or bypass a firewall

	Category II
	Vulnerabilities that provide information that has a high potential of giving access to an intruder

	Category III
	Vulnerabilities that provide information that potentially could lead to compromise

	Category IV
	Vulnerabilities that, when resolved, will prevent the possibility of degraded security


Please refer to the DISA Security Readiness Review Process Guide for details.

1.14  Waivers and Exemptions

Deviations from the standards may be allowed as long as the following conditions are met and the site that is requesting the waiver/exemption has accomplished the highest level of compliance possible before requesting the waiver/exemption:

· Class C2 or EAL3 controls are not jeopardized.

· A true business case justifies each deviation.

· The security of the site is not adversely affected.

· The site documents what was done to comply to the requirement before the waiver/exemption is requested.

A process has been formalized and provided to all DISA Field Security Operations elements outlining the methodology for requesting a waiver and/or an exemption to a policy.  Appropriate agencies will review waiver/exemption requests and make an assessment to determine (1) if the waiver/exemption will be granted, and (2) the length of time the waiver/exemption will be in effect.

After a Security Readiness Review (SRR), a report of findings will be presented to the organization.  If findings cannot be resolved in a timely manner, a waiver/exemption may be requested.  Justification may include operational reasons, technical conflicts, and insufficient funding.

A request for a waiver/exemption should identify a plan and timetable for resolving the finding(s).  Any supplemental security countermeasures should also be addressed.

Consult the DISA WESTHEM Security Handbook, Section 3.25, Waivers and Exemptions, for information about the waiver/exemption process.  Also refer to the waiver template on the FSO web site at https://guides.ritchie.disa.mil/.
1.15  Related Documents

This Desktop Application STIG is one in a series of STIGs published by DISA.  The goal of this document is to provide guidance for the most common desktop application technology.  The other documents in the series provide the sites with an information security protection scheme for a wide range of information technology architectures.

Appendix A, Related Publications, lists DOD and Government documents directly related to desktop application security.  It also provides some useful references to Government and commercial web sites that can provide further technical information.

1.16  STIG Distribution

Compliance with the applicable Security Technical Implementation Guide (STIG) is mandatory for systems residing in a DISA facility and for any system directly administered by DISA.  The use of the principles and guidelines in this STIG will provide an environment that meets or exceeds the security requirements of DOD systems operating at the C2 system high level or EAL3 level, containing unclassified but sensitive information.  In the interest of promoting enhanced security for systems both inside DOD and within the Federal Government's computing environments, DISA encourages any interested DOD activity or party to obtain the applicable STIG from the Information Assurance Support Environment (IASE) web site.  This site contains the latest copies of any STIG, as well as checklists, scripts, and other related security information.

The NIPRNet URL for the IASE site is https://iase.disa.mil/.  The SIPRNet URL is http://iase.disa.smil.mil/.  Access to the STIGs and other restricted documents requires a network connection that originates from a .mil or .gov address and, for some documents including the STIGs, a DOD‑issued client PKI identity certificate.  To obtain a DOD PKI certificate, see your DOD PKI Registration Authority (RA), Local Registration Authority (LRA), or other DOD PKI representative.  Non-DOD personnel requiring access to restricted documents should see one of the Interim External Certification Authorities (IECA) for assistance in obtaining a PKI certificate that will inter-operate with the DOD PKI.  Additional questions can be referred to the Field Security Operations Support Desk at DSN 570-9264, commercial 717-267-9264, or e-mail to fso_spt@ritchie.disa.mil.

The only way to verify that you have the latest copy of a STIG is to check the IASE site.  There could be circumstances, however, such as distribution of a particular STIG to a group of people, where it would not be practical for each intended recipient to individually access the IASE site.  In this case, distribution of this document in either soft copy or hard copy form to other DOD or Government agencies is permitted as long as the following rules are observed:

· Language, scripts, and other information can be copied into another agency’s internal documents and modified if desired, but no changes will be made to a copy of any STIG and/or distributed to anyone as a DISA document.  All STIG changes will be made through DISA Field Security Operations.

· This document may be distributed to military personnel, civil service personnel, and contractors working under contract to the Federal Government as long as the individuals involved have a legitimate need to know and are involved in either software development and testing, computer security, or systems administration for their organization.

· Distribution can be made via diskette or other physical media or e-mail or hard copy.

· Neither the STIG nor any substantial subset of the STIG will ever be posted to any web page, FTP server, or another system open to the public.

1.17  Document Revisions

Submit change requests to this document using the Document Revision Request form in Appendix D.  Forward the completed form to the following address:

DISA Field Security Operations
ATTN:  Desktop Application STIG Support, D331
One Overcash Avenue, Building #1
Letterkenny Army Depot
Chambersburg, PA  17201-4122

Either mail the request to this address, or send it by e-mail to stig_comments@ritchie.disa.mil.  D331 will coordinate all change requests with the relevant DISA Field Security Operations organizations, and other DISA organizations as appropriate, before inclusion in this document.

1.18  Future Additions Anticipated

As noted previously, the potential scope of this document is very broad.  The large set of applications, environments, and implementation strategies results in a very large number of unique configurations.  Added to this is the rapid pace of change of information technology applications.

As a result of these facts, the topics covered in this document represent the highest priorities identified to date.  The lack of coverage for a specific topic is not an indication that it is not considered important.  The following topics are being evaluated for future coverage:

· Updates to the Office Automation Suites chapter to include MS Office XP

· Terminal emulation packages such as Hummingbird Exceed

· Remote control packages such as pcAnywhere

· Desktop publishing packages such as Adobe Acrobat

· HTML editing tools such as Netscape Composer

· Desktop firewall packages such as Symantec Desktop Firewall, McAfee Firewall, Zone Labs ZoneAlarm, and Network ICE BlackICE Defender

· File compression packages such as WinZip

· FTP clients such as WS_FTP.

If any of these items should receive special priority or if there are additional topics that should be covered, please refer to Section 1.17, Document Revisions, for instructions on requesting changes and additions to this document.

This page is intentionally left blank.

2.  GENERAL INFORMATION

This section of the document provides the following categories of information:

· Considerations for the terminology and content of this document

· Information relevant to general desktop application security that is not specific to an individual product

· Limited guidance on individual products or categories of products that are not covered in subsequent chapters.

2.1  Supported Environments

The information in this document was written to apply to the software release levels specified in the following table:

Table 3.  SOFTWARE RELEASE APPLICABILITY (2.1 a)

	PRODUCT
	VENDOR
	RELEASE

	Internet Explorer
	Microsoft
	5.5

	Netscape Navigator \ Communicator
	Netscape Communications Corp.
	4.76 \ 4.77

	Norton AntiVirus Corporate Edition
	Symantec
	7.5

	Norton AntiVirus 2000
and Norton AntiVirus 2001
	Symantec
	6
7

	Office 97
and Office 2000
	Microsoft
	8
9

	Outlook 98
and Outlook 2000
	Microsoft
	8
9

	VirusScan
	McAfee
(Network Associates Inc.)
	4.5

	Windows NT
	Microsoft
	4.0

	Windows 2000 Professional
	Microsoft
	5.0


Note that maintenance patches, required by this document, which do not alter the software’s base release level are not reflected in the table above.

2.2  Terminology Conventions

This document uses the term “desktop workstation.”  In the context of this document, a desktop workstation is any machine that is capable of running the Windows NT Workstation or Windows 2000 Professional operating system.  Thus a notebook PC is a desktop workstation for the purposes of this document.

Current desktop applications present a graphical user interface (GUI) for their use and parameter customization.  Most of the parameter settings specified in this document can be examined and changed through the application’s GUI, subject to Windows policy settings.  The following terms are used in describing how to view or configure the settings:

· Dialog – An application dialog is a window presented by the application.

· Menu – An application menu consists of a textual list of actions, commands, or (sometimes) options that can be selected.

· Enable – The term enable is used to describe the selection of a parameter setting, often indicated as an option button or check box in the application GUI.  For example, when a parameter setting specifies “enable,” the associated option button display would indicate that the option is selected.

2.3  Compliance Checking – Manual vs. Automated

In the individual application chapters of this document, instructions are provided to explain a manual method of viewing or changing parameter settings.  These instructions generally involve the use of application dialogs that present the information graphically.  It should be noted that these manual instructions are not intended for use in a general compliance checking process such as a Security Readiness Review (SRR).  The SRR process utilizes automated procedures that are documented in the associated SRR Checklist.

2.4  Alternate Network Connection Security

Although users of desktop applications are usually connected to, and protected by, a network that is part of a secure enclave, there may be cases where a user occasionally uses alternate network connections.  This is most often true of notebook PC users who travel or use their machines at home.  It may also be true of other users who sometimes require external connections to foreign networks.

Desktop application users who alternate between conventional LAN connections and other network connections such as those provided by Internet Service Providers (ISPs) should consider the following:

· The use of an ISP can imply the lack of a firewall or other traffic filtering (e.g., network router) protection.

· The use of cable modem, Digital Subscriber Line (DSL), or Integrated Services Digital Network (ISDN) connections may involve the use of a static IP address.  This static address often represents a higher visibility target.

Users of these alternate network connections should give serious consideration to the use of a desktop firewall product.  In addition, maintaining current anti-virus definitions should be considered essential.

2.5  Other Applications

This section of the document provides guidance for products or categories of products that are not covered in subsequent chapters.  This treatment is intended where specific, detailed product guidance is not considered essential at this time.

2.5.1  Data Backup

Data integrity and availability are key security objectives.  Adequate data backup is one strategy that is crucial to meeting these objectives.  Although users of desktop applications may not be creating mission critical data, all their data represents a resource that, if lost, could result in a permanent loss of information or productivity.

A backup strategy is highly dependent on the physical and logical environments.  In environments where users frequently operate disconnected from a LAN connection, as in the case of notebook PC users who travel, it is not generally practical for the users to store all their data on a file server.  Developers may require standalone copies of program code while additions or alterations are in progress.  For these and other reasons, strict requirements for desktop backup are not addressed in this document.  However, this section does provide recommendations that should be considered.

Users should make conscious decisions about the physical location where desktop application data is stored.  They should be aware of the backup policy for that location.  Any backup policy should be implemented in accordance with the following:

· Mission critical data should be stored on file servers with a formal data backup policy.  Storage of mission critical data on desktop machines should be considered temporary.

· To the greatest extent possible, data files should be stored in a directory hierarchy that is separate from program files.

· An incremental, or change-based, backup solution can be used daily.

· A full data backup solution should be used weekly.

· The backup data should be stored on media or another machine that is not physically close to the original data source.

· Backup media should receive proper care according to its characteristics.  Regular rotation is necessary to ensure usability.

· Backup tools and schedules should be documented.

· Restoration tools and methods should be documented and they should be tested at least annually.

2.5.2  Instant Messaging (IM) Clients

Instant Messaging or IM clients provide a way for a user to send a message to one or more other users in real time.  Additional capabilities may include file transfer and support for distributed game playing.  Communication between clients and associated directory services are managed through messaging servers.  Commercial IM clients include AOL Instant Messenger (AIM), MSN Messenger, and Yahoo! Messenger.  The Windows XP operating system is expected to include the Windows Messenger component as an IM client.

IM clients present a security issue resulting from the fact that the clients route messages through public servers.  The obvious implication is that potentially sensitive information could be intercepted or altered in the course of transmission.  This same issue is associated with the use of public e-mail servers.  In the Defense Information Systems Agency (DISA) Security Technical Implementation Guide on Enclave Security, the use of public accounts is not permitted unless specifically authorized by the CIO.

In order to reduce the potential for disclosure of sensitive Government information, IM clients will not be used without specific authorization from the CIO.  When approved, users will take special precautions to ensure that any sensitive and/or classified information is not transmitted.

3.  MS WINDOWS

It has been estimated that over ninety percent of desktop computers are delivered with some form of Microsoft Windows operating system.  Given this installation base, and the associated number of applications, MS Windows is the de facto standard in desktop operating systems.

Specific guidance for securing the Windows NT operating system is provided by the National Security Agency (NSA) Guide to Securing Microsoft Windows NT Networks and the companion Defense Information Systems Agency (DISA) Addendum to the NSA Guide to Securing Microsoft Windows NT Networks.  Guidance for securing the Windows 2000 operating system is provided by a series of documents that are available from the National Security Agency Information Systems Security Organization (http://www.nsa.gov/isso/index.html).  Failure to follow the guidance in those documents can significantly diminish the value of many of the specifications in this document.

The remainder of this section discusses some general and specific actions that relate to multiple applications that run on the MS Windows platform.

3.1  General Guidance for MS Windows

Security controls that are managed through the underlying operating system platform directly affect the strength of the security that surrounds desktop applications.  This section highlights some measures that are taken to increase that strength.

The administration of Windows user accounts should incorporate the following:

· Account policies with appropriate password controls

· Audit policies that record significant events

· User rights policies that restrict sensitive functions

· User group membership limited to required groups

Access protection for Windows elements must incorporate proper controls on operating system files and Windows Registry entries.

Access to the privileges and file permissions that are correctly configured for user accounts must be further protected by ensuring that user accounts are not utilized by other persons.  This is accomplished through appropriate password-protected screen saver settings and Schedule Service or Task Scheduler Service settings.

All of the measures mentioned here will have been implemented if the guidance in the documents referenced above has been followed.  Please reference the specific settings in those documents to find the appropriate values.

3.2  File Associations

Some applications allow settings configured under control of the Windows operating system to dictate what action is taken when a file is selected in the application window.  File types, based on file name extensions, are configured in the Windows Registry with actions and associated applications.  When a file is selected, the default action specified in the Windows Registry is invoked.  This action may be the execution of a program that uses the file as command input.  When this happens, there is a potential for malicious code to be executed unintentionally.

Because other security measures may not protect against certain types of potentially dangerous files, the Windows Registry specification for the default action can be altered for those file types.  This technique can be used to change the standard default action from executing a program with the file contents as command input to executing an editor with the file contents shown in an edit window.

· The default action in the Windows Registry for the following file types will be changed from Open to Edit.

Table 4.  WINDOWS FILE DEFAULT ACTION UPDATES (3.2 a)

	WINDOWS FILE DEFAULT ACTION UPDATES

	FILE TYPE
	EXTENSION

	JScript Encoded File
	JSE

	JScript File
	JS

	VBScript Encoded File
	VBE

	VBScript File
	VBS

	Windows Script File
	WSF

	Windows Script Host Settings File
	WSH


The file types identified here are all associated with Microsoft’s Windows Script Host (WSH) tool.  It is possible that additional file types might also be associated with it.  Updates to any additional file types are recommended.

These settings can be configured in Windows NT using the File Types tab of the View | Folder Options dialog in Windows Explorer.  In Windows 2000 use the File Types tab of the Tools | Folder Options dialog in Windows Explorer.  The need to update any additional file types can be determined by scanning the HKEY_CLASSES_ROOT section in the Windows Registry for references to wscript.exe.

It must be recognized that performing this change does not remove the danger from malicious code.  Thus the change is not a substitute for an anti-virus tool with current definitions.

NOTE:
The application of this change affects the behavior of multiple Windows applications that utilize the affected Registry settings.  This includes Windows Explorer and Outlook.

4.  ANTI-VIRUS SOFTWARE

Next to properly configured operating system security controls, effective anti-virus software is the most critical tool in securing desktop systems.  The value of up-to-date software with current virus definition files cannot be underestimated.  Malicious programs that result in a denial of service or corruption of data can be thwarted with anti-virus programs that look for signatures of known viruses.

It must be noted that the guidelines in this section have been written to apply to individual workstations.  Using these guidelines for servers does not provide appropriate or adequate protection for servers running complex applications such as MS Exchange or Lotus Notes.

The DOD-CERT makes several anti-virus tools available for download from their web site at http://www.cert.mil/antivirus/antivirus_index.htm.  These tools include two familiar packages that can be used for workstations running Windows NT or Windows 2000:

· Symantec Norton AntiVirus Corporate Edition

· McAfee VirusScan

· Every desktop workstation will have an anti-virus program installed and active for on-access and on-demand virus detection.

4.1  General Guidance for Anti-virus Software

This section provides general guidance that applies to all anti-virus software.  It defines the principles that are applied in the software-specific requirements that are described in the sections that follow.  If there is a requirement to use software that is not covered in the succeeding sections, the guidance in this section should be applied.

Anti-virus software should be installed, configured, and used in accordance with the following:

· Anti-virus software installation files should only be downloaded from a trusted site such as the DOD-CERT or directly from the vendor’s site.

· Anti-virus definition/signature files should only be downloaded from a trusted site such as the DOD-CERT or directly from the vendor’s site.

· Anti-virus definition/signature files should be updated weekly on each workstation, subject to availability.

· Beta or non-production versions of definition/signature files should not be used.

· Anti-virus software should be configured to start automatically when the workstation is booted.

· Anti-virus software should be configured to perform a virus scan of the local hard drives weekly.

· At a minimum, anti-virus software should be configured to scan the following file types in all directories except those used to hold deleted files (e.g., Windows Recycle bin) or files quarantined by the anti-virus software:

· Executable, service, and driver files (i.e., files suffixed with .bat, .bin, .com, .dll, .exe, .sys, etc.)

· Application data files that could contain a form of mobile code (i.e., files suffixed with .doc, .dot, .rtf, .xls, .xlt, etc.)

· When capable, anti-virus software should be configured to scan files incoming from floppy disks, e-mail attachments, web site downloads, and any other locally attached devices such as Zip drives or Personal Digital Assistants.

· When running in on-access modes, anti-virus software should be configured to inform the user at the time a virus is detected.  This allows the user to take any additional action to reduce damage from or propagation of the virus.

4.2  Norton AntiVirus Corporate Edition

Symantec’s Norton AntiVirus Corporate Edition, known hereafter as Norton AntiVirus CE, provides protection from viruses that spread from hard drives, floppy disks, e-mail attachments, and other files that travel across networks.  Norton AntiVirus CE can be used for stand-alone protection or as a managed client that is attached to a Norton AntiVirus server.  This document provides guidance for a stand-alone implementation.

The architecture of Norton AntiVirus CE includes several elements including:

· The Realtime Protection component scans program and document files as they are accessed from disk or downloaded over the network.

· The Scheduled Scans component provides the ability to define on-demand and scheduled scans.

· Norton AntiVirus Services provide underlying support to the Realtime Protection, Scheduled Scans, and other components.

· Norton AntiVirus CE will be installed in accordance with the following:

· Product installation materials will be obtained from a trusted source such as the DOD‑CERT web site at http://www.cert.mil/antivirus/antivirus_index.htm.

· Version 7.5.1 or later of Norton AntiVirus CE will be installed.

The following installation considerations should be noted:

· Options for the protection of e-mail accounts (Microsoft Exchange/Outlook and Lotus Notes) may be displayed during installation.  Therefore e-mail accounts should be configured before Norton AntiVirus CE is installed.

· An option to enable File System Realtime Protection at Windows startup is displayed during installation.  If this option is enabled at installation, later configuration tasks are a bit easier.

4.2.1  Configuration

The configuration guidelines for Norton AntiVirus CE are divided into the following sections:

· Norton AntiVirus Services

· Realtime Protection

· History Options

· Schedule Virus Definition Updates

· Scheduled Scans

This breakdown aligns loosely with the product menu structure.  This allows for somewhat easier manual configuration when necessary.

Because some environments have special situations that require practical variations from the following standards, some of the parameter settings are indicated as recommended.  For those parameter settings, the following information should be considered:

· For parameters that specify File types settings, the recommended option is all items versus less inclusive options.  This provides the maximum protection.  However, in special cases, the additional overhead cost resulting from scanning all items may not provide a justifiable benefit.  In these instances the ISSO may authorize the use of a less inclusive option.
4.2.1.1  Norton AntiVirus Services

· The Norton AntiVirus Services  parameters will be configured according to the settings in the following table:

Table 5.  NORTON ANTIVIRUS SERVICES SETTINGS (4.2.1.1 a)

	NORTON ANTIVIRUS SERVICES SETTINGS

	CATEGORY
	PARAMETER
	REQUIRED SETTING

	[Opening Window]
	General Information:
- Load Norton AntiVirus Services
	
Enable


This setting can be configured from the opening window of the Norton AntiVirus Corporate Edition application.

4.2.1.2  Realtime Protection

· The File System Realtime Protection parameters will be configured according to the settings in the following table:

Table 6.  FILE SYSTEM REALTIME PROTECTION SETTINGS (4.2.1.2 a)

	FILE SYSTEM REALTIME PROTECTION SETTINGS

	CATEGORY
	PARAMETER
	REQUIRED SETTING

	File System Realtime Protection
	Enable file system real-time protection
File types:
- All types
- Selected
Options:
- Display message on infected computer
- Exclude selected files and folders
Drive types:
- Network
Macro Virus
- 1. Action:
- 2. If action fails:
Non-Macro Virus
- 1. Action:
- 2. If action fails:
	
Enable

Enable   [recommended]
Disable  [recommended]


Enable

Disable

Disable

Clean virus from file
Quarantine infected file

Clean virus from file
Quarantine infected file

	File System Advanced Options
	Realtime Protection will scan files that are:

Back up file before attempting repair
	
Accessed or modified (scan on create, open, …)

Enable

	Check Floppies
	Floppy settings:
- Check floppies for boot viruses upon access
- When a boot virus is found:

System shutdown settings:
- Do not check floppies upon system shutdown
	

Enable
Clean virus from boot record

Disable


These settings can be configured in the Configure | File System Realtime Protection dialog of the Norton AntiVirus Corporate Edition application.

· If the MS Outlook e-mail client is installed, the MS Exchange Realtime Protection parameters will be configured according to the settings in the following table:

Table 7.  MS EXCHANGE REALTIME PROTECTION SETTINGS (4.2.1.2 b)

	MS EXCHANGE REALTIME PROTECTION SETTINGS

	CATEGORY
	PARAMETER
	REQUIRED SETTING

	Microsoft Exchange Realtime Protection
	Enable Microsoft Exchange Realtime protection
File types:
- All types
- Selected Extensions
- Selected Types
Notifications:
- Display message on infected computer
- Insert warning into e-mail message
Macro Virus
- 1. Action:
- 2. If action fails:
Non-Macro Virus
- 1. Action:
- 2. If action fails:
	
Enable

Enable   [recommended]
Disable  [recommended]
Disable  [recommended]


Enable

Enable

Clean virus from file
Quarantine infected file

Clean virus from file
Quarantine infected file

	Microsoft Exchange Advanced Options
	When scanning compressed files:
- Scan files inside compressed files
	


Enable


These settings can be configured in the Configure | Microsoft Exchange Realtime Protection dialog of the Norton AntiVirus Corporate Edition application.

4.2.1.3  History Options

· The History Options parameters will be configured according to the settings in the following table:

Table 8.  HISTORY OPTIONS SETTINGS (4.2.1.3 a)

	HISTORY OPTIONS SETTINGS

	CATEGORY
	PARAMETER
	REQUIRED SETTING

	History Options
	Delete histories:
- Delete after
	
30  /  Days


These settings can be configured in the File | Configure Histories dialog of the Norton AntiVirus Corporate Edition application.

4.2.1.4  Schedule Virus Definition Updates

The Schedule Virus Definition Updates component can be used to automatically update the virus definition files.  This option should be reviewed by the ISSO.  Please refer to Section 4.2.2, Software Maintenance, for a comment on this component.

The settings can be configured through the File | Schedule Updates dialog of the Norton AntiVirus Corporate Edition application.

4.2.1.5  Scheduled Scans

To supplement the safeguard provided by the Realtime Protection features, it is necessary to define a task to Scheduled Scans to perform a virus scan of the workstation’s local hard drive(s) on a weekly basis.  Using the following parameters will ensure that the task is configured and scheduled.

· Scheduled Scans will be configured to perform a virus scan of the workstation’s local drive(s) weekly, using the following settings:

Table 9.  SCHEDULED SCANS FILES SETTINGS (4.2.1.5 a)

	SCHEDULED SCANS FILES SETTINGS

	CATEGORY
	PARAMETER
	REQUIRED SETTING

	Scan
	Files
	[- All local hard drivers must be selected.
- All folders and files except for the RECYCLER folder must be selected.]

	Scan Options
	File types:
- All types
- Selected Extensions
- Selected Types
Options:
- Display message on infected computer
- Exclude files and folders
Macro Virus
- 1. Action:
- 2. If action fails:
Non-Macro Virus
- 1. Action:
- 2. If action fails:
	
Enable   [recommended]
Disable  [recommended]
Disable  [recommended]


Enable
Disable

Clean virus from file
Quarantine infected file

Clean virus from file
Quarantine infected file

	Scan Advanced Options
	When scanning compressed files:
- Scan files inside compressed files
Backup options:
- Back up file before attempting repair
Dialog options:
- Show scan progress
	


Enable


Enable

Disable


Table 10.  SCHEDULED SCANS SCHEDULE SETTINGS (4.2.1.5 b)

	SCHEDULED SCANS SCHEDULE SETTINGS

	CATEGORY
	PARAMETER
	REQUIRED SETTING

	Schedule
	Enable scan
Frequency:
- Weekly
When:
	Enable

Enable
[A time and weekday that a user will be logged on to the workstation.]

	Advanced Schedule Options
	Missed Event Options:
- Handle missed events within days of the scheduled time
	Enable
3


Table 11.  SCHEDULED SCANS NAME/DESCRIPTION SETTINGS (4.2.1.5 c)

	SCHEDULED SCANS NAME/DESCRIPTION SETTINGS

	CATEGORY
	PARAMETER
	REQUIRED SETTING

	Name / Description
	Name
	Scan Local HDD


These settings can be created initially using the Edit | New Scheduled Scan dialog of the Norton AntiVirus Corporate Edition application.

4.2.2  Software Maintenance

The current maintenance strategy for Norton AntiVirus CE is a base product.

The current release of Norton AntiVirus CE for Windows NT and Windows 2000 that is available from the DOD-CERT is 7.5.1.

Updating the virus definition files is critical to maintaining the effectiveness of anti-virus software.

· Norton AntiVirus CE virus definition files will be updated weekly on each workstation, subject to availability.

The following maintenance information should be noted:

· Use of the Schedule Virus Definition Updates component to perform virus definition updates is at the discretion of the ISSO.  Another option, such as a Windows domain logon script, may provide better control over the updates applied to a given group.

· Use of the LiveUpdate option to perform program file or virus definition maintenance is not recommended unless a procedure is in place to verify that the updates have been tested independent of the vendor.

· If LiveUpdate is used, it must be configured to retrieve the updates from a trusted site.  Retrieval from a vendor site, over the public Internet, is not recommended on a workstation basis.  As of October 2000, the DOD-CERT can be used as a LiveUpdate host.  Instructions for the configuration can be found through the DOD-CERT web site at http://www.cert.mil/antivirus/antivirus_index.htm.

· The vendor’s web site for support is http://www.symantec.com/techsupp.
4.2.3  Vulnerabilities

As of the publication date of this document, the following Information Assurance Vulnerability Alerts, Bulletins, and Technical Advisories apply to Norton AntiVirus CE:

Table 12.  NORTON ANTIVIRUS CE VULNERABILITIES SUMMARY (4.2.3 a)

	NORTON ANTIVIRUS CE VULNERABILITIES SUMMARY

	VULNERABILITY ID
	TITLE

	No vulnerabilities have been reported at this time.


Details pertaining to the description, countermeasures, and verification procedures for these vulnerabilities can be found in Appendix C, Information Assurance Vulnerability Alert (IAVA) Compliance, of this document.

· The countermeasures identified in the relevant Information Assurance Vulnerability Alerts, Bulletins, and Technical Advisories will be applied.

4.3  Norton AntiVirus 200x

Symantec’s Norton AntiVirus 2000 and Norton AntiVirus 2001 provide anti-virus protection that is very similar to the Norton AntiVirus CE product.  The Norton AntiVirus 200x products are intended for stand-alone implementations.  The two products are actually Versions 6 and 7 of the same package.  The products will be referred to as 200x except where there is a specific difference.

The architecture of Norton AntiVirus 200x consists of several elements including:

· The Auto-Protect component scans program and document files as they are accessed from disk or downloaded over the network.

· The Manual Scans component provides the ability to define on-demand scans.

· The Scheduling component provides the ability to define scheduled scans.

· Norton AntiVirus 200x will be installed in accordance with the following:

· Version 6 (2000), Version 7 (2001), or later of Norton AntiVirus will be installed.

The following installation considerations should be noted:

· Dependent on the specific version, options for the protection of e-mail accounts and for a plug-in to Netscape may be displayed during installation.  Therefore e-mail accounts and Netscape browsers should be installed and configured before Norton AntiVirus 200x is installed.

· Options to enable Auto-protect at Windows startup and to schedule a weekly scan are displayed during installation.  If these options are enabled at installation, later configuration tasks are somewhat easier.

4.3.1  Configuration

The configuration guidelines for Norton AntiVirus 200x are divided into the following sections:

· Manual Scans Options

· Auto-Protect Options

· E-mail Protection Options

· Exclusions Options

· Web Protection Options

· Other Options

· Scheduling

This breakdown aligns loosely with the product menu structure.  This allows for somewhat easier manual configuration when necessary.

Because some environments have special situations that require practical variations from the following standards, some of the parameter settings are indicated as recommended.  For those parameter settings, the following information should be considered:

· For parameters that specify File types to scan settings, the recommended option is all files versus less inclusive options.  This provides the maximum protection.  However, in special cases, the additional overhead cost resulting from scanning all items may not provide a justifiable benefit.  In these instances the ISSO may authorize the use of a less inclusive option.
4.3.1.1  Manual Scans Options

· The Manual Scans parameters will be configured according to the settings in the following table:

Table 13.  MANUAL SCANS OPTIONS SETTINGS (4.3.1.1 a)

	MANUAL SCANS OPTIONS SETTINGS

	CATEGORY
	PARAMETER
	REQUIRED SETTING

	Manual Scans
	Items to scan in addition to files:
 -Master boot records
- Boot records
How to respond when a virus is found
File types to scan:
- All files
- Program files and documents only
- Scan within compressed files
	

Enable
Enable

Ask me what to do

Enable   [recommended]

Disable  [recommended]
Enable


This setting can be configured from the Norton AntiVirus 200x | Options dialog.

4.3.1.2  Auto-Protect Options

· The Auto-Protect parameters will be configured according to the settings in the following table:

Table 14.  AUTO-PROTECT OPTIONS SETTINGS (4.3.1.2 a)

	AUTO-PROTECT OPTIONS SETTINGS

	CATEGORY
	PARAMETER
	REQUIRED SETTING

	Auto-Protect
	Start Auto-Protect when Windows starts up
Scan files when they are:
- Run or opened
- Created or downloaded
How to respond when a virus is found

File types to scan:
- All files
- Program files and documents only
	
Enable

Enable
Enable

Try to repair, then quarantine if…

Enable   [recommended]

Disable  [recommended]

	Auto-Protect Advanced
	Floppy disk scans:
- Scan floppies for boot viruses on access
- Scan floppies for boot viruses when shutting down…
	

Enable

Enable


These settings can be configured from the Norton AntiVirus 200x | Options dialog.

4.3.1.3  E-mail Protection Options

· The E-mail Protection parameters will be configured according to the settings in the following table:

Table 15.  E-MAIL PROTECTION OPTIONS SETTINGS (4.3.1.3 a)

	E-MAIL PROTECTION OPTIONS SETTINGS

	CATEGORY
	PARAMETER
	REQUIRED SETTING

	AntiVirus 2000
E-mail Protection
	Enable e-mail protection
Protected e-mail clients:
- [each configured client]
Action
	Enable

Enable
Ask me what to do

	AntiVirus 2001
E-mail Protection
	E-mail clients:
- [each configured client]
Action
	
Enable
Ask me what to do

	E-mail Protection Advanced
	E-mail scanner control:
- Display tray icon when processing e-mail
	

Enable


These settings can be configured from the Norton AntiVirus 200x | Options dialog.

4.3.1.4  Exclusions Options

· The Exclusions parameters will be configured according to the settings in the following table:

Table 16.  EXCLUSIONS OPTIONS SETTINGS (4.3.1.4 a)

	EXCLUSIONS OPTIONS SETTINGS

	CATEGORY
	PARAMETER
	REQUIRED SETTING

	Exclusions
	Exclusion list
	*.dbx, *.nch, *.VI?


These settings can be configured from the Norton AntiVirus 200x | Options dialog.

4.3.1.5  Web Protection Options

Norton AntiVirus 200x provides a plug-in to Netscape Navigator that can scan for viruses as the browser downloads files.  The interface to this component varies by product release.

· For users of Norton AntiVirus 2000, the Netscape plug-in will be enabled during initial installation or later through the use of the NSPLUGIN.EXE program

· For users of Norton AntiVirus 2001, the Web Protection parameters will be configured according to the settings in the following table:

Table 17.  WEB PROTECTION OPTIONS SETTINGS (4.3.1.5 a)

	WEB PROTECTION OPTIONS SETTINGS

	CATEGORY
	PARAMETER
	REQUIRED SETTING

	Web Protection
	Netscape Navigator:
- Enable browser protection
	
Enable


For Norton Antivirus 2001, these settings can be configured from the Norton AntiVirus 2001 | Options dialog.  The NSPLUGIN.EXE program must be used for Norton AntiVirus 2000.

4.3.1.6  Other Options

There are a number of miscellaneous options identified as Alerts, Activity Log, Scheduling, and General Options.

· The Alerts, Activity Log, Scheduling, and General parameters will be configured according to the settings in the following table:

Table 18.  OTHER OPTIONS SETTINGS (4.3.1.6 a)

	OTHER OPTIONS SETTINGS

	CATEGORY
	PARAMETER
	REQUIRED SETTING

	Alerts
	How to alert:
- Sound an audible alert
Alert when virus definitions are out of date
- Alert me on startup if…
	
Enable


Enable

	Activity Log
	What to log:
- Virus detections
- Quarantine activities
- Completion of manual and scheduled scans
Log file:
- Limit the size of the log file to
- kilobytes
	
Enable
Enable

Enable


Enable
50 [or higher]

	Scheduling
	General:
- Start Norton Program Scheduler when Windows…
- Run missed events at startup
	

Enable
Enable

	AntiVirus 2001
General
	
Microsoft Office 2000 plug‑in:
- Enable plug-in
	


Enable [if MS Office 2000 is installed]


These settings can be configured from the Norton AntiVirus 200x | Options dialog.

4.3.1.7  Scheduling

When Norton AntiVirus 200x is installed using the vendor defaults, a task is defined to perform a virus scan of the workstation’s local hard drive(s).  Although the task is configured, it may not be scheduled properly.  Using the following parameters will ensure that the task is properly scheduled.

· The Scheduling component will be configured to perform a virus scan of the workstation’s local drive(s) weekly, using the following settings:

Table 19.  SCHEDULED EVENTS SETTINGS (4.3.1.7 a)

	SCHEDULED EVENTS SETTINGS

	CATEGORY
	PARAMETER
	REQUIRED SETTING

	Scheduled Events
	Frequency
Schedule
	Weekly
[A weekday and time that the workstation will be powered on.]


These settings can be configured from the Norton AntiVirus 200x | Scheduling dialog.

4.3.2  Software Maintenance

The current maintenance strategy for Norton AntiVirus 200x is a base product with maintenance patches that can be retrieved manually from the vendor’s web site or dynamically via the LiveUpdate component.  Maintenance to program components should be evaluated by the site before implementation on workstations.

The vendor’s maintenance web contains links for virus definition updates, LiveUpdate component updates, and SYMEVENT component updates.

Updating the virus definition files is critical to maintaining the effectiveness of anti-virus software.

· Norton AntiVirus 200x virus definition files will be updated weekly on each workstation, subject to availability.

The following maintenance information should be noted:

· Use of the LiveUpdate option to perform program file or virus definition maintenance is not recommended unless a procedure is in place to verify that the updates have been tested independent of the vendor.

· If LiveUpdate is used, it must be configured to retrieve the updates from a trusted site.  Retrieval from a vendor site, over the public Internet, is not recommended on a workstation basis.  As of October 2000, the DOD-CERT can be used as a LiveUpdate host.  Instructions for the configuration can be found through the DOD-CERT web site at http://www.cert.mil/antivirus/antivirus_index.htm.

· The vendor’s web site for support is http://www.symantec.com/techsupp.
4.3.3  Vulnerabilities

As of the publication date of this document, the following Information Assurance Vulnerability Alerts, Bulletins, and Technical Advisories apply to Norton AntiVirus 2000 or 2001:

Table 20.  NORTON ANTIVIRUS 200x VULNERABILITIES SUMMARY (4.3.3 a)

	NORTON ANTIVIRUS 200x VULNERABILITIES SUMMARY

	VULNERABILITY ID
	TITLE

	No vulnerabilities have been reported at this time.


Details pertaining to the description, countermeasures, and verification procedures for these vulnerabilities can be found in Appendix C, Information Assurance Vulnerability Alert (IAVA) Compliance, of this document.

· The countermeasures identified in the relevant Information Assurance Vulnerability Alerts, Bulletins, and Technical Advisories will be applied.

4.4  McAfee VirusScan

Network Associates Inc.’s McAfee VirusScan provides a comprehensive anti-virus solution for desktop workstations.  It includes on-access scanning, on-demand scanning, and task scheduling.

VirusScan’s architecture consists of several elements including:

· VShield provides the on-access anti-virus scanning functions.  It protects inbound files, those that are being written to the hard disks attached to the workstation.  And it protects outbound files, those that are being read from hard disks attached to the workstation.  VShield also offers E-mail Scan, Download Scan, and Internet Filter components to protect against viruses that may arrive through network application clients such as an e‑mail client or a web browser.

· VirusScan Console provides task management for on-demand scanning tasks.  It offers the capability to define specific scanning operations and schedule those operations for immediate or deferred execution.

· The VirusScan management service initiates and controls all top-level component processes, including VShield and the VirusScan console.  Among other functions, it controls whether or not the anti-virus protection is enabled at the time the desktop workstation is powered on.

· McAfee VirusScan will be installed in accordance with the following:

· Product installation materials will be obtained from a trusted source such as the DOD‑CERT web site at http://www.cert.mil/antivirus/antivirus_index.htm.

· Version 4.5.1 or later of VirusScan will be installed.

· The E-mail Scan, Download Scan, and Internet Filter components will be installed.

The following installation considerations should be noted:

· The Security Type option should be evaluated by the ISSO.  The Maximum Security value restricts non-administrative users from changing some sensitive configuration options.  However, in software development environments, the Standard Security value may be more desirable.

· The E-mail Scan, Download Scan, and Internet Filter options may not, depending on the release of the product, be part of the Typical setup.  A Custom setup may be required to obtain these components during initial product installation.  If not installed initially with the product, the components can be added later.

4.4.1  Configuration

The configuration guidelines for VirusScan are divided into the following sections:

· VirusScan Control Panel

· VShield Scanner

· VirusScan Console

This breakdown aligns loosely with the product menu structure.  This allows for somewhat easier manual configuration when necessary.

Because some environments have special situations that require practical variations from the following standards, some of the parameter settings are indicated as recommended.  For those parameter settings, the following information should be considered:

· For parameters that specify What to scan settings, the recommended option is all versus less inclusive options.  This provides the maximum protection.  However, in special cases, the additional overhead cost resulting from scanning all files may not provide a justifiable benefit.  In these instances the ISSO may authorize the use of a less inclusive option.
· Options that allow the anti-virus protection to be temporarily disabled are not usually permitted.  However, in some application development environments, active virus scanning can cause software failure.  In these instances the ISSO may authorize the use of the option.  The use of scheduled weekly background scans should mitigate this situation.
4.4.1.1  VirusScan Control Panel

· The VirusScan Control Panel parameters will be configured according to the settings in the following table:

Table 21.  VIRUSSCAN CONTROL PANEL SETTINGS (4.4.1.1 a)

	VIRUSSCAN CONTROL PANEL SETTINGS

	CATEGORY
	PARAMETER
	REQUIRED SETTING

	Service
	VirusScan Service:
- Load on startup
	
Enable

	Components
	On Access Scanner:
- Load on startup
VirusScan Console:
- Load on startup
	
Enable

Enable


These settings can be configured from the VirusScan applet in the Windows Control Panel.

4.4.1.2  VShield Scanner

The VShield Scanner components provide on-access anti-virus protection for disk files and other files that arrive via e-mail, download, and browser retrieval.  This section lists the settings for each of the VShield components.  As noted earlier, the E-mail Scan, Download Scan, and Internet Filter components may need to be manually installed if they were not installed initially with the product.

· The VShield System Scan parameters will be configured according to the settings in the following table:

Table 22.  VSHIELD SYSTEM SCAN SETTINGS (4.4.1.2 a)

	VSHIELD SYSTEM SCAN SETTINGS

	CATEGORY
	PARAMETER
	REQUIRED SETTING

	Detection
	Enable System scan
Scan:
- Inbound files
- Outbound files
Scan floppies on:
- Access
- Shutdown
What to scan:
- Default files
- All files
- User specified files
- Compressed files
- Network drives
General:
- System scan can be disabled
	Enable

Enable
Enable

Enable
Enable

Disable  [recommended]
Enable   [recommended]
Disable  [recommended]
Enable
Disable

Disable  [recommended]

	Action
	When a virus is found
Possible actions:
- Clean file
- Delete file
- Move file
- Stop access
- Exclude file
	Prompt for user action

Enable
Enable
Enable
Enable
Enable

	Alert
	If ‘Prompt for Action’ is selected:
- Sound audible alert
	

Enable

	Report
	Log File:
- Log to file
- Limit size of log file to
- kilobytes
What to log:
- Virus detection
- Virus cleaning
- Infected file deletion
- Infected file move
- Session settings
- Session summary
- Date and time
- User name
	
Enable
Enable
100 [or higher]

Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable

	Exclusion
	Item name / Subfolders / From
	[no entries] or
\Recycled\ / Yes / File


The VShield E-mail Scan component provides anti-virus protection for two varieties of e-mail access.  The Corporate Mail option supports a proprietary protocol used by Microsoft Exchange.  The Internet Mail option supports e-mail clients that use the SMTP and POP3 protocols.  As indicated in the following table, the Action, Alert, and Report settings for the E‑mail Scan component apply only when the Corporate Mail option is selected.  Settings for the Download Scan component are used for the Internet Mail option.

· The VShield E-mail Scan parameters will be configured according to the settings in the following table:

Table 23.  VSHIELD E-MAIL SCAN SETTINGS (4.4.1.2 b)

	VSHIELD E-MAIL SCAN SETTINGS

	CATEGORY
	PARAMETER
	REQUIRED SETTING

	Detection
	Enable Scanning of e-mail attachments
E-mail System
If Enable Corporate selected:
Attachments:
- Attachments with default…
- All attachments
- User specified attachments
- Compressed files
	
Enable
[select applicable type]


Disable   [recommended]
Enable    [recommended]
Disable   [recommended]
Enable

	Action
	If Enable Corporate selected:
When a virus is found
Possible actions:
- Delete file
- Move file
- Clean file
- Continue scan
	
Prompt for user action

Enable
Enable
Enable
Enable

	Alert
	If Enable Corporate selected:
If ‘Prompt for Action’ is selected:
- Sound audible alert
	


Enable

	Report
	If Enable Corporate selected:
Log File:
- Log to file
- Limit size of log file to
- kilobytes
What to log:
- Virus detection
- Infected file deletion
- Infected file move
- Session settings
- Session summary
- Virus cleaning
	

Enable
Enable
100 [or higher]

Enable
Enable
Enable
Enable
Enable
Enable


· The VShield Download Scan parameters will be configured according to the settings in the following table:

Table 24.  VSHIELD DOWNLOAD SCAN SETTINGS (4.4.1.2 c)

	VSHIELD DOWNLOAD SCAN SETTINGS

	CATEGORY
	PARAMETER
	REQUIRED SETTING

	Detection
	Enable Internet download scanning
What to scan:
- Default files
- All files
- User specified files
- Scan compressed files
	
Enable

Disable    [recommended]
Enable     [recommended]
Disable    [recommended]
Enable

	Action
	When a virus is found
Possible actions:
- Delete file
- Continue scan
	Prompt for user action

Enable
Enable

	Alert
	If “Prompt for Action” is selected:
- Sound audible alert
	

Enable

	Report
	Log File:
- Log to file
- Limit size of log file to
- kilobytes
What to log:
- Virus detection
- Infected file deletion
- Infected file move
- Session settings
- Session summary
	
Enable
Enable
100 [or higher]

Enable
Enable
Enable
Enable
Enable


· The VShield Internet Filter parameters will be configured according to the settings in the following table:

Table 25.  VSHIELD INTERNET FILTER SETTINGS (4.4.1.2 d)

	VSHIELD INTERNET FILTER SETTINGS

	CATEGORY
	PARAMETER
	REQUIRED SETTING

	Detection
	Enable Java & ActiveX filter
Applets filters:
- ActiveX Controls
- Java classes
	Enable

Enable
Enable

	Action
	When a potentially harmful object is found
	
Prompt for user action

	Alert
	If “Prompt for Action” is selected:
- Sound audible alert
	

Enable

	Report
	Log File:
- Log to file
- Limit size of log file to
- kilobytes
	
Enable
Enable
100 [or higher]


The Sites filter options, IP Addresses to block and Internet URLs to block, are intentionally not addressed here.  It is assumed that Government users are operating in environments that are protected by secure firewall and router configurations.  Maintenance of the settings for these VirusScan options on each desktop workstation would require an excessive amount of time for the limited benefit they might provide.

Settings for the VShield parameters can be configured through the VShield task in the VirusScan Console application.

4.4.1.3  VirusScan Console

The VirusScan Console component provides task management and scheduling services.  It provides the interface for configuring the VShield component, the AutoUpgrade and AutoUpdate tasks, and other background virus scanning tasks.  This section describes configuration tasks required for VirusScan Console.

When VirusScan is installed, some sample VirusScan Console tasks are defined.  Although defined, these tasks are not configured appropriately and are not scheduled.  A new task should be configured and scheduled to perform a virus scan of the workstation’s local hard drive(s) on a weekly basis.  Using the following parameters will ensure that the task is configured and scheduled.

· VirusScan Console will be configured to perform a virus scan of the workstation’s local drive(s) weekly, using the following settings:

Table 26.  SCHEDULED SCAN SETTINGS FOR TASK (4.4.1.3 a)

	SCHEDULED SCAN SETTINGS FOR TASK

	CATEGORY
	PARAMETER
	REQUIRED SETTING

	Program
	Description
Interface Type
Upon Completion
	Scan Local HDD
Scan Only Mode
Auto Exit

	Schedule
	Enable
Run
Start at:
	Enable
Weekly
[A time and weekday that the workstation will be powered on.]


Note that if the scan task is defined to execute under the authority of the logged-on Windows NT account (the default configuration), that user must be logged on at the time the scan is scheduled to execute.

Table 27.  SCHEDULED SCAN SETTINGS FOR SCAN (4.4.1.3 b)

	SCHEDULED SCAN SETTINGS FOR SCAN

	CATEGORY
	PARAMETER
	REQUIRED SETTING

	Detection
	Item name / Subfolders


What to scan:
- Scan Memory
- Scan boot sectors
- Default files 
- All files
- User specified files 
- Compressed files
- Start automatically
	C:\  /  Yes
 [and all other local hard drives]

Enable
Enable
Disable    [recommended]
Enable     [recommended]
Disable    [recommended]
Enable
Enable

	Action
	When a virus is found
	Clean infected files automatically

	Alert
	If “Prompt for Action” is selected:
- Sound audible alert
	

[N/A]

	Report
	Log File:
- Log to file
- Limit size of log file to
- kilobytes
What to log:
- Virus detection
- Virus cleaning
- Infected file deletion
- Infected file move
- Session settings
- Session summary
- Date and time
- User name
	
Enable
Enable
100 [or higher] 

Enable
Enable
Enable
Enable
Enable
Enable
Enable
Enable

	Exclusion
	Item name / Subfolders / From
	\Recycled\ / Yes / File


The Interface Type, Upon Completion, and Action parameter settings are configured with the intent of providing a background task that does not require user interaction.  This is consistent with scheduling this task for a time when the workstation is powered on, but not necessarily being used.

These settings are configured through the VirusScan Console application.  Its interface can be accessed through the VirusScan Console icon in the Windows System Tray.

Please refer to the next section for a comment on the pre-configured AutoUpgrade and AutoUpdate tasks.

4.4.2  Software Maintenance

The current maintenance strategy for VirusScan includes a base product.

The current release of VirusScan for Windows NT and Windows 2000 that is available from the DOD‑CERT is 4.5.1.

Updating the virus definition files is critical to maintaining the effectiveness of anti-virus software.

· VirusScan virus definition files will be updated weekly on each workstation, subject to availability.

The following maintenance information should be noted:

· Use of the AutoUpgrade VirusScan Console task to perform program file maintenance is not recommended unless a procedure is in place to verify that the updates have been tested independent of the vendor.

· Use of the AutoUpdate VirusScan Console task to perform virus definition updates is at the discretion of the site.  Another option, such as a Windows domain logon script, may provide better control over the updates applied to a given group.

· If either AutoUpgrade or AutoUpdate are used, they must be configured to retrieve the updates from a trusted site.  Retrieval from a vendor site, over the public Internet, is not recommended on a workstation basis.

· The vendor’s web site for support is http://www.mcafee.com/support/.
4.4.3  Vulnerabilities

As of the publication date of this document, the following Information Assurance Vulnerability Alerts, Bulletins, and Technical Advisories apply to McAfee VirusScan:

Table 28.  MCAFEE VIRUSSCAN VULNERABILITIES SUMMARY (4.4.3 a)

	MCAFEE VIRUSSCAN VULNERABILITIES SUMMARY

	VULNERABILITY ID
	TITLE

	No vulnerabilities have been reported at this time.


Details pertaining to the description, countermeasures, and verification procedures for these vulnerabilities can be found in Appendix C, Information Assurance Vulnerability Alert (IAVA) Compliance, of this document.

· The countermeasures identified in the relevant Information Assurance Vulnerability Alerts, Bulletins, and Technical Advisories will be applied.
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5.  WEB BROWSERS

Web browsers are the client applications that communicate with web servers.  Because early versions were available at low or no cost and because they are now bundled with operating systems of all types, browsers are now installed on practically every desktop computer.  The proliferation of web sites and the associated easy access to information have made web browsers critical business applications.

It must be noted that the guidelines in this section have been written to apply to individual workstations.  For server installations, the security options discussed here should almost certainly be set to more restrictive values.  When practical, web browsers should not be installed on servers.  However, due to the implementation of shared components and use in product administration, it is usually not practical to remove MS Internet Explorer.  In addition, servers that function as web servers may require a local browser to perform administrative tasks.

As with other widely available, highly used software products, web browsers have become common targets for people intending to disrupt business processes.  The following types of attacks are commonly used:

· Data sent to the browser can contain mobile code that can damage files on the client computer.  Damage can range from simple disruption to alteration and permanent data loss.

· Data sent to the browser can contain mobile code that can cause the disclosure of data stored on the client or a weakening of client security so that other attempts to acquire data can be successful.

· Data sent to the browser can contain mobile code that spawns some form of attack on other clients or servers by propagating malicious code or by creating conditions that can result in a denial-of-service (DoS).

The following sections of this document discuss countermeasures to be taken.  There is a general discussion of guidelines followed by discussions of specific clients.  For each client, three areas are discussed—configuration, software maintenance, and vulnerabilities.  The configuration section describes security-related settings that can be made to control client software behavior.  The software maintenance section describes security-related updates to the client software to eliminate vulnerabilities or enhance security function.  The vulnerabilities section summarizes known vulnerabilities that must be addressed.

5.1  General Guidance for Web Browsers

This section provides general guidance that applies to all web browsers.  It defines the principles that are used in the product-specific requirements that are described in the sections that follow.  If there is a requirement to use software that is not covered in the succeeding sections, the guidance in this section should be applied.

Although the stated guidelines may work for other platforms, Microsoft Windows NT 4.0 and Microsoft Windows 2000 are the assumed host platforms for the browser clients.

Browsers should be installed, configured, and used in accordance with the following:

· Only versions of browsers that are capable of 128-bit encryption and the use of SSL should be used to connect to Government servers.

· Options applicable to the SSL protocol should be configured such that it is not possible for a non-encrypted SSL session to be established.

· If available in the installed anti-virus software, the browser protection option should be enabled.

· Bundled e-mail packages such as Netscape Messenger or Outlook Express should not be configured to connect to Government servers.

· Options that automatically search for or install software updates should be disabled.

· Options that could cause unintended connections to web sites external to the local security enclave should be disabled.  This includes the specification of a startup home page that is not within the local enclave.

· Options that provide warnings when a user switches between secure (SSL-enabled) and non-secure pages should be enabled.

An individual note about home page parameters is warranted.  The browser home page parameter specifies the web page that is to be displayed when the browser is started and when product-specific buttons or key sequences for the home page are accessed.  Because a web page can contain mobile code that is executed as the page is displayed, the browser’s home page should be set to blank or should be one that is served from a trusted site.  This trusted site may be a local site that is within the security enclave of the user or another trusted site such as the DOD‑CERT (http://www.cert.mil/).  This direction is implemented in the sections that follow for each browser.

5.1.1  Secure Browser Sessions and Digital Certificates

The capability for secure sessions between web browsers and servers is essential.  A common method of securing sessions is the use of a protocol that provides data integrity and encryption services.  Secure Sockets Layer (SSL) is the most commonly used protocol of this type; most commercial browsers support Versions 2 and 3 of SSL.  Transport Layer Security (TLS) is the successor to SSL, but is not yet as widely implemented.

To enable web browser sessions that use SSL or TLS, digital certificates are required.  From an ownership perspective, there are Certification Authority (CA) certificates, server certificates, and user certificates.  Although the SSL protocol specifies that user certificates are optional, security is significantly enhanced by the use of both server and user certificates.  The management of digital certificates requires the use of a Public Key Infrastructure (PKI).  A discussion of PKI implementation is beyond the scope of this document.  Information can be found in the Memorandum for: Secretaries of the Military Departments [et al], Department of Defense (DOD) Public Key Infrastructure (PKI) document listed in Appendix A, Related Publications.  Direction on the implementation of certificates on web servers is provided in the DISA Web Application Security Technical Implementation Guide.  Limited information on user certificates is provided for the Netscape browser in Section 5.2.1.3, Certificates, and for the Microsoft browser in Section 5.3.1.5, Certificates.

The presence of specific certificates is especially important with regard to CA certificates.  Because these certificates are involved in trust relationships that are used to confirm identity, it is important to verify that appropriate CA certificates for the DOD PKI are present.  A check for the certificate of the DOD Medium Assurance PKI Root Certificate Authority will be performed.  Certificates for the DOD PKI External Certificate Authorities (ECAs) and Interim ECAs (IECAs) may be installed at the site’s option.  Other CA certificates should not be added to those supplied with the browser.

Because the implementation of the DOD PKI is an ongoing project, ISSOs are advised to routinely check for current guidance at the Information Assurance Support Environment (IASE) web site at http://iase.disa.mil/.

5.1.2  Mobile Code

Mobile code is defined as “software obtained from remote systems outside the enclave boundary, transferred across a network, and then downloaded and executed on a local system without explicit installation or execution by the recipient.”  This definition and the policy for mobile code is described in the Memorandum for: Secretaries of the Military Departments [et al], Policy Guidance for use of Mobile Code Technologies in Department of Defense (DOD) Information Systems document listed in Appendix A, Related Publications.

Because the web browser is a primary host for the execution of mobile code, it is critical to configure the parameters that impact mobile code execution.  The following table summarizes the types of mobile code and the applicable policy:

Table 29.  MOBILE CODE POLICY (5.1.2 a)

	MOBILE CODE POLICY

	CATEGORY
	TECHNOLOGY
	POLICY

	1
	ActiveX,
Windows Scripting Host,
UNIX Shell Scripts,
DOS Batch Scripts
* when used as mobile code *
	May be used only when signed with a DOD‑approved PKI code signing certificate and obtained from a trusted source

	2
	Java Applets and other Java mobile code
Visual Basic for Applications (VBA)
LotusScript
PerfectScript
Postscript
	May be used if obtained from a trusted source over an assured channel.

If executed in a constrained environment without access to local system and network resources, unsigned code, whether or not obtained from a trusted source over an assured channel, may be used.

	3
	Javascript
VBScript
Portable Document Format (PDF)
Shockwave/Flash
	May be used


These policies are implemented through the parameter settings described in the following sections.

5.2  Netscape Navigator

Navigator is a web browser client from Netscape Communications Corporation.  Over several product generations it has been offered as a standalone product as well as a component in a bundle of related communications clients.  The version of the browser that is covered in this section is most commonly bundled in the Netscape Communicator suite.

· Netscape Navigator will be installed in accordance with the following:

· Version 4.76 or 4.77 of Navigator (or the Communicator bundle) will be installed.

· The version installed will be capable of 128-bit encryption.

These characteristics can be verified in Navigator from the Help | About Communicator dialog.  The capability for 128‑bit encryption is indicated by the phrase, “This version supports U.S. security…”

5.2.1  Configuration

Navigator has a number of security-related options that must be set.  This document section is broken down into subsections that align loosely with the product menu structure.  This allows for somewhat easier manual configuration when necessary.

5.2.1.1  Navigator Preferences

· The Navigator Preferences parameters will be configured according to the settings in the following table:

Table 30.  NAVIGATOR PREFERENCES SETTINGS (5.2.1.1 a)

	NAVIGATOR PREFERENCES SETTINGS

	CATEGORY
	PARAMETER
	REQUIRED SETTING

	Navigator
	Navigator starts with
	Blank page
    or
Home page

	
	Home page - Location
	[If any, a trusted site]

	Advanced
	Enable Java
	Enable

	
	Enable JavaScript
	Enable

	
	Cookies
	Accept only cookies that get sent back to the originating server
[site option]

	
	SmartUpdate
- Enable SmartUpdate
	
Disable


These settings can be configured in Navigator from the Edit | Preferences dialog.

5.2.1.2  Navigator Security

· Navigator Security parameters will be configured according to the settings in the following table:

Table 31.  NAVIGATOR SECURITY SETTINGS (5.2.1.2 a)

	NAVIGATOR SECURITY SETTINGS

	CATEGORY
	PARAMETER
	REQUIRED SETTING

	Passwords
	Set Password
	[A user-specified value that conforms to the DOD Password Management Guideline.]

	
	Communicator will ask for this Password:
	Every time your certificate is needed

	Navigator
	Show a warning before:
- Entering an encrypted site
- Leaving an encrypted site
- Viewing a page with an encrypted/unencrypted  mix
- Sending unencrypted information to a Site
	
Enable
Enable

Enable

Enable

	
	Certificate to identify you to a web site
	
Ask Every Time

	
	Advanced Security (SSL):
- Enable SSL v2
	
Enabled
[see cipher settings below]

	
	Advanced Security (SSL):
- Enable SSL v3
	
Enabled
[see cipher settings below]

	Cryptographic Modules
	Cryptographic Modules
	Netscape Internal PKCS #11 Module


These settings can be configured in Navigator from the Communicator | Tools | Security Info dialog.

Using Navigator’s Advanced Security (SSL) Configuration section, it is possible to enable specific cryptographic algorithms to be used during SSL browser sessions.  Because these settings allow a user to specify a configuration in which an SSL session without encryption could be established, it is critical to ensure that proper settings are maintained.

· The settings for enabled ciphers for SSL v2 will be configured as follows:

Table 32.  NAVIGATOR SSL v2 CIPHER SETTINGS (5.2.1.2 b)

	NAVIGATOR SSL V2 CIPHER SETTINGS

	CIPHER TYPE
	STATUS

	RC4 encryption with a 128‑bit key
	Enable

	RC2 encryption with a 128‑bit key
	Enable

	Triple DES encryption with a 168‑bit key
	Enable

	DES encryption with a 56‑bit key
	Enable

	RC4 encryption with a 40‑bit key
	Enable

	RC2 encryption with a 40‑bit key
	Enable


· The settings for enabled ciphers for SSL v3 will be configured as follows:

Table 33.  NAVIGATOR SSL v3 CIPHER SETTINGS (5.2.1.2 c)

	NAVIGATOR SSL v3 CIPHER SETTINGS

	CIPHER TYPE
	STATUS

	RC4 encryption with a 128-bit key and an MD5 MAC
	Enable

	FIPS 140‑1 compliant triple DES encryption and SHA‑1 MAC
	Enable

	Triple DES encryption with a 168-bit key and a SHA‑1 MAC
	Enable

	FIPS 140‑1 compliant DES encryption and SHA‑1 MAC
	Enable

	DES encryption with a 56-bit key and a SHA‑1 MAC
	Enable

	RC4 encryption with a 56-bit key and a SHA‑1 MAC
	Enable

	DES encryption in CBC mode with a 56‑bit key and a SHA‑1 MAC
	Enable

	RC4 encryption with a 40‑bit key and an MD5 MAC
	Enable

	RC2 encryption with a 40‑bit key and an MD5 MAC
	Enable

	No encryption with an MD5 MAC
	Disable


These settings can be configured in Navigator from the Communicator | Tools | Security Info dialog.

5.2.1.3  Certificates

As discussed earlier, digital certificates are used in the SSL protocol that supports secure browser sessions.  Because the certificates are critical parts of the identification and authentication process, attention to the installed certificates is important.

· The following guidance applies to the use of digital certificates on desktop computers:

· The certificate for the DOD Medium Assurance PKI Root Certificate Authority will be installed.

· The certificates for the DOD PKI External Certificate Authorities (ECAs) and Interim ECAs (IECAs) may be installed at the site’s option.

· CA certificates other than those noted above will not be added to the certificates supplied with the browser software.

User certificates should be installed in accordance with the instructions provided by the Local Registration Authority (LRA) or Trusted Agent (TA) that supply them.  In all cases, certificate use must be under password control.  The settings required in Section 5.2.1.2, Navigator Security, will ensure that this protection is active.

The installed certificates can be verified in Navigator from the Communicator | Tools | Security Info dialog.

5.2.2  Software Maintenance

Netscape has not usually identified individual maintenance patches for Navigator.  Maintenance is usually supplied as a new release of the browser with a specified release number.

As noted earlier, the current release of Navigator that should be obtained for Government use is 4.76 or 4.77.  Although earlier as well as later releases may be available, their use has not been evaluated in terms of security parameter considerations.

As described in the previous section, the SmartUpdate feature of Navigator should not be enabled.  This could permit maintenance to be applied without adequate review for security considerations.

The vendor’s web site is http://home.netscape.com/browsers/index.html.

5.2.3  Vulnerabilities

As of the publication date of this document, the following Information Assurance Vulnerability Alerts, Bulletins, and Technical Advisories apply to Netscape Communicator:

Table 34.  NAVIGATOR VULNERABILITIES SUMMARY (5.2.3 a)

	NAVIGATOR VULNERABILITIES SUMMARY

	VULNERABILITY ID
	TITLE

	2000-B-0002
	Netscape Navigator Improperly Validates SSL Sessions


Details pertaining to the description, countermeasures, and verification procedures for these vulnerabilities can be found in Appendix C, Information Assurance Vulnerability Alert (IAVA) Compliance, of this document.

· The countermeasures identified in the relevant Information Assurance Vulnerability Alerts, Bulletins, and Technical Advisories will be applied.

5.3  Microsoft Internet Explorer

Internet Explorer, known hereafter as IE, is a web browser client from the Microsoft Corporation.  It is (currently) bundled in, and shares components with, each Microsoft operating system.  IE also owns components used by other products such as Microsoft Outlook that render HTML documents for display.  Because of these product relationships, it is important that steps be taken to ensure proper configuration settings and product maintenance even when IE is not explicitly used as a browser.

· IE will be installed in accordance with the following:

· Version 5.5 with Service Pack 1 (SP1) of Internet Explorer will be installed.

· The installed version will be capable of 128-bit encryption.

These characteristics can be verified in IE from the Help | About Internet Explorer dialog.  The capability for 128‑bit encryption is indicated by the phrase “Cipher Strength: 128‑bit.”

5.3.1  Configuration

IE has a number of security-related options that must be set.  This document section is broken down into subsections that align loosely with the product menu structure.  This allows for somewhat easier manual configuration when necessary.

5.3.1.1  Internet Options

· The Internet Options parameters will be configured according to the following settings:

Table 35.  IE INTERNET OPTIONS (5.3.1.1 a)

	IE INTERNET OPTIONS

	CATEGORY
	PARAMETER
	REQUIRED SETTING

	General
	Home page - Address
	about:blank
     or
[A trusted site]

	Security
	Local intranet – Sites
- Include all local (intranet) sites not listed in other zones
- Include all sites that bypass the proxy server
- Include all network paths (UNCs)
	

Disable

Disable

Disable

	
	Security level for this zone
[applies to all zones]
	Custom level
[See Security Zone Settings in the following section.]

	Advanced
	Automatically check for Internet Explorer updates
	Disable

	
	Enable Install On Demand
	Disable

	
	Display results, and go to the most likely site
	Disable

	
	Just go to the most likely site
	Disable

	
	Check for publisher’s certificate revocation
	Enable

	
	Check for server certificate revocation
	Enable

	
	Do not save encrypted pages to disk
	Enable

	
	Use Fortezza
	Site option

	
	Use PCT 1.0
	Disable

	
	Use SSL 2.0
	Enable

	
	Use SSL 3.0
	Enable

	
	Use TLS 1.0
	Site option

	
	Warn about invalid site certificates
	Enable

	
	Warn if changing between secure and not secure mode
	Enable

	
	Warn if forms submittal is being redirected
	Enable


These settings can be verified in IE from the General, Security, and Advanced tabs of the Tools | Internet Options dialog.  Note that some of these tabs may not be displayed if the default Windows Registry settings have been changed.

The Advanced group of Internet Options controls some significant security parameters.  To preserve the level of security, it is necessary to prevent arbitrary changes to the settings of these parameters.

· Users will not be permitted to make changes to the Advanced group of IE Internet Options.

5.3.1.2  Security Zones

The IE Security Zones feature puts web sites into groups for the purpose of applying security policy.  When a user accesses a web site, the applicable Zone for that site is determined from IE parameters.  In turn, each Zone can have unique security parameter settings.  In general, the settings provide controls for the functions that are supported in web content.  This content may consist of ActiveX controls and plug-ins, Java applets, scripts, cookies, and various other items.  Because this content includes potentially malicious mobile code, the parameter settings are significant to security.  Microsoft provides certain settings for each of the Zones according to a general level of risk.

By default, IE provides five Security Zones:

· Internet – The Internet zone is intended to include sites that are not in one of the other zones.  The potential risk from these sites may be high.

· Local Intranet – The Local Intranet zone is intended to include sites that are local to the browser user.  Settings can automatically place some sites in this zone.  The potential risk from these sites is expected to be low.

· Trusted Sites – The Trusted Sites zone is intended to include those sites that have been specifically identified as secure, without regard to location.  The potential risk from these sites is expected to be low.

· Restricted Sites – The Restricted Sites zone is intended to include those sites that have been specifically identified as not being secure, without regard to location.  The potential risk from these sites is expected to be high.
· My Computer – The My Computer zone includes all client computer resources, usually the hard disk and removable media contents.  The potential risk from this content is expected to be low.

Parameters for the Local Intranet zone allow sites to be placed there automatically on the basis of their domain name, their exclusion from proxy server requirements, or their name expressed in Windows Uniform Naming Convention (UNC) syntax.  This can degrade security by involuntarily assigning sites to a zone defined with less strict security settings.

· Options that allow sites to be automatically assigned to the Local Intranet zone will be disabled.

The ISSO should determine which sites are trusted and can be assigned to the Local Intranet zone or the Trusted Sites zone.  The SSL-enabled Information Assurance Support Environment web site (https://iase.disa.mil/) and the DISA Datahouse site (https://datahouse.disa.mil/) are examples of sites that are likely to be members of the Trusted Sites zone.

· The IE Security Zones will be configured as securely as, or more securely than, the settings in the following table:

Table 36.  SECURITY ZONE SETTINGS (5.3.1.2 a)

	SECURITY ZONE SETTINGS

	PARAMETER
	INTERNET ZONE
	LOCAL
INTRANET 
ZONE
	TRUSTED
SITES
ZONE
	RESTRICTED
SITES
ZONE

	Download signed ActiveX controls
	Disable
	Prompt
	Disable

	Download unsigned ActiveX controls
	Disable
	Disable
	Disable

	Initialize and script ActiveX controls not marked as safe
	Disable
	Disable
	Disable

	Run ActiveX controls and plug-ins
	Prompt
	Prompt
	Disable

	Script ActiveX controls marked safe for scripting
	Prompt
	Prompt
	Disable

	Allow cookies that are stored on your computer
	Prompt
	Enable
	Disable

	Allow per-session cookies (not stored)
	Prompt
	Enable
	Disable

	File download
	Enable
	Enable
	Disable

	Font download
	Prompt
	Enable
	Prompt

	Java permissions
	Disable Java
	High safety
	Disable Java

	Access data sources across domains
	Disable
	Prompt
	Disable

	Do not prompt for client certificate selection when no certificate or only one certificate exists
	Disable
	Disable
	Disable

	Drag and drop or copy and paste files
	Prompt
	Prompt
	Prompt

	Installation of desktop items
	Disable
	Prompt
	Disable

	Launching programs and files in an IFRAME
	Disable
	Prompt
	Disable

	Navigate sub-frames across different domains
	Prompt
	Enable
	Disable

	Software channel permissions
	High safety
	High safety
	High safety

	Submit non-encrypted form data
	Prompt
	Enable
	Prompt

	User data persistence
	Disable
	Enable
	Disable

	Active scripting
	Enable
	Enable
	Disable

	Allow paste operations via script
	Disable
	Prompt
	Disable

	Scripting of Java applets
	Prompt
	Enable
	Disable

	User Authentication – Logon
	Prompt for user name and password
	Prompt for
user name and
password
	Anonymous logon


NOTE:
The implementation of these settings does impact functionality in the IE and MS Outlook clients.  This could negatively effect applications such as web server-based applications and Microsoft Exchange-based workflow processes that depend on these functions.

· To preserve the level of security, it is necessary to prevent arbitrary changes to these settings:

· Users will not be permitted to make changes to parameter settings for individual Security Zones.

· Users will not be permitted to make changes to the sites that are assigned to specific Security Zones.

These settings and restrictions can be verified in IE from the Security tab of the Tools | Options dialog unless access to the Security tab has been restricted in the Windows Registry.

5.3.1.3  IE Cipher Settings

Cryptographic algorithms to be used during SSL browser sessions in IE are controlled through the Windows Registry.  Because these settings could be configured to allow an SSL session without encryption, it is important to ensure that proper settings are maintained.

· The settings for enabled ciphers for SSL will be configured as follows:

Table 37.  IE SSL CIPHER SETTINGS (5.3.1.3 a)

	IE SSL CIPHER SETTINGS

	CIPHER TYPE
	STATUS

	DES 56/56
	Enable

	NULL
	Disable

	RC2 128/128
	Enable

	RC2 40/128
	Enable

	RC2 56/128
	Site option

	RC4 128/128
	Enable

	RC4 40/128
	Enable

	RC4 56/128
	Site option

	RC4 64/128
	Enable

	Skipjack
	Site option

	Triple DES 168/168
	Enable


These settings can be configured only by making changes to the appropriate Windows Registry keys.  Under Windows NT 4.0 and Windows 2000, the keys are located under the following branch:


[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders
\SCHANNEL\Ciphers]

· The settings for enabled hash algorithms for SSL will be configured as follows:

Table 38.  IE SSL HASH SETTINGS (5.3.1.3 b)

	IE SSL HASH SETTINGS

	HASH TYPE
	STATUS

	MD5
	Enable

	SHA
	Enable


These settings can be configured only by making changes to the appropriate Windows Registry keys.  Under Windows NT 4.0 and Windows 2000, the keys are located under the following branch:


[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders
\SCHANNEL\Hashes]

5.3.1.4  ActiveX Download Management

When an ActiveX control is referenced in an HTML document, MS Windows checks to see if the control already resides on the client machine.  If not, the control can be downloaded from a remote web site.  This provides an automated delivery method for mobile code.

Assuming that downloading ActiveX controls is permitted by the Security Zone settings, there are two factors that influence the source location for ActiveX controls:

· The ActiveX control’s OBJECT definition in the HTML document can include the CODEBASE keyword.  CODEBASE can specify the web site and file location where the control can be downloaded.

· The CodeBaseSearchPath parameter in the Windows Registry specifies if the CODEBASE keyword should be honored and if additional web sites should be checked.

The CodeBaseSearchPath parameter can specify the keyword CODEBASE along with a series of web sites, separated by semi-colons.  Each web site is enclosed in a greater than and less than sign.  An example specification is:

"CodeBaseSearchPath"= "CODEBASE;<http://activex.microsoft.com/objects/ocget.dll>"

This example specifies that the location specified by the CODEBASE keyword on the HTML page should be searched, followed by the site http://activex.microsoft.com/objects/ocget.dll to find the ActiveX control.

The ISSO should evaluate the impact of the value of the CodeBaseSearchPath parameter on their specific environment and make modifications as needed.  Possible modifications to the value of the CodeBaseSearchPath parameter are:

· Remove CODEBASE from the parameter string so that controls are not downloaded from sites specified in HTML documents.

· Add trusted web sites to the existing parameter string.

· Remove untrusted sites from the existing parameter string.

The CodeBaseSearchPath parameter is defined in the Windows Registry, in Windows NT 4.0 and Windows 2000, under the following branch:

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion
\Internet Settings]

5.3.1.5  Certificates

As discussed earlier, digital certificates are used in the SSL protocol that supports secure browser sessions.  Because the certificates are critical parts of the identification and authentication process, attention to the installed certificates is important.

· The following guidance applies to the use of digital certificates on desktop computers:

· The certificate for the DOD Medium Assurance PKI Root Certificate Authority will be installed.

· The certificates for the DOD PKI External Certificate Authorities (ECAs) and Interim ECAs (IECAs) may be installed at the site’s option.

· CA certificates other than those noted above will not be added to the certificates supplied with the browser software.

User certificates should be installed in accordance with the instructions provided by the Local Registration Authority (LRA) or Trusted Agent (TA) that supply them.  In all cases, certificate use must be under password control.  For IE, two options should be selected when the certificate is imported.  The first is Enable strong private key protection.  The second is setting the Security level to high for the Private Key Container.

The installed certificates can be verified in Internet Explorer from the Content tab of the Tools | Internet Options dialog.

5.3.2  Software Maintenance

Microsoft’s maintenance philosophy for IE currently includes service packs and patches.  Service packs are planned collections of integrated maintenance that may address a diverse set of problems.  Patches are provided as needed to correct individual problems.

For IE 5.5, Microsoft has issued maintenance in Service Pack 1 (SP1) and additional patches.

· IE 5.5 Service Pack 1 (SP1) will be installed.

Microsoft has issued patches to IE that are important with respect to maintaining security.  This section identifies some current patches and describes their impact.  It must be noted that additional patches are available by searching Microsoft’s web site at http://www.microsoft.com/downloads/search.asp.  These patches should be tested before installation to evaluate functional impact.

NOTE:
This section supplements, but does not replace, the information available through the Information Assurance Vulnerability Alert (IAVA) process.  Maintenance required by the IAVA process is discussed below in the Section 5.3.3, Vulnerabilities.

Office Document Open Confirmation Tool

The Office Document Open Confirmation Tool is a utility that can enable a security setting related to opening MS Office documents through IE.  While it is a tool and not a patch, it is helpful in automating a process that could otherwise require multiple manual steps.

This tool turns on the Confirm open after download setting for all MS Office document types.  This is equivalent to performing the same step manually for Office file types through the File Types tab of the View | Folder Options dialog in Windows NT or the File Types tab of the Tools | Folder Options dialog in Windows 2000.

When a user clicks on an IE link to an office document and the Confirm open after download setting is enabled, the user is prompted to confirm whether they want to open the document or save it to the hard disk.  When the setting is disabled, the document is opened without any prompt.

The use of the Office Document Open Confirmation Tool is a site option.  The tool can be downloaded from Microsoft following the link at http://office.microsoft.com/downloads/9798/confirm.aspx.

5.3.3  Vulnerabilities

As of the publication date of this document, the following Information Assurance Vulnerability Alerts, Bulletins, and Technical Advisories apply to IE:

Table 39.  IE VULNERABILITIES SUMMARY (5.3.3 a)

	IE VULNERABILITIES SUMMARY

	VULNERABILITY ID
	TITLE

	2001-A-0004
	Incorrect MIME Header Can Cause IE to Execute E-mail Attachment

	2000-T-0013
	Scriptlet Rendering Patches

	2000-T-0010.1
	UPDATE Microsoft “IE Script” and “Office 2000 HTML Script”

	2000-T-0010
	Microsoft “IE Script” and “Office 2000 HTML Script”

	2000-T-0006
	Frame Domain Verification, Unauthorized Cookie Access and Malformed Component Attribute Vulnerabilities

	1999-T-0018
	VBS/BubbleBoy Internet Worm

	1999-T-0013
	Microsoft Internet Explorer (ActiveX) Vulnerability

	1999-T-0008
	Microsoft Virtual Machine Sandbox Vulnerability


Details pertaining to the description, countermeasures, and verification procedures for these vulnerabilities can be found in Appendix C, Information Assurance Vulnerability Alert (IAVA) Compliance, of this document.

· The countermeasures identified in the relevant Information Assurance Vulnerability Alerts, Bulletins, and Technical Advisories will be applied.

6.  E-MAIL CLIENTS

E-mail is one of the primary methods for communicating information and delivering data over local and wide-area networks.  As such, it is a critical business application in the contemporary workplace.  The flexibility and convenience of e-mail have resulted in the presence of an e-mail client on virtually every desktop computer.

As a result of the importance of e-mail and the large installed base, e-mail clients have been targeted by those looking to disrupt business processes.  Attacks are engineered in multiple ways:

· Message data can be designed to cause the client software to malfunction.

· Message data can contain an object intended to harm the client computer.

· Message data can contain an object intended to spawn some form of attack on other clients or servers by propagating destructive code or by creating conditions that can result in a denial-of-service.

To date the most common method of attack is through attachments to e-mail messages.  These attachments can consist of self-contained programs or script commands.  The damage does not occur until the attachment is opened, triggering the execution of the malicious code.

A more recent attack technique involves the use of e-mail messages in HTML format.  Malicious code is delivered through the inclusion of embedded scripts or programmatic objects (such as ActiveX controls) in an HTML message.  The damage may be done when the HTML is parsed or when it is rendered into display form.  This can occur through the preview facility offered in some clients as well as when the message is opened.

The following sections of this document discuss countermeasures to be taken.  There is a general discussion of guidelines followed by discussions of specific clients.  For each e-mail client, three areas are discussed—configuration, software maintenance, and vulnerabilities.  The configuration section describes security-related settings that can be made to control client software behavior.  The software maintenance section describes security-related updates to the client software to eliminate vulnerabilities or enhance security function.  The vulnerabilities section summarizes known vulnerabilities that must be addressed.

It must be noted that the guidelines specified should be evaluated in a local, representative test environment before implementation within large user populations.  The extensive variety of environments makes it impossible to test these guidelines for all potential software configurations.  For some environments, failure to test before implementation will lead to a loss of required functionality.

6.1  General Guidance for E-mail Clients

This section provides general guidance that applies to all e-mail clients.  It defines the principles that are applied in the product-specific requirements that are described in the sections that follow.  If there is a requirement to use software that is not covered in the succeeding sections, the guidance in this section should be applied.

The following clients will not be used for connection to Government e-mail systems:

· Microsoft Outlook Express

· Netscape Messenger

These and other clients that accompany web browsers, along with other commercial and open‑source clients, have not been sufficiently evaluated to determine appropriate configurations and potential security issues.

Please review the Defense Information Systems Agency (DISA) Security Technical Implementation Guide on Enclave Security for general guidance on e-mail systems.  Information relative to the use of Defense Message System (DMS) approved e-mail systems and commercial e-mail systems can be found there.
6.2  Microsoft Outlook

This section applies to the Microsoft e-mail clients—Outlook 98 and Outlook 2000.  The term Outlook will be used in referring to both of these releases.  Where relevant differences exist, the specific release is indicated.  It should be noted that the Outlook clients share components with the Microsoft Internet Explorer web browser.  Notations have been made where the shared components may be impacted by the e-mail client requirements.

· Outlook will be installed in accordance with the following:

· Microsoft Outlook 98 or Outlook 2000 will be installed.

Required maintenance is discussed later in this document.

6.2.1  Configuration

The configuration guidelines for Outlook are divided into the following sections:

· Security Zones

· Outlook Attachment Security

· Windows File Associations

· MS Office Macro Security

6.2.1.1  Security Zones

Security Zones are a feature provided by Microsoft Internet Explorer (IE), but used by multiple applications.  IE, Outlook, and Outlook Express all utilize settings maintained under Security Zones.  Please refer to Section 5.3.1.2, Security Zones, for details.

When Outlook processes a message in HTML format, the content is handled according to the controls in the Security Zone specified for Outlook.  If not properly configured, malicious mobile code could be permitted to execute.

· The Outlook client will be configured to use the Restricted Sites Security Zone.

The configuration of the Restricted Sites Security Zone is specified in Section 5.3.1.2, Security Zones.

These settings can be verified in Outlook from the Security tab of the Tools | Options dialog.

NOTE:
The implementation of these settings does impact functionality available in the Outlook client.  This could negatively effect applications such as Microsoft Exchange-based workflow processes that depend on these functions.  In addition, web pages from sites designated by Internet Explorer settings to be in the Restricted zone are also subject to the specified settings.

6.2.1.2  Outlook Attachment Security

As described previously, attachments containing malicious code are a common method of attacking workstations with an e-mail client.  This section describes an Outlook configuration setting that affects processing when a user attempts to open certain types of e‑mail attachments.

The Outlook Attachment Security feature is provided by separate software updates to the Outlook 98 and Outlook 2000 products.  The current version of these updates provides different levels of protection.  The Outlook 2000 update adds file name extensions (i.e., suffixes) and allows customization.  Details about how the specific updates are packaged are referenced in Section 6.2.2, Software Maintenance.

The Outlook Attachment Security feature permits two levels of control—High or None.  When set to High, the feature provides a warning dialog and forces the user to save attachments to disk before they can be opened.  This applies to attachments with the following file name extensions:

For the Outlook 98 update:

.exe

.com

.url

.lnk

.zip

.bat

.pif

.inf

.reg

.cmd

.bas

.isp

.ins

.crt

.pcd

.mst

.scr

.hlp

.chm

For the Outlook 2000 update:

All of the above listed for the Outlook 98 update, plus .vbs and .cpl.

· When available, the Outlook Attachment Security method setting will be High.

This setting can be configured in Outlook from the Security tab of the Tools | Options dialog.

It must be recognized that this feature does not remove the danger from malicious attachments.  If a user saves the file to disk, the malicious code remains.  Thus the feature is not a substitute for an anti-virus tool with current definitions.

NOTE:
The application of the Outlook E-mail Security Update, described in Section 6.2.2, Software Maintenance, supersedes the Attachment Security feature.  Thus the feature will not be available in those installations with the E-mail Security Update applied.

6.2.1.3  File Associations

When an e-mail attachment is opened in Outlook, settings configured under control of the Windows operating system dictate what action is taken.  File types, based on file name extensions, are configured in the Windows Registry with actions and associated applications.  When an attachment is opened in Outlook, the default action specified in the Windows Registry is invoked.

Because other security measures within Outlook may not protect against certain types of potentially dangerous files, the Windows Registry specification for the default action should be altered for those file types.  This technique can be used to change the standard default action from executing a program with the file contents as command input to executing an editor with the file contents shown in an edit window.

· For files with JSE, JS, VBE, VBS, WSF, or WSH as the file name extension, the Windows file associations will specify the default action is Edit instead of Open.

Section 3.2, File Associations, provides details on updating the Windows file associations.  Following the requirements in that section will help to reduce the risk of damage from malicious mobile code in e-mail attachments.

6.2.1.4  Macro Security

E-mail attachments often consist of one of the document types created by office automation products.  Because the MS Office products hold a large market share, it is likely that any given e‑mail attachment will be an MS Office document.

The embedded macro support in MS Office documents allows for a form of mobile code to be delivered through an e-mail attachment.  This code comes in the form of a macro that is automatically invoked as the Office document is opened.  As a result, it is important to control how the Office applications handle macros.

Section 7.2.1.1, Macro Security, provides details on the facilities to control Office macro support and the required security settings.  Following the requirements in that section will help to reduce the risk of damage from macro viruses.

6.2.2  Software Maintenance

Microsoft’s maintenance philosophy for Outlook currently includes service releases, service packs, and patches.  Because Outlook is a component of the MS Office suite, the service releases and service packs for MS Office provide Outlook maintenance.  Service releases and service packs are planned collections of integrated maintenance that may address a diverse set of problems.  Patches are provided as needed to correct individual problems.

For Outlook 98, Microsoft has issued maintenance in Service Release 1 (SR1) and Service Release 2 (SR2).

· Where Outlook 98 is installed, MS Office 97 Service Release 1 (SR1) and 2 (SR2) will be installed.

For Outlook 2000, Microsoft has issued maintenance in Service Release 1 (SR1) and Service Pack 2 (SP2).  Because SP2 contains updates that disable functionality in Outlook that may be required by a site, the installation of SP2 is a site option.

· Where Outlook 2000 is installed, MS Office 2000 Service Release 1 (SR1) will be installed.

Microsoft has issued patches to Outlook that are important with respect to maintaining security.  This section identifies some current patches and describes their impact.  It must be noted that additional patches are available by searching Microsoft’s web site at http://www.microsoft.com/downloads/search.asp.  These patches should be tested before installation to evaluate functional impact.

NOTE:
This section supplements, but does not replace, the information available through the Information Assurance Vulnerability Alert (IAVA) process.  Maintenance required by the IAVA process is discussed below in Section 6.2.3, Vulnerabilities.

Attachment Security Update

The Attachment Security Update for Outlook provides a feature that warns a user when they attempt to open a potentially dangerous attachment and forces them to save it to disk first.  Section 6.2.1.2, Outlook Attachment Security, earlier in this document provides a further description of this feature.

For Outlook 98, the feature is packaged as a single update.  It can be downloaded from Microsoft following the link for the o98Attch.exe file at http://support.microsoft.com/support/kb/articles/Q235/3/09.ASP.

One form of this feature was packaged as an update to Outlook 2000, but it was enhanced when the Office 2000 Service Release 1/1a package was issued.  To install the feature on Outlook 2000, acquire and install Office 2000 Service Release 1/1a.  It is available from Microsoft per the instructions at http://support.microsoft.com/support/kb/articles/q245/0/25.asp.

· The Outlook Attachment Security Update will be installed on all desktop systems unless the Outlook E-mail Security Update is installed.

It must be recognized that this feature does not remove the danger from malicious attachments.  If a user saves the file to disk, the malicious code remains.  Thus the feature is not a substitute for an anti-virus tool with current definitions.

NOTE:
The application of the Outlook E-mail Security Update, described next, supersedes the Attachment Security feature.  Thus the feature will not be available in those installations with the E-mail Security Update applied.

E-mail Security Update

The E-mail Security Update implements major changes to Outlook.  The changes are categorized as Attachment Security, Object Model Guard, and Additional Protection.  Because these changes are so significant and because they can only be reversed by completely uninstalling and reinstalling Outlook (and in some cases the entire Office suite), very careful consideration should be given before installation of the update.

The attachment security changes provide a three-tier attachment handling process:

· Level 1 or Unsafe attachments are those with an extension that imply that script or code may be in the attachment.  By default there are more than 35 file extensions in this category.  Only an Exchange administrator can update this list of extensions.  Incoming message attachments in this group are inaccessible to Outlook, effectively deleting them from the message.  If a user attempts to send or save a message with an attachment in this group, a warning dialog is issued and the user must choose whether to complete the action.

· Level 2 attachments are those with an extension that implies consideration before being opened.  By default there are no file extensions in this category.  Only an Exchange administrator can update this list of extensions.  When a user attempts to open one of these attachments, a warning dialog is issued and the user must save the file to disk to open it.

· Other attachments are those with an extension that is not in one of the other lists.  When a user attempts to open one of these attachments, a warning dialog is issued and the user can open the file directly or save the file to disk to open it.  The user has the option to bypass the warning for future files with the same extension.

The Object Model Guard changes the processing that occurs during programmatic access to Outlook objects.  Warning dialogs are issued when a program attempts to do the following:

· Send a message

· Access the user’s address book

· Access e-mail names from the user’s messages

· Access e-mail information from the user’s contacts or other Outlook items

· Save a message to the file system

· Search messages for content

· Use the Simple Messaging Application Programming Interface (SMAPI) to send a message.

The warning dialogs explain the attempted access and require the user to explicitly authorize it.

The additional protection changes refer to the following:

· The Outlook installation default for the security zone setting is the Internet zone.  The update changes this value to the Restricted zone.  Section 6.2.1.1, Security Zones, provides further information on this topic.

· The Microsoft Excel 2000, PowerPoint 2000, and Outlook 2000 applications have a default setting of Medium for the Security Level feature for macros.  The update changes this value to High.  Section 7.2.1.1, Macro Security, provides further information on this topic.

· Collaboration Data Objects (CDO) is a technology that provides support for programmatic access to messaging functionality.  It provides functions that are similar to some of those available from Outlook through its Object Model.  CDO is an optional feature that is supplied with MS Office 97 and 2000.  The Outlook 98 version of the E‑mail Security Update removes CDO if it is installed.  Please refer to the following description of the CDO E-mail Security Update for information on an update for this component.

For Outlook 98, the feature is packaged as a single update.  It is available from Microsoft following the link at http://office.microsoft.com/downloads/9798/Out98sec.aspx.

For Outlook 2000, the feature is available in two forms.  It is packaged as a single update, available from Microsoft following the link at http://office.microsoft.com/downloads/2000/Out2ksec.aspx.

It is also bundled with other fixes in Office 2000 Service Pack 2, available from Microsoft following the link at http://office.microsoft.com/downloads/2000/SP2upd.aspx.

· For those systems for which it has been determined that the related loss of functionality will not impair their mission, the Outlook E-mail Security Update will be installed.

It must be recognized that installing this update can cause significant loss of function for Exchange-based office automation processes and other third-party software products, including those that support interfaces with Personal Digital Assistant (PDA) devices.  Review the applicable Microsoft and other vendor documentation for details.

NOTE:
The application of the Outlook E-mail Security Update supersedes the Attachment Security Update described earlier.  Where the E-mail Security Update is not installed, the Attachment Security Update must be applied.

CDO E-mail Security Update

The CDO E-mail Security Update for Outlook provides an update to the Office CDO component so that it functions consistently with the E-mail Security Update.  In fact, the E-mail Security Update is a prerequisite to the CDO E-mail Security Update.  Refer to the previous discussion of the E-mail Security Update for functional details.

For Outlook 98, the feature is packaged as a single update.  It is available from Microsoft following the link at http://office.microsoft.com/downloads/9798/Cdoup98.aspx.

For Outlook 2000, the feature is available in two forms.  It is packaged as a single update, available from Microsoft following the link at http://office.microsoft.com/downloads/2000/Cdo2k.aspx.

It is also bundled with other fixes in Office 2000 Service Pack 2, available from Microsoft following the link at http://office.microsoft.com/downloads/2000/SP2upd.aspx.

· For those systems running Outlook 2000 with the Outlook E-mail Security Update installed, the CDO E-mail Security Update will be installed if CDO is already installed.

· For those systems running Outlook 98 with the Outlook E-mail Security Update installed, the CDO E-mail Security Update will be installed if CDO capability is required.

Office Document Open Confirmation Tool

The Office Document Open Confirmation Tool is a utility that can enable a security setting related to opening MS Office documents through Outlook.  While it is a tool and not a patch, it is helpful in automating a process that could otherwise require multiple manual steps.

Because this tool also impacts Internet Explorer, it is discussed under that product.  Please refer to Section 5.3.2, Software Maintenance, for a complete discussion.

6.2.3  Vulnerabilities

As of the publication date of this document, the following Information Assurance Vulnerability Alerts, Bulletins, and Technical Advisories apply to Outlook:

Table 40.  OUTLOOK VULNERABILITIES SUMMARY (6.2.3 a)

	OUTLOOK VULNERABILITIES SUMMARY

	VULNERABILITY ID
	TITLE

	2001-T-0001
	Outlook/Outlook Express VCard Handler Contains Unchecked Buffer

	2000-T-0011
	Malformed E-mail Header Vulnerability

	2000-A-0002
	VBS/LOVELETTER VBScript WORM

	1999-T-0018
	VBS/BubbleBoy Internet Worm


Details pertaining to the description, countermeasures, and verification procedures for these vulnerabilities can be found in Appendix C, Information Assurance Vulnerability Alert (IAVA) Compliance, of this document.

· The countermeasures identified in the relevant Information Assurance Vulnerability Alerts, Bulletins, and Technical Advisories will be applied.
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7.  OFFICE AUTOMATION SUITES

Office automation suites are collections of programs that support common workstation-based tasks.  A standard suite often includes word processing, spreadsheet, and presentation applications.  A professional or premium suite usually adds some form of data base management system.  The popularity of office automation products, coupled with strong programming interfaces, makes them attractive targets for people with malicious intent.

One common form of attack exploits the macro capability that is offered in some office automation applications.  Features that support automatic macro invocation when a document is opened are prime targets for virus authors.  Other attacks may exploit vulnerabilities associated with new features that support HTML or other mobile code technologies such as Microsoft’s ActiveX.

The following sections of this document describe the countermeasures to be taken against vulnerabilities in office automation suites.  There is a general discussion of guidelines, followed by discussions of specific suites.  For each suite, three areas are discussed—configuration, software maintenance, and vulnerabilities.  The configuration section describes security-related settings that can be made to control software behavior.  The software maintenance section describes security-related updates to the software to eliminate vulnerabilities or enhance security function.  The vulnerabilities section summarizes known vulnerabilities that must be addressed.

It must be noted that the guidelines specified should be evaluated in a local, representative test environment before implementation within large user populations.  The extensive variety of environments makes it impossible to test these guidelines for all potential software configurations.  For some environments, failure to test before implementation will lead to a loss of required functionality.

7.1  General Guidance for Office Automation Suites

This section provides general guidance that applies to all office automation suites.  It defines the principles that are applied in the product-specific requirements that are described in the sections that follow.  If there is a requirement to use software that is not covered in the succeeding sections, the guidance in this section should be applied.

Office automation suites should be installed, configured, and used in accordance with the following:

· Document password features should not be used unless it can be determined that there is adequate encryption or other protection of the password.

· When available, security controls on the execution of embedded macros should be enabled.  This is particularly important for macros that are invoked automatically when a host document is opened.

7.2  MS Office

MS Office is the most commonly used office automation suite for desktop workstations.  It has been offered in a number of configurations, differing in the specific applications that are bundled.  A common implementation of Office includes the Word, Excel, PowerPoint, and Access applications.  Issues that impact these applications are discussed in this section.  The Outlook e-mail client is also a member of the Office family.  Additional detailed information on Outlook is discussed in its own section, Section 6.2, Microsoft Outlook.  The Office 97 and Office 2000 versions of the suite are addressed in this document, but the applications’ version numbers will only be referenced when a distinction is necessary.

One feature offered in Office is the use of file passwords.  This feature applies to individual files, but is mentioned here because it does imply a level of security.  Although the specific capabilities have varied among releases, there are currently options to require a password to open a document and to require a password to modify a document.  Any security that might be suggested by these options must be highly discounted.  A number of free utilities exist that can be used to crack or otherwise obtain these passwords.  Therefore, the Office file password features should not be considered document security.

The Office applications provide multiple programmable interfaces.  These include a macro language (Visual Basic for Applications), ActiveX control support, and HTML formatted documents with embedded scripts.  In some instances, these different technologies can be combined in a single document.  Actions that can be taken to address potential problems in these technologies are discussed in the following sections.  For a more in-depth review of the capabilities and issues, refer to NSA’s Microsoft Office 97 Executable Content Security Risks and Countermeasures.

7.2.1  Configuration

The configuration guidelines for Office are divided into the following sections:

· Macro Security

· ActiveX Controls

· HTML Format Documents

· Templates and Add-Ins

7.2.1.1  Macro Security

Beginning with Office 97, the Visual Basic for Applications (VBA) language was implemented as the native macro language in multiple Office applications including Word, Excel, PowerPoint, and Access.  Prior to this, the applications supported individual macro languages and some of this support still remains.  VBScript, a subset of VBA, was offered as lightweight scripting tool that supported Outlook 98 and HTML document development, where limited access to files and operating system facilities was desired.

With the delivery of Office 2000, additional features were added to VBA and Outlook 2000 added support for it.  This means that a single macro language can be used in all of the applications.  It also allows each of the applications to interact with the others, using a programmed interface.  While this offers a productivity advantage, it also creates some notable vulnerabilities.

VBA-based macros can be embedded inside Office documents.  More significantly, it is possible to embed a macro that is automatically executed at the time the document is opened by the Office application or when other application events, such as document close, occur.  When an attack is devised using this feature, the capability to embed a macro in any new documents that are created later is often used to further propagate the attack.

In the Office 97 release, a Macro virus protection option was made available for the Word, Excel, and PowerPoint applications.  Essentially this option provides a warning dialog with an option that allows the user to open a document without its embedded macro(s).  Because this feature only determines if any macro is present, not whether a macro is actually malicious, it has limited benefit.  However, even with this limitation there is sufficient value to warrant using it.

· Users of the Microsoft Word 97, Excel 97, and PowerPoint 97 applications will have the Macro virus protection option enabled.

This setting can be configured in each of these applications from the General tab of the Tools | Options dialog.

Office 2000 offers an enhancement to macro virus protection known as the Security Level feature.  This feature is used in conjunction with another new capability—digitally signed macros.  The Security Level feature supports three grades of security:

· High – Macros without digital signatures are automatically disabled.  A warning dialog is displayed for digitally signed macros whose source has not been previously added to the Trusted Sources List.  Once a source is trusted, as indicated by the user’s acceptance at the warning dialog, all signed macros from that source are automatically enabled.

· Medium – A warning dialog is displayed, allowing the user to enable or disable macros.  Digitally signed macros are handled as indicated under the High level.

· Low – All macro security warnings are turned off; all macros are enabled.

· Users of the Microsoft Word 2000, Excel 2000, PowerPoint 2000, and Outlook 2000 applications will have the macro Security Level option set to Medium or High.  The High setting is recommended, but not required due to backward compatibility requirements and ongoing digital signature implementations.

This setting can be configured in each of these applications from the Security Level tab of the Tools | Macro | Security dialog.

The items in the Trusted sources list can be managed from the Trusted Sources tab of the Tools | Macro | Security dialog.

It must be recognized that setting these options does not remove the danger from malicious attachments.  Some settings still allow the user to open a document with a malicious macro enabled.  Thus the option is not a substitute for an anti-virus tool with current definitions.

7.2.1.2  ActiveX Controls

ActiveX is a Microsoft technology intended to promote software reuse.  ActiveX controls (known previously as OLE controls) are binary software components that add specific functions to a hosting application.  By providing a standardized, object-based interface, these components can be used by multiple applications that need to perform the same functions.  ActiveX is classified as a mobile code technology as noted in Section 5.1.2, Mobile Code.

Microsoft has distributed a number of ActiveX controls with Windows, Office, and Internet Explorer.  In addition, ActiveX controls can be constructed using Microsoft development tools and a number of third-party controls have been created.  It is the misuse of existing controls or the construction of malicious controls that can cause problems.

Each of the Office applications supports the use of ActiveX controls.  The applications can create documents with embedded references to the controls.  Although the controls must be available on the system when they are invoked, it is possible to have them downloaded without direct user knowledge.  Through references in HTML documents that are rendered by Internet Explorer components, ActiveX controls may be automatically downloaded over network connections.  Note that the settings manipulated under Internet Explorer are used even if that is not the default browser defined to Windows.

The following actions can reduce potential vulnerabilities introduced by ActiveX controls:

· Ensure that any software that includes ActiveX controls receives available maintenance.  There are patches that correct known vulnerabilities in controls provided with Office and Internet Explorer.  Refer to the respective maintenance and vulnerabilities sections in this document.

· Ensure that the parameters for downloading ActiveX controls have been properly configured in Internet Explorer and in Windows.  Refer to Section 5.3.1.2, Security Zones, and Section 5.3.1.4, ActiveX Download Management, for details.

7.2.1.3  HTML Format Documents

Word, Excel, and PowerPoint provide various levels of support for documents formatted in HTML, with the Office 2000 versions providing more support than the earlier counterparts.  All the applications can open and save documents in HTML format, with some HTML elements not processed.  Components of Internet Explorer may be used to render some HTML elements.

Because documents in HTML format can support scripts and the invocation of ActiveX controls that could be applications supporting macros, the concerns already identified for those elements apply.  Therefore, the following steps should be taken:

· Ensure that the applicable parameters have been properly configured in Internet Explorer and in Windows.  Refer to Section 5.3.1.2, Security Zones, and Section 5.3.1.4, ActiveX Download Management, for details on restricting the download of ActiveX controls.

· Follow the guidelines in Section 7.2.1.1, Macro Security, to configure the required settings for macro processing in Office applications.

7.2.1.4  Templates and Add-Ins

The Office applications can be customized through the use of templates and add-ins.  A template can be thought of as a model document used as a basis for a new document with specific characteristics such as default text, specific fonts, and other pre-configured options.  Templates are usually accessed through an application’s File | New dialog.  Office Add-ins are supplemental programs intended to customize or add features to an application.  Add-ins can add new commands to program menus, tool bars, or object context menus.

Templates and add-ins are delivered in files.  Microsoft provides a number of them with the Office suite; some third-party applications (such as Adobe Acrobat) add more.  Because malicious code may be delivered in this form, it can be important to recognize them.  The following table shows the file name extensions of templates and add-ins for the Office applications:

Table 41.  OFFICE TEMPLATE AND ADD-IN EXTENSIONS (7.2.1.4 a)

	OFFICE TEMPLATE AND ADD-IN EXTENSIONS

	OFFICE
APPLICATION
	TEMPLATE FILE

EXTENSION
	ADD-IN FILE EXTENSION

	Access
	.mdn
	.mda, .mdt

	Excel
	.xlt
	.xla, .xll

	PowerPoint
	.pot
	.ppa

	Word
	.dot
	.wll


Templates and add-ins can include, or consist entirely of, VBA code.  As with Office macros, this provides great flexibility with associated risks.  Although different Office applications handle templates and add-ins differently in terms of warning dialogs for users, the available countermeasures are similar to those used for macros.  Therefore, the following steps should be taken for template and add-in security:

· Follow the guidelines in Section 7.2.1.1, Macro Security, to configure the required settings for macro processing in Office.

The Office 2000 versions of Word, Excel, and PowerPoint provide an additional option that can enhance security for templates and add-ins.  By disabling the Trust all installed add-ins and templates option, security warnings are applied to all add-ins and templates according to the current security level selected.  However, since this can result in repeated warnings for legitimate templates or add-ins, the ISSO must decide if the added security is worth the nuisance warnings for trusted components.  If desired, this setting can be configured in each of these applications from the Trusted Sources tab of the Tools | Macro | Security dialog.

Finally, because templates are a known vulnerability used in virus attacks, anti-virus software is routinely updated to detect documented malicious files.  This is yet another reason that current virus definition files must be maintained.

7.2.2  Software Maintenance

Microsoft’s maintenance philosophy for Office currently includes service releases, service packs, and patches.  Service releases and service packs are planned collections of integrated maintenance that may address a diverse set of problems.  Patches are provided as needed to correct individual problems.

For Office 97, Microsoft has issued maintenance in Service Release 1 (SR1) and Service Release 2 (SR2).

· MS Office 97 Service Release 1 (SR1) and 2 (SR2) will be installed on any workstation that has any Office 97 application.

For Office 2000, Microsoft has issued maintenance in Service Release 1 (SR1) and Service Pack 2 (SP2).  Because SP2 contains updates that disable functionality in Outlook that may be required by a site, the installation of SP2 is a site option.

· MS Office 2000 Service Release 1 (SR1) will be installed on any workstation that has any Office 2000 application.

It must be noted that additional patches are available by searching Microsoft’s web site at http://www.microsoft.com/downloads/search.asp.  These patches should be tested before installation to evaluate functional impact.

NOTE:
This section supplements, but does not replace, the information available through the Information Assurance Vulnerability Alert (IAVA) process.  Maintenance required by the IAVA process is discussed below in Section 7.2.3, Vulnerabilities.

7.2.3  Vulnerabilities

As of the publication date of this document, the following Information Assurance Vulnerability Alerts, Bulletins, and Technical Advisories apply to MS Office:

Table 42.  MS OFFICE VULNERABILITIES SUMMARY (7.2.3 a)

	MS OFFICE VULNERABILITIES SUMMARY

	VULNERABILITY ID
	TITLE

	2000-T-0014
	Excel Register.ID Function

	2000-T-0012
	Office 2000 HTML Object Tag

	2000-T-0010.1
	UPDATE Microsoft “IE Script” and “Office 2000 HTML Script”

	2000-T-0010
	Microsoft “IE Script” and “Office 2000 HTML Script”

	2000-T-0007
	Microsoft Office 2000 UA ActiveX Control

	1999-T-0016
	Microsoft Excel Symbolic Link (SYLK) Vulnerability

	1999-T-0007
	Microsoft Jet/ODBC Tech Advisory

	1999-0001
	Melissa RTF


Details pertaining to the description, countermeasures, and verification procedures for these vulnerabilities can be found in Appendix C, Information Assurance Vulnerability Alert (IAVA) Compliance, of this document.

· The countermeasures identified in the relevant Information Assurance Vulnerability Alerts, Bulletins, and Technical Advisories will be applied.
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APPENDIX B.  GLOSSARY OF TERMS

	AIS
	Automated Information System

	
	

	C&A
	Certification and Accreditation

	CA
	Certification Authority

	CBC
	Cipher Block Chaining

	CCB
	Configuration Control Board

	CDO
	Collaboration Data Objects

	CJCS
	Chairman of the Joint Chiefs of Staff

	CNA
	Computer Network Attack

	COTS
	Commercial-Off-The-Shelf

	CSA
	Command, Service, and Agency

	CVE
	Common Vulnerabilities and Exposures

	
	

	DCTF
	DISA Continuity of Operations & Test Facility

	DECC
	Defense Enterprise Computer Center

	DECC-D
	Defense Enterprise Computer Center - Detachment

	DES
	Data Encryption Standard

	DISA
	Defense Information Systems Agency

	DISAI
	Defense Information Systems Agency Instruction

	DITSCAP
	Department of Defense Information Technology Security Certification and Accreditation Process

	DMS
	Defense Message System

	DOD
	Department of Defense

	DOD-CERT
	Department of Defense Computer Emergency Response Team

	DoS
	Denial-of-Service

	DSL
	Digital Subscriber Line

	DSN
	Defense Switched Network

	
	

	E-mail
	Electronic Mail

	EAL
	Evaluated Assurance Level

	ECA
	External Certificate Authority

	
	

	FTP
	File Transfer Protocol

	
	

	GUI
	Graphical User Interface

	
	

	HTML
	Hyper Text Markup Language

	HTTP
	Hyper Text Transfer Protocol

	HTTPS
	Hyper Text Transfer Protocol with SSL

	
	

	IASE
	Information Assurance Support Environment

	IAVA
	Information Assurance Vulnerability Alert

	ICSA
	International Computer Security Association

	IE
	Internet Explorer

	IEC
	International Electrotechnical Commission

	IECA
	Interim External Certificate Authority

	IM
	Instant Messaging

	IMAP4
	Internet Messaging Access Protocol 4

	INFOCON
	Information Operations Condition

	IP
	Internet Protocol

	ISDN
	Integrated Services Digital Network

	ISO
	International Organization for Standardization

	ISP
	Internet Service Provider

	ISSM
	Information Systems Security Manager

	ISSO
	Information Systems Security Officer

	
	

	LRA
	Local Registration Authority

	
	

	MAC
	Message Authentication Code

	MD5
	Message Digest 5

	
	

	NIAP
	National Information Assurance Partnership

	NIPRNet
	Non-secured Internet Protocol Router Network

	NSA
	National Security Agency

	NSO
	Network Security Officer

	
	

	OLE
	Object Linking and Embedding

	
	

	PCT
	Private Communication Technology

	PDA
	Personal Digital Assistant

	PKI
	Public Key Infrastructure

	POP3
	Post Office Protocol 3

	
	

	RA
	Registration Authority

	RC2
	Rivest’s Cipher 2

	RC4
	Rivest’s Cipher 4

	RNOSC
	Regional Network Operations and Security Center

	
	

	S/MIME
	Secure Multipurpose Internet Mail Extensions

	SA
	System Administrator

	SHA
	Secure Hash Algorithm

	SIPRNet
	Secure Internet Protocol Router Network

	SMAPI
	Simple Messaging Application Programming Interface

	SMTP
	Simple Mail Transfer Protocol

	SP
	Service Pack

	SR
	Service Release

	SRR
	Security Readiness Review

	SRRDB
	Security Readiness Review Database

	SSL
	Secure Sockets Layer

	SSO
	System Support Office

	STIG
	Security Technical Implementation Guide

	
	

	TA
	Trusted Agent

	TASO
	Terminal Area Security Officer

	TLS
	Transport Layer Security

	
	

	UNC
	Universal Naming Convention

	URL
	Uniform Resource Locator

	
	

	VBA
	Visual Basic for Applications

	VCTS
	Vulnerability Compliance Tracking System

	VM
	Virtual Machine

	
	

	WESTHEM
	Western Hemisphere
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APPENDIX C.  INFORMATION ASSURANCE VULNERABILITY ALERT (IAVA) COMPLIANCE

This appendix describes the Information Assurance Vulnerability Alerts, Bulletins, and Technical Advisories that have been issued by the DOD-CERT for the respective desktop application products.  For each item, the following information is provided:

· Identifying information for the vulnerability from DOD-CERT, the software vendor, and the Common Vulnerabilities and Exposures (CVE) list

· Countermeasures to correct the vulnerability

· Verification processes to confirm that the countermeasures have been performed

Please note that this information is presented in reverse chronological sequence.  To apply the countermeasures, begin with the oldest and progress to the newest for each product.

Due to the subject matter, the information provided in the hard copy of this document may not be the latest available.  Please check the DOD-CERT web site at http://www.cert.mil/ or on the SIPRNet network at http://www.cert.smil.mil/ for current information.

The following list provides a cross-reference from DOD-CERT identifier to the sections in which the vulnerability is discussed.

	VULNERABILITIES CROSS REFERENCE

	DOD-CERT ID
	SECTION(S)

	2001-A-0004
	C.2

	2001-T-0001
	C.3

	2000-A-0002
	C.3

	2000-B-0002
	C.1

	2000-T-0014
	C.4

	2000-T-0013
	C.2

	2000-T-0012
	C.4

	2000-T-0011
	C.3

	2000-T-0010.1
	C.2, C.4

	2000-T-0010
	C.2, C.4

	2000-T-0007
	C.4

	2000-T-0006
	C.2

	1999-T-0018
	C.2, C.3

	1999-T-0016
	C.4

	1999-T-0013
	C.2

	1999-T-0008
	C.2

	1999-T-0007
	C.4

	1999-0001
	C.4


C.1  Vulnerabilities Related to Netscape Navigator

	NAVIGATOR VULNERABILITIES

	DOD-CERT ID
	DESCRIPTION
	COUNTERMEASURES AND VERIFICATION

	2000-B-0002

Assessed: 2000-05-18
	Netscape Navigator improperly validates SSL sessions
Vendor ID: The Acros-Suencksen SSL Vulnerability
CVE ID: CVE-2000-0406
	Countermeasures:
Upgrade to Navigator Version 4.76 or 4.77

	
	
	Verification: Use the Navigator 
Help | About Communicator dialog to verify Version 4.76 or 4.77.


C.2  Vulnerabilities Related to Internet Explorer

	INTERNET EXPLORER VULNERABILITIES

	DOD-CERT ID
	DESCRIPTION
	COUNTERMEASURES AND VERIFICATION

	2001-A-0004

Assessed: 2001-04-19
	Incorrect MIME header can cause IE to execute E‑mail attachment
Vendor ID: MS01-020
CVE ID: CVE-2001-0154
	Countermeasures: Install patch at http://www.microsoft.com/windows/ie/download/critical/
Q290108/default.asp

	
	
	Verification: Check file SHDOCVW.DLL for Version 5.50.4614.2000 or later.

	2000-T-0013

Assessed: 2000-09-28
	Scriptlet Rendering Patches

Vendor ID: MS00-055
CVE ID: CVE-2000-0767
	Countermeasures:
Option a - Install patch at http://www.microsoft.com/windows/ie/download/critical/patch11.htm.
Option b - Upgrade to IE Version 5.5 with Service Pack 1.

	
	
	Verification: Check file MSHTML.DLL for Version 5.50.4207.2601 or later.

	2000-T-0010.1

Assessed: 2000-08-10
	UPDATE Microsoft “IE Script” and “Office 2000 HTML Script”
Vendor ID: MS00-049
CVE ID: CVE-2000-0596
	Countermeasures:
See entry for 2000-T-0013.

	
	
	Verification: See entry for 2000-T-0013.

	2000-T-0010

Assessed: 2000-07-19
	Microsoft “IE Script” and “Office 2000 HTML Script”

Vendor ID: MS00-049
CVE ID: CVE-2000-0596
	Countermeasures:
See entry for 2000-T-0013.

	
	
	Verification: See entry for 2000-T-0013.

	2000-T-0006


Assessed: 2000-05-24
	Frame Domain Verification, Unauthorized Cookie Access, and Malformed Component Attribute Vulnerabilities
Vendor ID: MS00-033
CVE ID: CVE-2000-0439, CVE‑2000‑0464, CVE‑2000‑0465
	Countermeasures:
See entry for 2000-T-0013.

	
	
	Verification: See entry for 2000-T-0013.

	1999-T-0018

Assessed: 1999-11-10
	VBS/BubbleBoy Internet Worm

Vendor ID: MS99-032
CVE ID: CVE-1999-0668
	Countermeasures:
1) Upgrade to IE Version 5.5 with Service Pack 1.
2) Set the Outlook Security Zone to Restricted Sites.

	
	
	Verification:
1) Use the IE Help | About Internet Explorer dialog to verify Version 5.5 or later.
2) Use the Outlook Security tab of the Tools | Options dialog to verify that the Restricted Sites zone is selected.

	1999-T-0013

Assessed: 1999-08-31
	Microsoft Internet Explorer (ActiveX) Vulnerability
Vendor ID: MS99-032
CVE ID: CVE-1999-0668
	Countermeasures:
See entry for 1999-T-0018.

	
	
	Verification: See entry for 1999-T-0018.

	1999-T-0008

Assessed: 1999-08-27
	Microsoft Virtual Machine Sandbox Vulnerability
Vendor ID: MS99-031
CVE ID: CVE-1999-0766
	Countermeasures:
Install a Microsoft Virtual Machine (VM) build 3186 or later from http://www.microsoft.com/java/vm/dl_vm40.htm.

	
	
	Verification: Use the jview /? line command to verify build 3186 or later.


C.3  Vulnerabilities Related to Outlook

	OUTLOOK VULNERABILITIES

	DOD-CERT ID
	VULNERABILITY
	COUNTERMEASURES AND VERIFICATION

	2001-T-0001

Assessed: 2001-03-23
	Outlook/Outlook Express VCard Handler Contains Unchecked Buffer
Vendor ID: MS01-012
CVE ID: CAN-2001-0145
	Countermeasures:
Install patch at http://www.microsoft.com/windows/ie/download/critical/q283908/default.asp.
NOTE:  This fix applies when the Outlook Express component of IE is installed.

	
	
	Verification: Check file WAB32.DLL for Version 5.50.4701.1500 or later.

	2000-T-0011

Assessed: 2000-07-19
	Malformed E-mail Header Vulnerability

Vendor ID: MS00-043
CVE ID: CVE-2000-0567
	Countermeasures:
1) Windows NT Users:
Option a - Install patch at http://www.microsoft.com/windows/ie/download/critical/patch9.htm.
Option b - Upgrade to IE Version 5.5 with Service Pack 1
2) Windows 2000 Users:
Option a - Install patch at http://www.microsoft.com/windows/ie/download/critical/patch9.htm.
Option b - Install Windows 2000 Service Pack 1.

	
	
	Verification:
1) Windows NT Users:
Check file INETCOMM.DLL for Version 5.50.4522.1200 or later.
2) Windows 2000 Users:
Use the Windows Explorer Help | About Windows 2000 dialog to verify that Service Pack 1 (SP1) is installed.
If SP1 is not installed, check file INETCOMM.DLL for Version 5.50.4522.1200 or later.

	2000-A-0002

Assessed: 2000-05-04
	VBS/LOVELETTER VBScript WORM

Vendor ID: none
CVE ID: none
	Countermeasures:
Install current anti-virus definition files.

	
	
	Verification: Verify that the definition files for the anti‑virus product are current.

	1999-T-0018

Assessed: 1999-11-10
	VBS/BubbleBoy Internet Worm

Vendor ID: MS99-032
CVE ID: CVE-1999-0668
	Countermeasures:
1) Upgrade to IE Version 5.5 with Service Pack 1.
2) Set the Outlook Security Zone to Restricted Sites.

	
	
	Verification:
1) Use the IE Help | About Internet Explorer dialog.
2) Use the Outlook Security tab of the Tools | Options dialog.


C.4  Vulnerabilities Related to MS Office

	MS OFFICE VULNERABILITIES

	DOD-CERT ID
	VULNERABILITY
	COUNTERMEASURES AND VERIFICATION

	2000-T-0014

Assessed: 2000-09-28
	Excel Register.ID Function

Vendor ID: MS00-051
CVE ID: CVE-2000-0637
	Countermeasures:
1) Excel 2000 Users:
Install patch at
http://office.microsoft.com/downloads/2000/xl9p3pkg.aspx
NOTE:  Office 2000 SR1 must be installed.
2) Excel 97 Users:
Install patch at
http://office.microsoft.com/downloads/9798/xl8p10pkg.aspx
NOTE:  Office 97 SR2 must be installed.

	
	
	Verification:
1) Excel 2000 Users:
Check file EXCEL.EXE for Version 9.0.4317 or later.
2) Excel 97 Users:
Check file EXCEL.EXE for Version 8.01 in Windows NT or 8.0.7913 in Windows 2000 or later.

	2000-T-0012

Assessed: 2000-09-28
	Office 2000 HTML Object Tag

Vendor ID: MS00-056
CVE ID: CVE-2000-0765
	Countermeasures:
Install patch at http://office.microsoft.com/downloads/2000/Of9data.aspx.

	
	
	Verification: Check file MSO9.DLL for Version 9.0.4402 or later.

	2000-T-0010.1

Assessed: 2000-08-10
	UPDATE Microsoft “IE Script” and “Office 2000 HTML Script”
Vendor ID: MS00-049
CVE ID: CVE-2000-0597
	Countermeasures:
1) Excel 2000 or PowerPoint 2000 Users:
Install patch at http://office.microsoft.com/downloads/2000/Addinsec.aspx.
2) PowerPoint 97 Users:
Install patch at http://office.microsoft.com/downloads/9798/Ppt97sec.aspx.

	
	
	Verification:
1) Excel 2000 and PowerPoint 2000 Users:
Check file EXCEL.EXE for Version 9.0.4307 or later.
2) PowerPoint 97 Users:  N/A

	2000-T-0010

Assessed: 2000-07-19
	Microsoft “IE Script” and “Office 2000 HTML Script”
Vendor ID: MS00-049
CVE ID: CVE-2000-0597
	Countermeasures:
See entry for 2000-T-0010.1.

	
	
	Verification: See entry for 2000-T-0010.1.

	2000-T-0007

Assessed: 2000-06-02
	Microsoft Office 2000 UA ActiveX Control
Vendor ID: MS00-034
CVE ID: CVE-2000-0419
	Countermeasures:
Install patch at http://office.microsoft.com/downloads/2000/Uactlsec.aspx.

	
	
	Verification: Check file OUACTRL.OCX for Version 2.0 or later.

	1999-T-0016

Assessed: 1999-11-02
	Microsoft Excel Symbolic Link (SYLK) Vulnerability
Vendor ID: MS99-044
CVE ID: CVE-1999-0794
	Countermeasures:
See entry for 2000-T-0014.

	
	
	Verification: See entry for 2000-T-0014.

	1999-T-0007

Assessed: 1999-08-27
	Microsoft Jet/ODBC Tech Advisory

Vendor ID: MS99-030
CVE ID: CVE-2000-0323
	Countermeasures:
1) Windows NT Users:
Install MS Office 2000 or MS Office 97 patch at http://office.microsoft.com/assistance/9798/mdac_typ.aspx.
2) Windows 2000 Users:
No action required.
NOTE:  For Office 97, the SR2 fix must be installed.

	
	
	Verification:
1) Check file MSJET40.DLL for Version 4.00.2927.4 or later.
2) Check file MSJET35.DLL for Version 3.51.3203.0 or later.

	1999-0001

Assessed: 1999-03-30
	Melissa RTF

Vendor ID: Melissa Macro Virus
CVE ID: none
	Countermeasures:
1) Configure macro security in the MS Office applications.
2) Install current anti-virus definition files.

	
	
	Verification:
1) MS Office 97 users:
Use the General tab of the Tools | Options dialog.
MS Office 2000 users:
Use the Security Level tab of the Tools | Macro | Security dialog.
2) Verify that the definition files for the anti-virus products are current.
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