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Abstract

The objective of this project is to provide the Navy with clear and concise implementation guidance for the secure installation and configuration of the Windows NT 4.0 Server and Windows NT 4.0 Workstation operating systems when they are utilized in the following forms:  user workstation (desktop), stand-alone server, and domain controller (both primary and backup versions).  This guidance is based on the Navy IT-21 standard and is specific to the Naval Tactical Command Support System (NTCSS) and Joint Maritime Command Information System (JMCIS) local area network (LAN) architectures.  This guidance is also provided for use by other NT applications utilized within the SPAWAR Horizontal Integration initiative and their implementations within the IT-21 Block 1 Upgrade program.

This guide combines the two previous versions of the Navy security guide series (version 1.3 for Windows NT 4.0 with Service Pack 3, and version 1.4, Windows NT 4.0 with Service Pack 4).  The guide covers pre-installation, server and workstation operating system installation, and post-installation steps for securing a Windows NT domain.  The post-installation portion includes instructions for creating system policies and user profiles, controlling user accounts, maintaining system repair data, and installing current service packs and hotfixes.  It covers instructions for installing and using Service Pack 6a (SP6a) and its post-SP6a hotfixes on Windows NT 4.0 servers and workstations.  It also covers installing and using the Security Configuration Manager (SCM) and the additional steps that are not included in the SCM templates for configuring the security of Windows NT systems.
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Introduction

1.1

 seq Level2 \r 0 \h 

 seq Level3 \r 0 \h 

 seq Level4 \r 0 \h   Purpose

Space and Naval Warfare Systems Command (SPAWAR) Information Security (INFOSEC) Program Office (PMW-161) has identified the need to provide clear and concise implementation guidance for the Microsoft Corporation’s Windows NT 4.0 Server and Workstation installations.  This guidance should be a step-by-step installation manual, with its primary focus on security configuration information.  The installation should include the Windows NT operating system, its latest service pack, and all applicable hotfixes.

Microsoft has released Service Pack 6a (SP6a) for Windows NT 4.0.  This service pack includes many operating system bug fixes and post-SP5 and 6 hotfixes.

1.2

 seq Level2 \r 0 \h 

 seq Level3 \r 0 \h 

 seq Level4 \r 0 \h   Scope

This guide contains the installation and configuration procedures for securing the Microsoft Windows NT 4.0 operating system.  It covers instructions for loading the NT operating system and securely configuring the system (user profiles, system policies, account policies, and system repair data).  This guide also includes instructions for installing SP6a, the Security Configuration Manager (SCM), and post-SP6a hotfixes.

This document is intended to address the security concerns with the installation and configuration of SP6a and its components.  It does not address prior versions of the Windows NT operating system or prior versions of service packs nor does it address the secure installation and configuration of COTS applications.  The guide does combine the two previous versions of the Navy security guide series (version 1.3 for Windows NT 4.0 with Service Pack 3, and version 1.4, Windows NT 4.0 with Service Pack 4) enabling a Navy administrator to securely configure a Windows NT computer while using a single documentation source.

1.3

 seq Level2 \r 0 \h 

 seq Level3 \r 0 \h 

 seq Level4 \r 0 \h   Background

The Department of Defense (DoD) Joint Technical Architecture (JTA) and Defense Information Infrastructure Common Operating Environment (DII COE) provide DoD with the automated information system (AIS) guidance required to take the Navy into the 21st Century.  Implementation of this policy requires all non-standard network operating system (NOS) and e-mail products to be replaced.  The Microsoft Windows NT Server 4.0 is the standard fleet NOS.  Service Pack 6a for Windows NT 4.0 continues to provide Y2K compliance.
1.4

 seq Level2 \r 0 \h 

 seq Level3 \r 0 \h 

 seq Level4 \r 0 \h   Document Structure

This document is designed to be used by Navy System Administrators during the installation of the operating system in their environment and to update their Windows NT systems with SP6a and its post-SP6a hotfixes.  The document provides step-by-step guidance for installing the secure installation of Windows NT 4.0 Server and Workstation and for installing the service pack and using its components.

Section 1 provides an introduction to the guide and project background.

Section 2 lists system requirements and steps to be completed prior to installing the Windows NT 4.0 operating system.

Section 3 lists step-by-step procedures for the blue screen installation of NT 4.0 server and workstation.

Section 4 lists step-by-step procedures for the graphical installation of NT 4.0 server and workstation.

Note:  Sections 3 and 4 cover the entire installation of NT 4.0 server and workstation from start to finish.

Section 5 begins the post-installation configuration portion of the document.  This section provides instructions for using the User Manager for Domains tool to create new groups and users and assign account restrictions.

Section 6 lists instructions for configuring domain-wide policies, including adding and deleting trust relationships.

Section 7 lists steps for configuring user profiles for new groups and users.

Section 8 lists steps to secure the system policy for the entire domain.

Section 9 lists steps for configuring various parts of the system through the Control Panel, including network protocols, services, desktop displays, printer setup, and general system information.

Section 10 provides an overview of the major contents and features of SP6a.

Section 11 contains steps for installing the SCM and for using this tool to securely configure NT systems.

Section 12 contains additional steps that are not included in the SCM templates for configuring the security of systems.

Section 13 lists procedures for creating an Emergency Repair Disk and updating system repair data.

Section 14 lists the difference between the Navy and NSA Templates.

The Bibliography contains Uniform Resource Locators (URLs) and cites books, manuals, and reports used.

Appendix A provides instructions for downloading and applying post-SP6a hotfixes in addition to providing lists of the hotfixes.

Appendix B lists actions that Administrators should perform on a regular basis to maintain the security of their domain.

Appendix C contains information on extending the capabilities of the SCM to include additional registry security settings.

Appendix D lists the Windows NT 4.0 Workstation (desktop) SP6a template .inf file.

Appendix E lists the Windows NT 4.0 Server (member server) SP6a template .inf file.

Appendix F lists the Windows NT 4.0 Primary and Backup Domain Controller SP6a template .inf file.

The Glossary lists acronyms contained in this guide.

The Distribution List contains the list of persons and organizations that will be receiving this guide.

1.5

 seq Level2 \r 0 \h 

 seq Level3 \r 0 \h 

 seq Level4 \r 0 \h   Naming Convention

The list below explains naming conventions used in this guide:

· Angle braces.  Angle braces indicate the position in a text string where the generic description of the item described within the braces should be replaced with the proper name of the item specific to local conditions (e.g., if the NetBIOS name for your fileserver is PLATO, <fileserver> should be replaced by PLATO).

· Double quotes.  Double quotes indicate text that should be entered exactly as it appears between the quotes, or the on-screen prompt/direction is repeated verbatim.

· System variables.  System variables are referred through this document and take the form %<variable name>% (e.g., %systemdrive% for C:, %systemroot%  for C:\Winnt, and %SystemDirectory% for C:\Winnt\System32).  These variables are intended to be used verbatim.  It is not necessary to convert the environment variable to a local reference.

· Hidden share names.  Hidden shares are identified by the share name follow by a $ symbol (e.g., USERS$).  The $ symbol must be entered as part of the share name to ensure the share is hidden.

Section 2
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Pre-Installation Steps

Pre-installation is the first of three phases of secure installation.  This phase must be completed before beginning the second (blue screen non-graphical) and third phase (graphical), listed in Sections 3, Blue Screen Installation, and 4, Graphical Window Installation, respectively.  The procedures included in this document apply to Intel-based PCs.  Procedures for RISC-based systems (e.g., Alpha, PowerPC, MIPS) may vary.  The following requirements must be met before beginning this process to ensure a smooth installation:

· Physical security requirements.  Physical protections should include having a lockable central processing unit (CPU) box and placing the servers/controllers in a secured area.

· Hardware requirements.  These installation procedures require a compact disk read-only memory (CD-ROM) drive and a 3.5-inch floppy drive.  The processor should be a 486 or higher with 66 megahertz (MHz) minimum for both Windows NT workstations and servers.  The CPU should have sufficient random access memory (RAM) (16 megabytes [MB] minimum, 64 MB recommended for a Windows NT workstation, and 16 MB minimum, 128 MB recommended for a Windows NT server) and sufficient disk space (2 gigabytes [GB] for the operating system, 2 GB recommended for all other disk partitions on a workstation, and 2 GB for the operating system, 4 GB recommended for all other disk partitions on a server).

· Software requirements.  Software needed for this installation includes the  Windows NT Server or Workstation 4.0 operating system (includes three floppy disks and a CD-ROM), the latest usable Service Pack (currently Service Pack 6a [SP6a] with some hotfixes), and the Windows NT 4.0 Server and Workstation Resource Kits (three books and one CD-ROM for server, one book and one CD-ROM for workstation).  SP6a can be found at the following URL: ftp://ftp.microsoft.com/bussys/winnt/winnt-public/fixes/usa/nt40/ussp6a/.

In the first installation phase, back up all of the files currently on the computer to either a network share or a tape storage device.  If only small portions of the hard drive will be needed later, back up those files to a floppy disk.

Certain system information needs to be obtained from the System Administrator prior to installing the Windows NT operating system.  Table 2-1 lists information concerning hardware and software configuration that the user must specify during the installation process.  This information should be obtained from the System Administrator and written in the blank column below for later use during the actual installation.

Table 2-1.  System Configuration Information

	
	Requested Installation Information
	Actual Installation Setting

	1.
	Network adapter card name and model number
	

	2.
	Graphic adapter name and model number
	

	3.
	Number of partitions on the hard drive (recommend two partitions:  one 2 GB partition for the operating system, one 2 GB partition for data and applications for a workstation; and, one 2 GB partition for the operating system, one 4 GB partition for data and applications for a server)
	

	4.
	IP address of the computer
	

	5.
	IP address of the Domain Name Service (DNS) server
	

	6.
	IP addresses of the primary and secondary Windows Internet Naming Service (WINS) servers
	

	7.
	IP address of the subnet mask
	

	8.
	IP address of the default gateway
	

	9.
	Name of the domain the workstations will join or servers will control
	

	10.
	Licensing method (per server or per seat)
	

	11.
	Computer name, up to 15 characters in length
	


 We now look at  recommendations for incorporating SP6a into an existing domain and the order in which it should be loaded with other applications/software components on individual machines.  These recommendations are based on the assumption that the machines to be upgraded to SP6a currently have SP4 (and post-SP4 hotfixes) installed.
2.1

 seq Level2 \r 0 \h 

 seq Level3 \r 0 \h 

 seq Level4 \r 0 \h  Plan SP6a Incorporation into NT Domains

SP6a should first be applied to the Primary Domain Controller (PDC) and Backup Domain Controllers (BDCs) in a domain.  Clients (workstations and standalone servers) should have SP6a applied after the domain controllers have been upgraded.  All machines within a domain should be updated concurrently with SP6a.

2.2

 seq Level2 \r 0 \h 

 seq Level3 \r 0 \h 

 seq Level4 \r 0 \h  Plan Order of Installation

The following order should be followed for applying SP6a onto a machine with the NT operating system (server or workstation), SP4, post-SP4 hotfixes, and applications currently installed:

1) Internet Explorer 5.5 (SP1)

2) Option Pack (optional)

3) SP6a

4) Post-SP6a hotfixes

5) Appropriate security template from this guide (see Appendixes D, E, and F)

6) Manual configuration settings from this guide (see Sections 2, 3, 4, 5, 6, 7, 8, 9, and 12).

While Internet Explorer 5.5 (SP1) and the Option Pack are optional components, it is important they be installed prior to SP6a if they are desired since they need to be installed on top of SP6a.  If these (or any other applications) are installed after SP6a has been applied to a system, the service pack should be reinstalled (i.e., SP6a, its hotfixes, security template, and manual settings should be the last components installed on the system).

2.3

 seq Level2 \r 0 \h 

 seq Level3 \r 0 \h 

 seq Level4 \r 0 \h  Obtain SP6a

SP6a can be downloaded from Microsoft’s web site.  The CD version contains the service pack, fixes, and the SCM.  SP6a (both 40-bit and 128-bit versions) can be downloaded from http://www.microsoft.com/ntserver/nts/downloads/recommended/sp6/default.asp
A specific version of SP6 is required for NT servers running Terminal Server 4.0.  This version of SP6 can be downloaded from http://www.microsoft.com/ntserver/terminalserver/downloads/recommended/tsesp6/
2.4

 seq Level2 \r 0 \h 

 seq Level3 \r 0 \h 

 seq Level4 \r 0 \h  Back Up Systems

System Administrators should perform a full system backup (including the registry) before applying SP6a in the event of a system failure.  The Emergency Repair Disk should also be updated at this time by invoking “rdisk /s” at a command line.  See Section 13, System Repair Data, for more information on backing up systems.

2.5

 seq Level2 \r 0 \h 

 seq Level3 \r 0 \h 

 seq Level4 \r 0 \h  Review the SP6 README file

It is highly recommended that System Administrators download and review the SP6 README file before installing the service pack.  The SP6 README file can be downloaded at http://www.microsoft.com/ntserver/nts/downloads/recommended/SP6/readme.asp
and describes contents of the service pack and known software issues.  System Administrators should additionally check third-party vendor web sites and the Microsoft Knowledge Base for application incompatibilities before installing SP6a.  Some applications may require updated drivers to operate properly on a system with SP6a.
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Blue Screen Installation

Section 2, Pre-Installation Steps,  listed the first phase of Windows NT secure installation.  This section presents the second phase of installation, in which the user/administrator will be working with the three setup 3.5-inch floppy disks and the CD-ROM containing the Windows NT 4.0 operating system.  The blue screens will present textual directions for the installation process.  This portion of the installation is also known as the non-graphical phase, in contrast to the graphical phase identified in Section 4, Graphical Window Installation.

Table 3-1 lists the procedures for the blue screen installation for a Windows NT Workstation or Server.  The Current Screen column describes the windows that appear on your monitor during the installation.  The Procedure column lists the options throughout each step of the installation.  The Rationale column explains the reasoning behind each procedure.

Table 3-1.  Blue Screen Installation Procedures

	
	Current Screen
	Procedure
	Rationale

	1.
	Turned-off machine on which you will be installing Windows NT Workstation 4.0.
	Boot the machine with Windows NT Workstation 4.0 using  the first of three floppy disks entitled “Setup Boot Disk.”
	Begin the second phase of the secure installation procedure.

	2.

	The blue screen entitled “Windows NT Setup.”
	Insert the second floppy disk entitled “Setup Disk 2” when requested.

Press ENTER.
	Installation request.

	3.

	The blue screen entitled “Windows NT Workstation Setup,” subtitled “Welcome to Setup.”
	Press ENTER to set up Windows NT Workstation 4.0.
	Windows NT will begin installation at this time.

	4.

	The blue screen entitled “Windows NT Workstation Setup.”
	Press ENTER to attempt to detect mass storage devices.
	Allow Windows NT setup to attempt to detect mass storage devices.

Select Disk Controller Drivers.

	5.

	The blue screen entitled “Windows NT Workstation Setup.”
	Insert the third floppy disk entitled “Setup Disk 3” when requested.

Press ENTER.
	Installation request.

	6.

	The blue screen entitled “Windows NT Workstation Setup.”
	Press ENTER.
	NT setup should have found all mass storage devices.

Loading more device drivers.

	7.

	The blue screen entitled “Windows NT Workstation Setup.”
	Insert the “Windows NT Workstation” CD-ROM when requested.

Press ENTER.
	Installation request.

	8.

	The blue screen entitled “Windows NT Licensing Agreement.”
	Read the licensing agreement.

Press Page Down several times.
	Installation request.

	9.

	The blue screen entitled “Windows NT Licensing Agreement.”
	Press F8 to accept the licensing agreement.
	You must accept the software license agreement to install the operating system.

	10.

	The blue screen entitled “Windows NT Workstation Setup.”
	Press enter to install a fresh copy of Windows NT.
	Choose to perform a new installation.

	11.

	The blue screen entitled “Windows NT Workstation Setup.”
	Review the hardware and software components listed.

Highlight “The above matches my computer.”

Press ENTER.
	Your computer software and hardware must be identified.

	12.

	The blue screen entitled “Windows NT Workstation Setup.”
	Delete any existing partitions by pressing D.   Press C to create a partition.
	Split your drive into two partitions:  the first for the operating system (2 GB) and the second for user data and applications (2 GB for workstations or 4 GB for servers).

	13.

	The blue screen entitled “Windows NT Workstation Setup.”
	Press ENTER to create  new partitions.
	The reason for creating two partitions is ease of rebuilding the operating system and managing data for backups.

	14.

	The blue screen entitled “Windows NT Workstation Setup.”
	Press ENTER to continue.
	Accept the partition for the Windows NT operating system.

	15.

	The blue screen entitled “Windows NT Workstation Setup.”
	Use the Down Arrow to highlight the NT File System (NTFS).

Press ENTER on the first partition.
	NTFS provides security for directories and files.

All partitions must be NTFS formatted (including the system and the user data partitions).

WARNING:  Do not format any partition using the FAT file system.

	16.

	The blue screen entitled “Windows NT Workstation Setup.”
	Choose \WINNT as the location for NT files.

Press ENTER.
	This is the default location for the system directory where applications and utilities reside.

	17.

	The blue screen entitled “Windows NT Workstation Setup.”
	Press ENTER to perform an exhaustive secondary examination of hard disk(s).
	The examination checks the integrity of the hard drive.

	18.

	The blue screen entitled “Windows NT Workstation Setup.”
	The blue screen phase portion of setup is completed.

Remove any floppy disks and/or CDs.

Press ENTER to restart your computer.
	Setup files will be copied to the hard disk.

The blue screen phase of setup is completed and the computer must be restarted.

	19.

	Startup screens as Windows NT reboots.
	Wait for Insert Disk window.
	Normal installation procedure.
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Graphical Window Installation

In the third phase of secure installation, the user/administrator will be working with the CD-ROM containing the Windows NT 4.0 operating system.  The Windows NT Setup screens will present directions in graphical windows to continue the installation process.  This portion of the installation is also known as the graphical phase, in contrast to the blue screen, non-graphical phase described in Section 3, Blue Screen Installation.  If an error occurs during this phase, the user can return to the end of the blue screen phase and restart the installation from that point.

Table 4-1 lists the procedures for the graphical installation of a Windows NT Server.  If you are installing a Windows NT Workstation, follow the procedures listed in Table 4-2.  There are several steps in this guide that require the creation of the Emergency Repair Disk (ERD).  The ERDs preserve configuration information throughout the installation process and provide a fallback position in the event of a system failure.  While the timing of the ERD creation is a local issue, it is strongly recommended that at a minimum, System Administrators create an ERD at the end of the secure configuration (see Section 13, System Repair Data, for details).

Table 4-1 consists of the following four phases:  Information Gathering (13 steps), Network Setup (24 steps), Final Setup (10 steps), and First Logon (4 steps).  The Current Window column describes the windows that appear on your monitor during the installation.  The Procedure column lists the options throughout each step of the installation.  The Rationale column explains the reasoning behind each procedure.

Table 4-1.  Graphical Window Installation Procedures for NT Server

	
	Current Window
	Procedure
	Rationale

	INFORMATION GATHERING


	Insert Disk window.
	Insert the CD labeled Windows NT Server 4.0.

Click OK.
	Installation request.
	

	2.

	Windows NT Server Setup window.
	Click Next.
	Begin setup.

	3.

	Windows NT Server Setup window, Name and Organization.
	Type your full name and organization.

Click Next.
	Enter identification information.

	4.
	Windows NT Server Setup window.
	Enter the CD key obtained from the CD case or from your System Administrator.
	A valid key must be entered to install the operating system.

	5.

	Windows NT Server Setup, Licensing Mode.
	If licensing per server, type in the number of concurrent connections for which you are licensed.
	Number of connections is needed for license verification.

	6.

	Windows NT Server Setup window, Computer Name.
	Type the name of the computer, up to 15 characters (this should be the same name entered later for Transmission Control Protocol/Internet Protocol [TCP/IP]).

Click Next.
	Keep the name of the computer consistent throughout the installation.

Specifying the computer name will be in accordance with naming guide/scheme (e.g., DDG57CPC002).

	7.

	Windows NT Server Setup, Server Type.
	Check Primary Domain Controller (PDC) if you are installing the first server in the domain, or Backup Domain Controller (BDC) if the Primary Domain Controller is already installed.

Click Next.
	The Primary Domain Controller must be installed before any other domain servers.

A Backup Domain Controller stores account and group information and replaces a PDC in the event of system failure.

	8.

	Windows NT Server Setup window, Administrator Account.
	Type the Administrator’s password (between 8 and 14 characters long).

Click Next.
	Choose a password that is hard to guess to increase computer security.  For example, the password should be at least 8 characters and should contain numbers and special characters.

	9.

	Windows NT Server Setup window, Emergency Repair Disk.
	Select Yes to create an ERD.

Click Next.
	The emergency repair disk is used for repairing the operating system after damage due to viruses or system failures.

	10.

	Windows NT Server Setup window, Select Components.
	Select Accessories.

Click Details.
	View the accessories for the system.

	11.

	Windows NT Server Setup window, Accessories.
	Ensure Screen Savers is checked.

Click OK.
	Screen savers are required.

	12.

	Windows NT Server Setup window, Select Components.
	Ensure both Communications and Windows Messaging are not checked.

Click Next.
	Windows messaging is not needed for installation.

	13.

	Windows NT Server Setup window.
	Click Next.
	Begin network installation.

	NETWORK SETUP

	14.

	Windows NT Server Setup window.
	Check “Wired to the network.”

Click Next.
	The computer will be participating on a network through a network adapter.



	15.

	Windows NT Server Setup.
	Uncheck the box.

Click Next.
	Do not install the Internet Information Server (IIS) Web server.

	16.

	Windows NT Server Setup window.
	Click Start Search.
	A network adapter must be identified.

	17.

	Windows NT Server Setup window.
	Ensure the adapter listed under Network Adapters is correct.

Click Next.
	Windows NT Server will find the proper network adapter.



	18.

	Windows NT Server Setup window.
	Select the TCP/IP Protocol.

Only select NWLink if Netware resources are available on your network.

Do not select the NetBEUI Protocol.

Click Next.
	For security reasons, only the minimum number of protocols should be installed.



	19.

	Windows NT Server Setup window.
	Click Next.
	Lists services that will be installed.

	20.

	Windows NT Server Setup window.
	Click Next.
	Begin installing selected components.

	21.
	Adapter Card Setup window.
	Click Continue.
	Accept the Adapter card setup information.

	22.

	TCP/IP Setup window.
	If your server belongs to a local area network (LAN) which requires the use of DHCP, click Yes and skip to step 33.

If your server belongs to a LAN which does NOT require the use of DHCP,  click No and continue with step 23.
	Some networks require all machines to have a static IP address, while others require that all machines use dynamic IP addresses through a DHCP server.

NOTE: The following are some security issues when attempting to use the DHCP protocol:

Possible spoofing of the DHCP server.

No direct link (not easily auditable) between the IP number and an NT node.

	23.

	Microsoft TCP/IP Properties window, IP Address tab.
	Type the appropriate IP Address, Subnet Mask, and Default Gateway.

Click Advanced.
	Conditional on step 22.



	24.

	Advanced IP Addressing window.
	Check previous entries made.

Ensure Enable PPTP Filtering is not checked.

Check Enable Security.

Click Configure.
	Conditional on step 22.



	25.

	TCP/IP Security window.  Click Permit Only for TCP, UDP, and IP Ports.  Click Add.

**** Warning - unless the exact ports and services needed for your applications are known, this step should be skipped or should follow a locally prepared and tested port listing.


	(OPTIONAL)

Add the following TCP and UDP port numbers:

20 (FTP data) *                21 (FTP) *                      22 (SSH) SSH Remote Login Protocol              23 (telnet)                         25 (smtp)                         53 (DNS)                       67 (DHCP/BOOTP Protocol Server) **           68 (DHCP/BOOTP Protocol Server) **                                 80 (HTTP)                      88 (Kerberos)                 90 (WINS)                        110 (POP3)                  137 (NetBIOS Name Service)                          138 (NetBIOS Datagram Service)                          139 (NetBIOS Session Service)                                     161 (SNMP)                  162 (SNMPTRAP)     443 (SSL)                          8080 (SHTTP)

Add the following IP port numbers:                                           6 (TCP)                            17 (UDP)

Click OK.

* Only needed if FTP service is installed.

** Only needed if DHCP is being used.
	Conditional on step 22.

It is considered good security practice to tightly restrict system access and resources initially (e.g., shut down unused ports) and to ease these restrictions after deliberate study.  This recommendation provides guidance in the form of a tightly restricted set of well-known ports to be enabled.  All other ports will be blocked and not allow any inbound TCP/IP connections.  Appropriately, it is a local decision to modify this list to meet operational policy/requirements.  The complete list of well-known ports can be obtained from http://www.isi.edu/div7/ iana.

NOTE:  Ports 137 - 139 should be blocked on all routers and boundary machines with direct connections to the Internet (e.g., proxy servers).  This prevents against certain attacks including RedButton and out-of-band data packets that can crash the system.

	26.

	Advanced IP Address window.
	Click OK.
	Conditional on step 22.

Advanced IP addressing complete.

	27.

	Microsoft TCP/IP Properties window, IP Address tab.
	Click the DNS tab.
	Conditional on step 22.

Continue setting TCP/IP properties.

	28.

	Microsoft TCP/IP Properties window, DNS tab.
	Type the appropriate Host Name (the Host Name typed should be the same as the Computer Name entered above in step 6) and Domain name.  Click Add to type in the DNS Service Search Order and Domain Suffix Search Order.
	Conditional on step 22.

These values are required for DNS host name resolution.  DNS is commonly used in most TCP/IP networks.

	29.

	Microsoft TCP/IP Properties window.
	Click the WINS Address tab.
	Conditional on step 22.

Continue setting TCP/IP properties.

	30.

	Microsoft TCP/IP Properties window, WINS Address tab.
	Type the appropriate IP addresses of the Primary WINS Server and Secondary WINS Server.

Check “Enable DNS for Windows Resolution.”

Uncheck “Enable LMHosts Lookup.”

Leave the Scope ID field blank.
	Conditional on step 22.

The WINS service is required for Microsoft Networking to operate properly.  Specifically, without WINS or an LMHOSTS file, a computer in a domain will not be able to locate the domain controllers to log in to the domain.

	31.

	Microsoft TCP/IP Properties window.
	Click the Routing tab.
	Conditional on step 22.

Continue setting TCP/IP properties.

	32.

	Microsoft TCP/IP Properties window, Routing tab.
	Ensure Enable IP Forwarding is not checked.


	Conditional on step 22.

All servers have a single network adapter and do not require IP forwarding.

	33.
	Microsoft TCP/IP Properties window, DHCP Relay tab.
	Click the DHCP Relay tab if you are using DHCP instead of a static IP address for your machine.  Click on the Add button and type in the IP address of the DHCP server in your network.  Obtain the DHCP server’s IP address from your System Administrator.

Click Apply and then click OK.
	Conditional on step 22.

The DHCP relay agent relays broadcast messages between the DHCP server and a client across an IP router.

WARNING: This step is only required if (1), you have multiple subnets; (2) the routers/switches in the network have NOT been configured for DHCP forwarding; (3), if you don't have a DHCP server on each subnet.

NOTE:  If this step is required(see WARNING above), do it only on one Windows NT server per subnet.



	34.

	Windows NT Server Setup window.
	Click Next.
	Accept the network bindings listed.

	35.
	Windows NT Server Setup window.
	Click Next.
	Start the network to complete the installation of networking components.

	36.

	Windows NT Server Setup window.
	Type the name of the valid domain that this computer will join.

If you are installing a BDC, enter the domain name and the username and password for the Domain Administrator.

Click Next.
	Configures a machine to participate in the domain, or creates the domain if it does not yet exist.

The Domain Administrator account is needed to add the BDC to the specified domain.

	37.

	Windows NT Server Setup window.
	Click Finish.
	Finish setup configuration.

	FINAL SETUP

	38.

	Date/Time Properties window, Time Zone tab.
	From the drop-down list, choose the correct time zone.

Click Date & Time tab.
	Set your proper time zone.

	39.

	Date/Time Properties window, Date & Time tab.
	Enter the correct date and time.

Click Close.
	Set the correct date and time.

	40.

	Detected Display window.
	Click OK.
	Configure the display.

	41.

	Display Properties window.
	Make changes as appropriate.

Click Test.
	Installation request.

	42.

	Testing Mode window.
	Read text in the window.

Click OK.
	This test is required.

	43.

	Testing Mode window.
	Click Yes or No as appropriate.
	Installation request.

	44.

	Display Settings window.
	Read text.

Click OK.
	Installation request.

	45.

	Display Properties window.
	Check settings.

Click OK.
	Installation request.

	46.

	Setup window, Emergency Repair Disk.

*** NOTE – An ERD will assist you in recovering to the recorded state.  It is not necessary to make them throughout the installation process, but is imperative to make one at the conclusion and after any configuration modifications.  All intermediate ERD’s have been labeled OPTIONAL.
	(OPTIONAL)

Follow the directions on the screen.

Write the creation date on the ERD floppy disk.

Click OK.
	The emergency repair disk is used for repairing the operating system after damage due to viruses or system failures.

It is recommended to create a new ERD immediately after the operating system installation and after any configuration changes have been made to the system.  This will provide a fallback position for each step of the configuration in the event of a system failure.

	47.

	Windows NT Setup.
	Click on the graphical * button to restart the computer.
	The computer must restart for the settings to take effect.

	FIRST LOGON

	48.

	Operating system option list.
	You have 30 seconds to ensure the first entry (Windows NT Server version 4.00) is highlighted.

Press Enter.
	Use the VGA mode option only when you are experiencing screen display problems.

	49.

	Begin Logon window.
	Press Ctrl + Alt + Delete to log onto the machine.
	Users should always press Ctrl + Alt + Delete for the secure logon screen provided by Windows NT.

	50.

	Logon Information window.
	Type the password associated with the Administrator’s account created earlier.
	Logon session begins.

	51.

	Windows NT screen with Welcome window.
	Read the information in the Welcome Screen.
	Finished the secure installation procedure for Windows NT Server 4.0.


Table 4-2 lists the procedures for the graphical installation of a Windows NT Workstation.  This table consists of the following four phases:  Information Gathering (13 steps), Network Setup (22 steps), Final Setup (10 steps), and First Logon (4 steps).  The Current Window column describes the windows that appear on your monitor during the installation.  The Procedure column lists the options throughout each step of the installation.  The Rationale column explains the reasoning behind each procedure.

Table 4-2.  Graphical Window Installation Procedures for NT Workstation

	
	Current Window
	Procedure
	Rationale

	INFORMATION GATHERING


	Insert Disk window.
	Insert the CD labeled “Windows NT Workstation 4.0.”

Click OK.
	Installation request.
	

	2.

	Windows NT Workstation Setup window.
	Click Next.
	Installation request.

	3.

	Windows NT Workstation Setup window, Setup Options.
	Accept the default setup option (Typical).

Click Next.
	Only advanced users should attempt a Custom setup.

Choose the Portable or Compact option if necessary.

NOTE:  It is not needed to do a Custom installation in order to have the required security built in.

	4.

	Windows NT Workstation Setup window, Name and Organization.
	Type your full name and organization.

Click Next.
	Enter identification information.

	5.
	Windows NT Workstation Setup window.
	Enter the CD key obtained from the CD case or from your System Administrator.
	A valid key must be entered to install the operating system.

	6.

	Windows NT Workstation Setup window, Computer Name.
	Type the name of the computer, up to 15 characters (this should be the same name entered later for Transmission Control Protocol/Internet Protocol [TCP/IP]).

Click Next.
	Keep the name of the computer consistent throughout the installation.

Specifying the computer name will be in accordance with naming guide/scheme (e.g.,  DDG57CPC002).

	7.

	Windows NT Workstation Setup window, Administrator Account.
	Type the Administrator’s password (between 8 and 14 characters long).

Click Next.
	Choose a password that is hard to guess to increase computer security.  For example, the password should be at least 8 characters and should contain numbers and special characters.

	8.

	Windows NT Workstation Setup window, Emergency Repair Disk (ERD).
	Select Yes to create an ERD.

Click Next.
	The emergency repair disk is used for repairing the operating system after damage due to viruses or system failures.

	9.

	Windows NT Workstation Setup window, Windows NT Components.
	Check “Show me the list of components so I can choose”.

Click Next.
	A change in the required components is necessary.



	10.

	Windows NT Workstation Setup window, Select Components.
	Select Accessories.

Click Details.
	View the accessories for the system.

	11.

	Windows NT Workstation Setup window, Accessories.
	Ensure Screen Savers is checked.

Click OK.
	Screen savers are required.

	12.

	Windows NT Workstation Setup window, Select Components.
	Ensure both Communications and Windows Messaging are not checked.

Click Next.
	Windows messaging is not needed for installation.

	13.

	Windows NT Workstation Setup window.
	Click Next.
	Begin network installation.

	NETWORK SETUP

	14.

	Windows NT Workstation Setup window.
	Select “This computer will participate on a network.”

Check “Wired to the network.”

Click Next.
	The computer will be participating on a network through a network adapter.



	15.

	Windows NT Workstation Setup window, adapters.
	Click Start Search.
	A network adapter must be identified.

	16.

	Windows NT Workstation Setup window, adapters.
	Ensure that adapter listed under Network Adapters is correct.

Click Next.
	Windows NT Workstation will find the proper network adapter.

	17.

	Windows NT Workstation Setup window, network protocols.
	Select the TCP/IP Protocol.

Only select NWLink if Netware resources are available on your network.

Do not select the NetBEUI Protocol.

Click Next.
	For security reasons, only the minimum number of protocols should be installed.



	18.

	Windows NT Workstation Setup window, install networking components.
	Click Next.
	The networking components are ready to be installed.

	19.

	Adapter window.
	Chose the proper adapter settings.

Click Continue.
	The correct adapter must be chosen for proper system operation.

	20.

	TCP/IP Setup window.
	If your workstation belongs to a LAN which requires the use of DHCP, click Yes and skip to step 32.

If your workstation belongs to a LAN which does NOT require the use of DHCP, click No and continue with step 21.
	Refer to the note on DHCP security issues in step 22 of Table 4-1.



	21.
	Windows NT Workstation Setup window.
	Click Next.
	Conditional on step 20.

Ready to start the network to complete the installation of networking components.

	22.

	Microsoft TCP/IP Properties window, IP Address tab.
	Type the appropriate IP Address, Subnet Mask, and Default Gateway.

Click Advanced.
	Conditional on step 20.

TCP/IP configuration.

	23.

	Advanced IP Addressing window.
	Check previous entries made.

Ensure Enable Point-to-Point Tunneling Protocol (PPTP) Filtering is not checked.

Check Enable Security.

Click Configure.
	Conditional on step 20.

Security settings.

	24.

	TCP/IP Security window.  Click Permit Only for TCP, UDP, and IP Ports.  Click Add.

**** Warning - unless the exact ports and services needed for your applications are known, this step should be skipped or should follow a locally prepared and tested port listing.


	(OPTIONAL)

Add the following TCP and UDP port numbers:

67 (DHCP/BOOTP Protocol Server) **           68 (DHCP/BOOTP Protocol Server) **       80 (HTTP)                      88 (Kerberos)                 90 (WINS)                  137 (NetBIOS Name Service)                          138 (NetBIOS Datagram Service)                          139 (NetBIOS Session Service)                                                          161 (SNMP)               443 (SSL)                          8080 (SHTTP)

Add the following IP port numbers:                                           6 (TCP)                            17 (UDP)

Click OK.

** Only needed if DHCP is being used.


	Conditional on step 20.

It is considered good security practice to tightly restrict system access and resources initially (e.g., shut down unused ports) and to ease these restrictions after deliberate study.  This recommendation provides guidance in the form of a tightly restricted set of well-known ports to be enabled.  All other ports will be blocked and not allow any inbound TCP/IP connections.  Appropriately, it is a local decision to modify this list to meet operational policy/requirements.  The complete list of well-known ports can be obtained from http://www.isi.edu/div7/ iana.

NOTE:  Ports 137 - 139 should be blocked on all routers and boundary machines with direct connections to the Internet (e.g., proxy servers).  This prevents against certain attacks including RedButton and out-of-band data packets that can crash the system.

	25.

	Back to the Advanced IP Address window.
	Click OK.
	Conditional on step 20.

Advanced IP addressing completed.

	26.

	Microsoft TCP/IP Properties window, IP Address tab.
	Click the DNS tab.
	Conditional on step 20.

Continue setting TCP/IP properties.

	27.

	Microsoft TCP/IP Properties window, DNS tab.
	Type the appropriate Host Name (the Host Name typed should be the same as the Computer Name entered above in step 6) and Domain name.  Click Add to type in the DNS Service Search Order and Domain Suffix Search Order. 
	Conditional on step 20.

These values are required for DNS host name resolution.  DNS is commonly used in most TCP/IP networks.

	28.

	Microsoft TCP/IP Properties window.
	Click the WINS Address tab.
	Conditional on step 20.

Continue setting TCP/IP properties.

	29.

	Microsoft TCP/IP Properties window, WINS Address tab.
	Type the appropriate Primary WINS Server and Secondary WINS Server.

Check “Enable DNS for Windows Resolution.”

Uncheck “Enable LMHosts Lookup.”

Leave the Scope ID field blank.
	Conditional on step 20.

The WINS service is required for Microsoft Networking to operate properly.  Specifically, without WINS or an LMHOSTS file, a computer in a domain will not be able to locate the domain controllers to log in to the domain.

	30.

	Microsoft TCP/IP Properties window.
	Click the Routing tab.
	Conditional on step 20.

Continue setting TCP/IP properties.

	31.

	Microsoft TCP/IP Properties window, Routing tab.
	Ensure Enable IP Forwarding is not checked.

Click Apply.

Click OK.
	Conditional on step 20.

All workstations have a single network adapter and do not require IP forwarding.

	32.

	Windows NT Workstation Setup window, start the network.
	Click Next.
	Installation request.

	33.

	Windows NT Workstation Setup window.
	Type the name of the valid domain that this computer will join.

Check “Create a Computer Account in the Domain.”

Click Next.
	Being a member of a domain is more secure than being a member of a workgroup since the security policy for a domain can be centrally administered.

	34.

	Create Computer Account in <domain name> window.
	Enter the username and password of an account that has the ability to add workstations to the domain.
	The domain computer account is needed to add the workstation to the specified domain.

	35.

	Windows NT Workstation Setup window.
	Click Finish.
	Finish setup configuration.

	FINAL SETUP

	36.

	Date/Time Properties window, Time Zone tab.
	From the drop-down list, choose the correct time zone.

Click Date & Time tab.
	Set your proper time zone.

	37.

	Date/Time Properties window, Date & Time tab.
	Enter the correct date and time.

Click Close.
	Set the correct date and time.

	38.

	Detected Display window.
	Click OK.
	Configure the display.

	39.

	Display Properties window.
	Make changes as appropriate.

Click Test.
	Installation request.

	40.

	Testing Mode window.
	Read text in the window.

Click OK.
	This test is required.

	41.

	Testing Mode window.
	Click Yes or No as appropriate.
	Finish testing mode.

	42.

	Display Settings window.
	Read text.

Click OK.
	Installation request.

	43.

	Display Properties window.
	Check settings.

Click OK.
	Installation request.

	44.

	Setup window, Emergency Repair Disk.

*** NOTE – An ERD will assist you in recovering to the recorded state.  It is not necessary to make them throughout the installation process, but is imperative to make one at the conclusion and after any configuration modifications.  All intermediate ERD’s have been labeled OPTIONAL.
	(OPTIONAL)

Follow the directions on the screen.

Write the creation date on the ERD floppy disk.

Click OK.
	The emergency repair disk is used for repairing the operating system after damage due to viruses or system failures.

It is recommended to create a new ERD immediately after the operating system installation and after any configuration changes have been made to the system.  This will provide a fallback position for each step of the configuration in the event of a system failure.

	45.

	Windows NT Setup.
	Click on the graphical * button to restart the computer.
	The computer must restart for the settings to take effect.

	FIRST LOGON

	46.

	Operating system option list.
	You have 30 seconds to ensure the first entry (Windows NT Workstation Version 4.00) is highlighted.

Press Enter.
	Use the VGA mode option only when you are experiencing screen display problems.

	47.

	Begin Logon window.
	Press Ctrl + Alt + Delete to log onto the machine.
	Users should always press Ctrl + Alt + Delete for the secure logon screen provided by Windows NT.

	48.

	Logon Information window.
	Type the password associated with the Administrator’s account created earlier.
	Logon session begins.

	49.

	Windows NT screen with Welcome window.
	Read the information in the Welcome Screen.
	Finished the secure installation procedure for Windows NT Workstation 4.0.
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User Manager for Domains Configuration

The policy for an IT-21 environment is to place all user accounts at the domain level, with only the local built-in accounts (Administrator and disabled Guest accounts) placed on individual nodes.  Domain-level accounts are located on a domain controller (either the primary or backup) with the User Manager for Domains being the administrative tool for creating and deleting groups and user accounts.  By default, all users are members of the group Domain Users.  Select users should also be added to a group with higher privileges to give them more administrative abilities.  Consult with your System Administrator to identify these users.

The built-in Administrator’s account should only be used once to build the minimum number of accounts requiring administrative privileges.  All subsequent actions requiring administrative privileges (including the creation of regular user accounts) should use the individual accounts created with partial administrative rights.  The reason for this is twofold:  to protect the built-in Administrator’s account since it cannot be locked out from an interactive (local) session, and to provide accountability for the usage of privileged commands/rights/accounts.

Before creating user accounts, the group or domain for which the account will be a member must already exist.  Each group will contain users with similar job roles and privileges.

Table 5-1 lists the steps for using the User Manager for Domains tool to create new groups and user accounts and assign account restrictions.  These steps should be performed on the PDC and not on individual workstations.  The Navigate column lists the directions to view and open system windows.  The Procedure column lists the options for each step of the configuration.  The Rationale column explains the reasoning behind each procedure.

Table 5-1.  User Manager for Domains Configuration Procedures

	
	Navigate
	Procedure
	Rationale

	1.
	In the Taskbar, click on the Start button, Programs, Administrative Tools, then User Manager for Domains.  When the User Manager for Domains window appears (Figure 5-1) select the User menu item, then the New Global Group item.
	In the New Global Group window (Figure 5-2), type in a unique group name in the Group Name area using the IT-21 standard (e.g., “Privileged Users”). 

Skip the Description box.

Select users in the right-hand list and click on the Add button to make them group members.  Click OK when all users have been added.
	As new users are created (step 2 below), they can be added to this group which will give them more privileges when the System Policy is defined (see Section 8, System Policy Configuration, for more details).

	2.
	In the User Manager for Domains window, select the User menu item, then the New User item.


	When the New User window appears (Figure 5-3), do the following:

In the Username area, give the user a unique username using the IT-21 standard (e.g., “NavyUser”).

Skip the Full Name and Description boxes.

In the Password area, enter the default new user password.

Reenter the default new user password in the Confirm Password box.

Check User Must Change Password at Next Logon.

Ensure the other three check boxes (User Cannot Change Password, Password never expires, Account Disabled) are not checked.

Click Add.
	Preferably, usernames are between 8 and 20 characters in length. 

The default new user password will be replaced when the new user logs on for the first time.
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Figure 5-1.  User Manager Window
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Figure 5-2.  New Global Group Window
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Figure 5-3.  New User Window

	
	Navigate
	Procedure
	Rationale

	3.
	In the User Manager for Domains window, double-click on the username you added in step 2.


	In the User Properties window, click on the Group menu item at the bottom of the window.  When the Group Memberships window appears, do the following:

Assign the new user membership to the appropriate existing group(s) (such as the Privileged Users group created in step 1 by selecting the group in the list on the right and clicking the Add button.

Click OK.

Click on the Account menu item.  When the Account window appears, do the following:

Note the Account Type field with the option of creating either a local account or a global account.

Repeat for as many users as required.
	The user will be added to the specified group.

Users should only be members of groups that are necessary for performing their work.

The use of local accounts for users of untrusted domains is discouraged.

	4.
	Select User and then New User from the User Manager for Domains menu.
	Create a user with Domain Administrative privileges (i.e., belongs to the Domain Admins group).
	The default Administrator account is not subject to failed local (interactive) logon lockout.  This feature, along with its considerable privileges, makes it an attractive target for attacks.

The next few steps will address renaming and removing the privileges of the default Administrator account.  Removing the privileges is necessary since certain attack tools (e.g., Red Button) can identify the default Administrator account by its user identifier (UID) even after it has been renamed.  The UID of any account does not change after being renamed.

Before removing the default Administrator account from the Domain Admins group, another account with Administrative privileges must exist to insure continued access to the system.

	5.
	In the User Manager for Domains window, click on the Administrator account username.

Click on the menu item User, then select Rename.
	When the Rename window appears, type “<machine name>_admin” in the Change To: box, then click OK.
	Renaming the account protects the system from intruders knowing the Windows NT default Administrator username.

	6.
	Double-click on the newly renamed Administrator account.
	Ensure there is no data in the Full Name field.

Select the entire field for Description.  Press the backspace key to erase any text in this field.  Click OK.
	Removing the account description protects the system from intruders recognizing the Windows NT default Administrator account.

	7.
	Double-click on “Administrators” in the Group window.
	In the Local Group Properties window, click on the Add button.  Highlight the newly renamed default Administrator name in the Names list and click Add.  Click OK.  The default Administrator account should now be listed as a member of the local Administrators group.  Click OK.
	This step adds the renamed default Administrator account to the local Administrators group on the PDC.

	8.

	In the User Properties window, click on the Hours button.
	Highlight all of the bars for each day of the week and click on the Disallow button.  Click OK.
	This step prevents the default Administrator account from logging in to the domain.


Other User Account Recommendations:

Ensure users and groups have the least privileges necessary to perform their work duties.  Normal users should only have a single, domain-based account.  Privileged users should have a non-privileged account in addition to their privileged account.

Individual accountability must be enforced for every person using a Navy system in the form of a user identifier (UID) and password-protected account.  No more than one person should have access to any single account.

If Guest accounts are not required on the server or workstation, disable them through the User Manager tool.  If Guest accounts are required, at a minimum do the following:

· Choose strong passwords for each Guest account and change them regularly.

· Provide different, non-standard name(s) for this account (including the Guest built-in account).

· Ensure that the Guest accounts have no privileges and a minimum set of rights.

· Prohibit the Guest from becoming a member of Domain Users or any other group.

· Monitor the Guest’s intruder detection status.

· NOTE:  Several possible Guest accounts could be used on a Windows NT system.  IIS creates a Guest account on the server, as does Structured Query Language (SQL) Server, in addition to the built-in Guest accounts created on both server and workstation nodes.

Periodically check the system for user accounts that have been inactive for a long period of time and disable them.  Disabling those accounts, but not deleting, will allow them to be more easily reactivated at a later time should it become necessary.  If a user account is no longer needed (e.g., user leaves the department, user changes job duties) the account should be deleted in the User Manager for Domains.  Deleting an account will permanently erase the SID associated with the UID, and all privileges formally granted to this account can never be restored even if a new account with the same name is created.
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Domain Model Configuration (Trust Relationships)

Consult with your System Administrator to choose the proper domain model for your site.  See the Microsoft Windows NT Server Version 4.0 Concepts and Planning manual for details.

The user accounts, profiles, logon scripts, and home directories should be placed at the domain controller level so user environments can be centrally managed. 

Several users can be added to a group in which their configurations and restrictions can be controlled from a single point.  Windows NT recognizes two types of groups:  local and global.

Allow only domain user accounts on the network.  A node should not contain any local user accounts, other than the two built-in local accounts (the Administrator and disabled Guest accounts).  Domain user accounts can be controlled by placing appropriate files in the Netlogon directory of the domain controllers, such as the default user profile (see Section 7, User Environment Profile Configuration, for details) or system policy (see Section 8, System Policy Configuration, for details).

Roaming profiles allow users to log onto other workstations within their domains.  These profiles are allowed, but cached data from a roaming profile must be deleted from the workstation or server once the user has logged out of the server.  Some cached data is deleted by the configuration settings of the security templates included with this document (see Appendix D, E, and F, for details).

The number of workstations that can be accessed by a user should be limited.  Preferably, each user should only log onto his or her desktop machine to prevent users from unnecessary roaming.  This can be controlled by the use of the User Manager for Domains utility.

Domains should be used to separate Internet and Intranet networks.  Never place Internet resources in a domain that contains Intranet resources and vice versa.  The Intranets should also be protected from Internets via hardware, such as a router, firewall, and/or proxy server.

Trust relationships can be created to allow access to resources in other domains.  Two types of trust relationships can be set up between any two domains: one-way trust and two-way trust.  Using this trust model, up to six trust relationships can exist among three domains, twelve among four domains, and so forth.  To prevent a complicated trust policy and make the trust relationships more manageable, the number of domains should be kept to a minimum.  Also, if possible, use only one-way trust relationships when that model can meet requirements.  Minimize the use of two-way trust relationships to those instances in which it is required.

Table 6-1 lists the steps taken to set up and remove trust relationships in your domain.  The following steps should be performed on the PDC.  The Navigate column lists the directions to view and open system windows.  The Procedure column lists the options for each step of the configuration.  The Rationale column explains the reasoning behind each procedure.

Table 6-1.  Domain Model Configuration Procedures

	

	Navigate
	Procedure
	Rationale

	1.

	In the Taskbar, click on the Start button, Programs, Administrative Tools, and then User Manager for Domains.

When the User Manager window appears, select the Policies menu item, and then select the Trust Relationships menu item. 
	When the Trust Relationships window appears (Figure 6-1), do the following:

To add a trusting domain, select the Add option by the trusting domain window.  When the Add Trusting Domain window appears, enter the name of the trusting domain in the Domain field.  Enter and confirm the password for use by the other domain’s Administrator. 

Click OK.

To add a trusted domain, select the Add option in the trusted domain window.  When the Add Trusted Domain window appears, enter the name of the domain to be trusted in the Domain field.  Enter the password obtained from the Administrator of the trusted domain.

Click OK.
	Establishing a trust relationship requires two steps performed in two distinct domains.

The domain that will be the trusted domain must first add a domain to its list of trusting domains.

Next, the trusting domain must add the first domain to its list of trusted domains. 

Establishing a two-way trust relationship (in which each domain trusts the other) requires this procedure to be performed twice, once in each domain.

Trust relationships should be avoided unless absolutely necessary.
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Figure 6-1.  Trust Relationships Window

	
	Navigate
	Procedure
	Rationale

	2.

	To remove trust relationships, follow the instructions in the Navigation column of step 1 above to invoke the Trust Relationships window.
	To remove a trusting domain, select the domain in the Trusting Domains box and click on the Remove button.

Click Yes.

To remove a trusted domain, select the domain in the Trusted Domains box and click on the Remove button.

Click Yes.
	Removing a two-way trust relationship requires these steps to be performed on the domain controllers in their separate domains.
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User Environment Profile Configuration

System policies and user profiles have a substantial impact on the security of the system.  They form a hierarchical structure of controls for the work environment and desktop settings for users.  The hierarchy ranges from the user profile controlled by the individual user on the low security end to the system policy in which the work environment for all users can be controlled by the System Administrator.  Section 8, System Policy Configuration, presents information on the use of system policies.

This section describes how to define user profiles for critical global user groups and assign a profile to each user.  This selected approach avoids the labor-intensive prospect of managing individual user profiles.  The key global groups defined in this section are Domain Users, Privileged Users, and Domain Admins.  These groups were selected to take advantage of default groups created when Windows NT is installed and for which file permissions have already been set.

A shared user identifier (UID) will allow numerous users to utilize the same account and password.  Each user who has access to this shared UID will also share the UID’s profile.  Consequently, all users accessing the domain through this shared UID will share operating environments, Web browser bookmarks, and even digital authentication certificates.  Hence, the use of shared UIDs is strongly discouraged. 

Table 7-1 lists the steps for adding a Privileged Users group and configuring a user’s profile for each new account created.  The Navigate column lists the directions to view and open system windows.  The Procedure column lists the options for each step of the configuration.  The Rationale column explains the reasoning behind each procedure.

Table 7-1.  User Profile Configuration Procedures

	
	Navigate
	Procedure
	Rationale

	1.
	Refer to step 1 in Section 5, User Manager for Domains Configuration, for creating a new global group.
	Create a global group called “Privileged Users.”

Add the appropriate users to this group.
	Windows NT servers do not contain the Power Users group that NT workstations have by default.  The Privileged Users group will contain more privileges than Domains Users but less than Domain Administrators.

	2.
	On the fileserver selected to host user home directories, click on the Start button, Programs, then Windows NT Explorer.

Choose a drive letter to create the users’ home directories.  Name this folder “Users”.  Right click on this folder, select Properties, and then select the Sharing tab.
	Select “Shared As” and click on the New Share button.  Type “USERS$” in the Share Name field.  Click OK.

Click on Permissions.

Click Add in the “Access Through Share Permissions” window.

Select the three groups (Domain Admins, Domain Users, and Privileged Users) and click Add after each one is highlighted.

Change the “Type of Access” from “Read” to “Change.”

Click OK.

Highlight the group “Everyone” and select “Remove.”

Highlight the group “Domain Admins” and change the “Type of Access” from “Change” to “Full Control.”

Click OK in the “Access Through Share Permissions” window.

Click Apply and then OK.
	Creates the location for user home directories for your domain and creates a hidden share for this directory so it can be mapped over the network.

The share is configured to restrict access to only the three primary user groups.

	3.
	On the PDC, click on the Start button, Programs, Administrative Tools, and then User Manager for Domains.

When the User Manager window appears, double-click on a user listed.  When the User Properties window appears, click on the Profiles icon at the bottom of the window. 

Repeat for all new users.
	When the Profiles window appears, do the following:

In the User Profiles area, type in the following path name: “\\<PDC_NAME>\ Profile$\%username%.” 

In the Home Directory area select “Connect” and choose a drive letter from the drop-down list.  In the “To” box, type in the following path name:  “\\<fileserver>\users$\ %username%.”

Click OK.
	Every user must have a profile on the PDC. 

The home directory of every user should reside on a domain fileserver and not on a domain controller (PDC or BDC). 

	4.
	This step should be performed on the PDC.  In the Taskbar, click on the Start button, Programs, then Windows NT Explorer.  When the Exploring window appears, click on the plus box next to the <%systemroot%> folder.  Continue to traverse the directory structure by clicking on the plus box next to the Profiles folder (see Figure 7-1).
	Single-click on the Profiles folder.  Select File, New, then Folder from the menu bar.  Create three new folders and name them Domain Users, Privileged Users, and Domain Admins.

Double-click on the Default User folder and then in the right window, highlight only the folders by holding down the Control key and clicking on each folder.  Right-click on the highlighted folders and select “Copy.”  Right-click on each of the newly created group folders and select “Paste.”
	Creates three new profile folders for each group.  The profile configuration for the Default User is used as the baseline to modify the profiles for the user groups.

	5.
	In the left pane of the Exploring window, click the plus box next to the “All Users” folder, and then click the plus box next to the “Start Menu” folder.  Click on the “Programs” folder.
	Highlight the “Administrative Tools (Common)” and “Microsoft Internet Server (Common)” (if installed) and choose Copy from the Edit menu.
	Prepare to move these two folders to the Domain Admins profile folder.  These tools are not needed by Domain Users or Privileged Users.

	6.
	Double-click on the new “Domain Admins” folder.  Click on the plus box next to the “Start Menu” folder.  Click on the “Programs” folder.
	Select Paste from the Edit menu.
	Gives the Domain Admins group the necessary administrative tools.

	7.
	Click on the “Programs” folder in the “All Users” profile folder.
	Highlight the “Administrative Tools (Common)” and “Microsoft Internet Server (Common)”.  Delete both of these folders.
	Removes these tools from the desktop for both the Domain Users and Privileged Users groups.

	8.
	In the Exploring window, right-click on the “Profiles” folder, select Properties, and then select the Sharing tab.
	Select “Shared As” and type “Profile$” for the Share name.  Click on “Permissions.”  In the “Access Through Share Permissions” window, click Add.

Select the three groups (Domain Admins, Domain Users, and Privileged Users) and click Add after each one is highlighted.  Click OK.

Highlight the group “Everyone” and select “Remove.”  Highlight the group “Domain Admins” and change the “Type of Access” from “Change” to “Full Control.”  

Click OK in the “Access Through Share Permissions” window.

Click Apply and then OK in the “Profiles Share Window.”
	Creates a hidden share for this directory so it can be accessed over the network.  The share is configured to restrict access to only the three primary user groups.

The share name must be 8 characters or less (including the “$”) so that the share can be read by other non-Windows NT machines.
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Figure 7-1.  Windows NT Explorer - “%systemroot%\Profiles” Folder

The final step in this section is to update the file and directory permissions for the Profiles folder.  Generally, first assign the lowest level of permissions and propagate that throughout the entire folder.  Next, assign specific permissions to specific subfolders.  Finally, revise the permissions for the parent folder (Profiles) without propagating the changes to the subfolders.  Table 7-2 describes the steps to update the file and directory permissions for the Profiles folder.  The Navigate column lists the directions to view and open system windows.  The Procedure column lists the options for each step of the configuration.  The Rationale column explains the reasoning behind each procedure.

Table 7-2.  File and Directory Permissions for the Profiles Folder

	
	Navigate
	Procedure
	Rationale

	1.
	Right-click on the “Profiles” folder and select Properties.  Click on the Security tab and then click Permissions.
	Check the “Replace Permissions on Subdirectories” and “Replace Permissions on Existing Files” blocks.  Click Add.  Ensure that the proper domain name is shown in the “List Names From:” drop-down list.  Select the following groups to add:

CREATOR OWNER    Domain Admins           Domain Users               Privileged Users           SYSTEM

Select “Read” as the “Type of Access” (see Figure 7-2).  Click OK.

Highlight the following groups in succession and change the “Type of Access” to “Full Control”:

CREATOR OWNER    Domain Admins            SYSTEM

Highlight the Everyone group and click Remove.  Verify that your settings are correct and click OK.  Click Yes in the subsequent warning dialog box.  Click OK.
	Establishes the basic level of permissions for the Profiles folder and propagates these permissions to all subfolders and files.
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Figure 7-2.  Window NT Explorer - Initial Permissions on Profiles Folder

	
	Navigate
	Procedure
	Rationale

	2.
	Right-click on the “Domain Admins” folder and select Properties.  Click on the Security tab and then click Permissions.
	Check the “Replace Permissions on Subdirectories” and “Replace Permissions on Existing Files” blocks.

Remove the Domain Users and Privileged Users groups from the list of groups with directory permissions.

Verify that your settings are correct and click OK.  Click Yes in the subsequent warning dialog box.  Click OK.
	Protects the Domain Admins profile by removing all access to this folder from lower authority groups.

	3.
	Right-click on the “Privileged Users” folder and select Properties.  Click on the Security tab and then click Permissions.
	Check the “Replace Permissions on Subdirectories” and “Replace Permissions on Existing Files” blocks.

Remove the Domain Users group from the list of groups with directory permissions.

Verify that your settings are correct and click OK.  Click Yes in the subsequent warning dialog box.  Click OK.
	Protects the Privileged Users profile by removing all access to this folder from lower authority groups.

	4.
	Right-click on the “Profiles” folder and select Properties.  Click on the Security tab and then click Permissions.
	DO NOT PROPAGATE THESE CHANGES TO SUBDIRECTORIES.

Ensure that “Replace Permissions on Subdirectories” is NOT checked and “Replace Permissions on Existing Files” IS checked.

Highlight the following groups in succession and change the “Type of Access” to “Add & Read”:

Domain Users              Privileged Users

Verify that your settings are correct (see Figure   7-3).  Click OK.
	Grants the permission necessary for individual user profiles to be created when new users logon for the first time.
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Figure 7-3.  Windows NT Explorer - Final Permissions on Profiles Folder
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System Policy Configuration

This section describes how to secure the system policy for the entire domain.  As described in Table 8-6 later in this section, changes outlined in this section should be made on each controller of a domain.  The system policy should first be edited on the PDC then on all the BDCs in the domain.  No system policies should be placed on any local workstations or standalone servers; these computers will get their system policies from a domain controller at the moment they log into a domain.

Throughout this section, reference is made to the three possible settings for system policy items.  These settings are characterized by grayed-out blocks, solid white blocks, or checked blocks, and can be changed by clicking on each policy block.  The solid white block and checked block indicate that Windows NT will write a value in the Registry of the local host.  A checked block is an affirmative response to the statement and a solid white block is a negative response to the statement.  Conversely, the grayed-out block indicates that Windows NT will not write a value to the Registry, but will instead accept the existing value.  

The settings convention can cause unpredictable results depending on the sequence users log onto the local host.  Specifically, if a certain policy setting for the Domain Admins group is left grayed-out and that same setting is checked for the Domain Users group, a Domain Admin who logs in after a Domain User may inherit a restricted policy.  For instance, if the Domain Users group was specifically denied a permission (e.g., access to Registry editing tools), the member of the Domain Admins group will also be denied that permission if they log in after a Domain User.  This pattern of behavior results because the machine was not rebooted in the interval between their use (i.e., the local Registry was left intact) and the system policy for the Domain Admins group defined that the value of the setting be accepted.

Table 8-1 lists the steps to configure computer properties for user profiles, Windows NT shells, and the Windows NT operating system.  This process should be completed in one sitting.  Do not save a partially completed configuration, log out, and then log in and continue.  Failure to complete these steps at one time may result in a half-implemented policy and may produce undesirable effects.  The Navigate column lists the directions to view and open system windows.  The Procedure column lists the options for each step of the configuration.  The Rationale column explains the reasoning behind each procedure.

Table 8-1.  Default Computer Procedures

	
	Navigate
	Procedure
	Rationale

	1.

	On the PDC, click on the Start button and then Run.  In the Run window, type in “poledit” and click OK to start the System Policy Editor.

When the System Policy Editor window appears, select the File menu, then New Policy.

Double-click on the Default Computer icon.

When the Default Computer Properties window appears, click the plus box in front of the Network item, then click the plus box in front of the System policies update item (see Figure 8-1).
	Check the “Remote update” item.  In the lower dialog box, select “Automatic (use default path)” from the drop-down list as the Update mode.  Check the “Display error messages” and “Load balancing” boxes.



	Causes Windows NT machines to download the system policy from a domain controller.

NOTE:  The Administrative Tools will temporarily be unavailable (through the Programs folder) while the system policy is being configured.

	2.
	Click the plus box in front of the System box, then click the plus box in front of the Run box (see Figure 8-2).
	Click the shaded block twice to obtain a solid white block.
	This will not run any programs during the system boot process.
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Figure 8-1.  Default Computer Properties - Network
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Figure 8-2.  Default Computer System and Windows NT Networking Properties

	
	Navigate
	Procedure
	Rationale

	4.
	Click the plus box in front of the Windows NT Shell item, then click the plus box in front of the Custom shared folders item (see Figure 8-3).
	Check “Custom shared Programs folder” and enter the following path in the lower dialog box: “\\<PDC NAME>\ Profile$\All Users\Start Menu\Programs.”

Check “Custom shared desktop icons” and enter the following path in the lower dialog box: “\\<PDC NAME>\ Profile$\All Users\Desktop.”

Check “Custom shared Start menu” and enter the following path in the lower dialog box: “\\<PDC NAME>\ Profile$\All Users\Start Menu\Programs\Startup.”

Check “Custom shared Startup folder” and enter the following path in the lower dialog box: “\\<PDC NAME>\ Profile$\All Users\Start Menu.”
	Assigns all Domain Users the same Start menu and desktop environment.  This allows ease of maintenance for the Administrator.  Programs and/or applications can be granted or revoked from Domain Users by editing one user profile.

	5.
	Click the plus box in front of the Windows NT System item, then click the plus box in front of the Logon item (see Figure 8-4).
	Check “Run logon scripts synchronously.”
	Performs logon scripts before continuing on with the logon process.

	6.
	Click the plus box in front of the Windows NT System item, then click the plus box in front of the File System item (see Figure 8-4).
	Replace the shaded block with a solid white block on the “Do not create 8.3 file names for long file names” and “Allow extended characters in 8.3 file names.”

Check “Do not update last access time.”
	As an additional security measure, if a penetration is suspected, consider replacing the checked block for the “Do not update last access time” with a solid white block.  This will allow the Administrator to determine when each file was last accessed, including when a file was last read.  When enacted, system performance is degraded.
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Figure 8-3.  Default Computer Properties - Windows NT Shell
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Figure 8-4.  Default Computer Properties - Windows NT System

Table 8-2 lists the steps for creating system policies for user groups.  The Navigate column lists the directions to view and open system windows.  The Procedure column lists the options for each step of the configuration.  The Rationale column explains the reasoning behind each procedure.

Table 8-2.  System Policy Editor - User Groups

	
	Navigate
	Procedure
	Rationale

	1.

	In the System Policy Editor window, add a system policy icon for the following three groups:

Domain Users              Privileged Users           Domain Admins
	Click on the Edit menu and select Add Group.  Type in the name of each group and click OK (see Figures 8-5 and 8-6).  It is not necessary to create a group icon in the System Policy Editor for every group found in User Manager for Domains.
	Control of user access is better administered by using groups versus individual users.

Based on the specific environment, additional groups can be defined.  The use of three groups provides some granularity of control.
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Figure 8-5.  System Policy Editor
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Figure 8-6.  System Policy Editor - Add Group Dialog Box

Table 8-3 lists the steps for defining the system policy for Domain Users.  The Navigate column lists the directions to view and open system windows.  The Procedure column lists the options for each step of the configuration.  The Rationale column explains the reasoning behind each procedure.

Table 8-3.  Domain Users Properties

	
	Navigate
	Procedure
	Rationale

	1.
	Double-click on the Domain Users icon.  When the Domain Users Properties window appears, click the plus box in front of the Control Panel item and click the plus box in front of the Display item (see Figure 8-7).
	Check “Restrict Display”, which will make the lower dialog box active.

Check “Hide Background tab”, “Hide Appearance tab”, and “Hide Settings tab.”

Keep “Deny access to display icon” and “Hide Screen Saver tab” unchecked.
	Each user must configure a password-protected screen saver.  Table 9-1 will describe the steps to configure a screen saver through the Control Panel.

	2.
	Click the plus box in front of the Shell item, then click the plus box in front of the Restrictions item (see Figure 8-8).
	Replace the shaded blocks with solid white blocks on all selections except:

Check “Remove Run Command from Start menu”, “No Entire Network in Network Neighborhood”, and “Don’t save settings at exit.”

Keep “Disable Shutdown command” grayed-out.
	Prevents Domain Users from running executable commands from the Start menu, browsing the network outside the domain, and making changes that will impact other users.
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Figure 8-7.  Domain Users Properties - Control Panel
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Figure 8-8.  Domain Users Properties - Shell

	
	Navigate
	Procedure
	Rationale

	3.
	Click the plus box in front of the System icon, then click the plus box in front of the Restrictions item (see Figure 8-9).
	Check “Disable Registry editing tools.”

Replace the shaded block for “Run only allowed Windows applications” with a solid white block.
	Prevents the use of the registry editing tools by an unauthorized user.

An additional security measure can be taken by checking “Run only allowed Windows applications.”  This allows the Administrator to select which applications a default user can run.

WARNING:  This action should be used with extreme caution and by experienced Administrators only.

	4.
	Click the plus box in front of the Windows NT Shell item, then click the plus box in front of the Custom user interface item (see Figure 8-10).
	Replace the shaded block with a solid white block on the “Custom Shell” item.
	Prevents Domain Users from using a shell other than Explorer.exe.

	5.
	Click the plus box in front of the Windows NT Shell item, then click the plus box in front of the Custom Folders item (see Figure 8-10).
	Replace the shaded block with a solid white block on “Custom Network Neighborhood.”

Check “Custom Program folder” and enter the following path in the lower dialog box: “\\<PDC NAME>\ Profile$\Domain Users\Start Menu\Programs.”

Check “Custom desktop icons” and enter the following path in the lower dialog box: “\\<PDC NAME>\ Profile$\Domain Users\Desktop.”

Check “Hide Start menu subfolders.”

Check “Custom Startup folder” and enter the following path in the lower dialog box: “\\<PDC NAME>\ Profile$\Domain Users\Start Menu\Programs\Startup.”

Check “Custom Start menu” and enter the following path in the lower dialog box: “\\<PDC NAME>\ Profile$\Domain Users\Start Menu.”
	Assigns all Domain Users the same Start menu and desktop environment.  This allows ease of maintenance for the Administrator.  Programs and/or applications can be granted or revoked from Domain Users by editing one user profile.
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Figure 8-9.  Domain Users Properties - System
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Figure 8-10.  Domain Users Properties - Windows NT Shell/Custom Folders

	
	Navigate
	Procedure
	Rationale

	6.
	Click the plus box in front of the Windows NT Shell item, then click the plus box in front of the Restrictions item (see Figure 8-11).
	Replace the shaded blocks with solid white blocks on all items except:

Check “Only use approved shell extensions”, “Remove the ‘Map Network Drive’ and ‘Disconnect Network Drive’ options.”
	Prevents Domain Users from making unauthorized network connections.

	7.
	Click the plus box in front of the Windows NT System item (see Figure 8-12).
	Replace the shaded blocks with solid white blocks on the “Parse Autoexec.bat” and “Show welcome tips at logon” items.

Check “Run logon scripts synchronously” and “Disable Task Manager.”

Click OK.
	Performs logon scripts before continuing with the logon process.

Prevents Domain Users from starting or stopping system processes and applications through the Task Manager.
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Figure 8-11.  Domain Users Properties - Windows NT Shell/Restrictions
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Figure 8-12.  Domain Users Properties - Windows NT System

Table 8-4 addresses the system policy settings for the Privileged Users group.  The procedures only indicate deviations from the system policy settings for the Domain Users group.  The Navigate column lists the directions to view and open system windows.  The Procedure column lists the options for each step of the configuration.  The Rationale column explains the reasoning behind each procedure.

Table 8-4.  Privileged Users Properties

	
	Navigate
	Procedure
	Rationale

	1.

	In the System Policy Editor window, single-click on the Domain Users icon.
	Select Copy from the Edit menu.
	This will copy the properties of the Domain Users policy into memory.

	2.
	Single-click on the Privileged Users icon.
	Select Paste from the Edit menu and select Yes.
	This will apply the Domain Users policy to the Privileged Users group.

	3.
	Double-click on the Privileged Users icon.  When the Privileged Users Properties window appears, click on the plus box in front of the Control Panel item and click on the plus box in front of the Display item.
	Check “Restrict Display”, which will make the lower dialog box active.  Replace the checked blocks with solid white blocks on all items except “Hide Settings tab.”
	Prevents Privileged Users from altering the type of display (effects screen resolution, color palette, and monitor type).

	4.
	Click on the plus box in front of the Shell item, and then click on the plus box in front of the Restrictions item.
	Replace the checked blocks with solid white blocks on all selections except:

Keep the “Disable Shutdown command” block grayed-out.
	Allows Privileged Users to run executable commands from the Start menu, browse the network outside the domain, and make changes that will impact other users.

	5.
	Click on the plus box in front of the Windows NT Shell item, and then click on the plus box in front of the Custom Folders item.
	Check “Custom Program folder” and enter the following path in the lower dialog box: “\\<PDC NAME>\ Profile$\Privileged Users\Start Menu\Programs.”

Check “Custom desktop icons” and enter the following path in the lower dialog box: “\\<PDC NAME>\ Profile$\Privileged Users\Desktop.”

Check “Hide Start menu subfolders.”

Check “Custom Startup folder” and enter the following path in the lower dialog box: “\\<PDC NAME>\ Profile$\Privileged Users\Start Menu\Programs\Startup.”

Check “Custom Start menu” and enter the following path in the lower dialog box: “\\<PDC NAME>\ Profile$\Privileged Users\Start Menu.”
	Assigns all Privileged Users the same Start menu and desktop environment.  This allows ease of maintenance for the Administrator.  Programs and/or applications can be granted or revoked from Privileged Users by editing one user profile.

	6.
	Click the plus box in front of the Windows NT Shell item, then click the plus box in front of the Restrictions item.
	Replace the checked block with a solid white block on the “Remove the ‘Map Network Drive’ and ‘Disconnect Network Drive’ options” item.
	Allows Privileged Users to create network connections.

	7.

	Click the plus box in front of the Windows NT System item.
	Replace the checked block with a solid white block on the “Disable Task Manager” item.

Click OK.
	Allows Privileged Users to run the Task Manager.


Table 8-5 addresses the system policy settings for the Domain Admins group.  The procedures only indicate deviations from the system policy settings for the Privileged Users group.  The Navigate column lists the directions to view and open system windows.  The Procedure column lists the options for each step of the configuration.  The Rationale column explains the reasoning behind each procedure.

Table 8-5.  Domain Admins Properties

	
	Navigate
	Procedure
	Rationale

	1.
	In the System Policy Editor window, single-click on the Privileged Users icon.
	Select Copy from the Edit menu.
	This will copy the properties of the Privileged Users policy into memory.

	2.
	Single-click on the Domain Admins icon.
	Select Paste from the Edit menu and select Yes.
	This will apply the Privileged Users policy to the Domain Admins group.

	3.
	Double-click on the Domain Admins icon.  When the Domain Admins Properties window appears, click on the plus box in front of the Control Panel item and click on the plus box in front of the Display item.
	Replace the checked block with a solid white block on “Restrict Display.”
	Domain Administrators need full control of these settings to address hardware issues.

	4.
	Click on the plus box in front of the Shell item, and then click on the plus box in front of the Restrictions item.
	Replace the checked block with a solid white block on the “Disable Shutdown command” item.
	Allows Domain Administrators to shut down the system.

	5.
	Click on the plus box in front of the System item, and then click on the plus box in front of the Restrictions item.
	Replace the checked block with a solid white block on the “Disable Registry editing tools” item.
	Allows Domain Administrators to use Registry editing tools to define, delete, and edit Registry settings.

	6.

	Click on the plus box in front of the Windows NT Shell item, and then click on the plus box in front of the Custom Folders item.
	Check “Custom Program folder” and enter the following path in the lower dialog box: “\\<PDC NAME>\ Profile$\Domain Admins\Start Menu\Programs.”

Check “Custom desktop icons” and enter the following path in the lower dialog box: “\\<PDC NAME>\ Profile$\Domain Admins\Desktop.”

Check “Hide Start menu subfolders.”

Check “Custom Startup folder” and enter the following path in the lower dialog box: “\\<PDC NAME>\ Profile$\Domain Admins\Start Menu\Programs\Startup.”

Check “Custom Start menu” and enter the following path in the lower dialog box: “\\<PDC NAME>\ Profile$\Domain Admins\Start Menu.”

Click OK.
	Assigns all Domain Admins the same Start menu and desktop environment.  This allows ease of maintenance for the Administrator.  Programs and/or applications can be granted or revoked from Domain Admins by editing one user profile.


Table 8-6 lists the steps for saving the system policy settings.

Table 8-6.  Finish With Policy Editor

	
	Navigate
	Procedure
	Rationale

	1.
	In the System Policy Editor window, single-click on the Domain Users icon.
	Select Copy from the Edit menu.
	This will copy the properties of the Domain Users policy into memory.

	2.
	Single-click on the Default User icon.
	Select Paste from the Edit menu.
	This will apply the most restrictive policy to a default user.

	3.
	Select Options from the System Policy Editor menu bar and then select Group Priority.
	Ensure that the group order is as follows, from top to bottom (see Figure 8-13):

Domain Admins         Privileged Users         Domain Users

Click OK.
	Ensures the correct (most permissive) policy is loaded for users that are members of more than one group.
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Figure 8-13.  System Policy Editor - Group Priority

	
	Navigate
	Procedure
	Rationale

	4.
	Without closing the System Policy Editor, open the Server Manager by clicking on the Start button, Run, and then typing “srvmgr” in the Run window.
	Highlight the Primary Domain Controller by single-clicking on the respective icon.  Go to the Computer menu and select Shared Directories.  Double-click on the NETLOGON folder.  Write down the path so it can be used during the next step to save the system policy that has been created.

Do not close the Server Manager window.
	Shows the local path to the NETLOGON directory.

	5.
	In the System Policy Editor window, select the File menu, then select Save As.
	Type “ntconfig.pol” in the file name dialog box and in the upper portion of the Save As window, go to the Netlogon directory.  Use the path obtained in step 4.  Click Save.
	Saves the secure system policy settings.

	6.
	In the System Policy Editor window, select the File menu.
	Select Exit.
	Finished with the System Policy Editor.

	7.
	Go to the Server Manager window.  All of the machines in the domain should be visible.  If not, select All from the View menu (see Figure 8-14).
	Select a BDC by clicking on the respective icon.  Go to the Computer menu and select Shared Directories.  Double-click on the NETLOGON folder.  Select Permissions from the “Share Properties” window.  In the “Access Through Share Permissions” window select Add.  Double-click on the Domain Admins group, and ensure that the name is transferred into the “Add names:” dialog box.  Select Change in the “Type of Access” box and click OK.

Click OK in the “Access Through Share Permissions” window.

Click OK in the “Share Properties” window.

Click Close in the “Shared Directories” window.
	Each domain controller in the domain must have the same system policy file.  This procedure gives Domain Administrators permission to write to the NETLOGON directory of a BDC.  This is necessary to distribute the system policy and the permission will be revoked after completing the distribution.

	8.
	Open the Windows NT Explorer.  Click the plus box next to Network Neighborhood, and then click on the plus box next to the machine name for your PDC.  Double-click on the NETLOGON folder.
	Highlight both instances of “ntconfig.pol” by single-clicking on each one while holding down the Control key.  Right-click on either file and select Copy.
	Copies the files into memory so they can be pasted into the BDC’s NETLOGON folders.

	9.
	In Windows NT Explorer, each BDC should be displayed under Network Neighborhood.  Click the plus box next to a BDC.
	Right-click on the NETLOGON folder and choose Paste.
	Copies the selected files to the correct location on a BDC.

	10.

	Go to the Server Manager window.
	Follow the same procedure in step 5, but in the “Access Through Share Permissions” window, select the Domain Admins group and choose the Remove option.

Click OK in the “Access Through Share Permissions” window.

Click OK in the “Share Properties” window.

Click Close in the “Shared Directories” window.
	Revokes the Domain Admins’ permission to write to the NETLOGON folder.  At the point, the Domain Admins group will be returned to having Read permission to the share.

	11.

	Continue in the Server Manager window.
	Repeat steps 7 through 10 for each BDC in the domain.
	Ensures that all BDCs have the same system policy as the PDC.
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Figure 8-14.  Server Manager Window
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Control Panel Configuration

Table 9-1 lists steps for configuring network protocols such as NetBIOS and TCP/IP, general system information, desktop display, printer setup, and services through the Control Panel.  These steps should be performed on all servers and workstations in the domain.  The Navigate column lists the directions to view and open system windows.  The Procedure column lists the options for each step of the configuration.  The Rationale column explains the reasoning behind each procedure.

Table 9-1.  Control Panel Configuration Procedures

	
	Navigate
	Procedure
	Rationale

	1.
	This step should ONLY be performed on machines with direct connections to the Internet (e.g., gateway machines, routers).

In the Taskbar, click on the Start button, Settings, and then Control Panel.  Double-click on the Network icon and then click on the Bindings tab.
	Click on NetBIOS Interface and click on the Disable button. 

Click the Close button.
	Disabling NetBIOS over TCP/IP eliminates the risk of Windows NT networking data and SMB/NetBIOS services being exposed to Internet users.

	2.

	Click on the Protocols tab in the Network window and then double-click on the TCP/IP Protocol entry. 
	When the TCP/IP Properties window appears (Figure 9-1), do the following:

If the appropriate adapter is not listed in the Adapter field, select it from the pull-down menu. 

Verify the IP addresses in the following three fields:  IP Address, Subnet Mask, Default Gateway.

Click on the Advanced icon. 

When the Advanced IP Addressing window appears, ensure that the information in this window is consistent with your selections from the TCP/IP Properties window. 

Make sure Enable Security is checked and PPTP Filtering is not checked. 

Click OK twice. 
	PPTP is not enabled since all participants in the communications path must have routers equipped to handle PPTP for proper operation. 

Security is enabled and should be configured according to the local system policy concerning allowable ports and protocols. 
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Figure 9-1.  TCP/IP Properties Box

	
	Navigate
	Procedure
	Rationale

	3.

	Continue in the Network window.
	Click Close.  Do not restart the computer at this time as there are more procedures to do.  Click No.
	Finished with network configuration.

	4.

	In the Control Panel window, double-click on the System icon.

When the System Properties window appears, click on the Startup/Shutdown tab.
	Check all five boxes in the Recovery area (When a STOP error occurs): Write an event to the system log, Send an administrative alert *, Write debugging information to, Overwrite any existing file, and Automatically reboot. 

In the text field following “Write debugging information to:,” enter the pathname and file where the debugging information is to be logged.

* Enable this option on servers only
	An example pathname to log debugging information is    “%systemroot%\ MEMORY.DMP.”

	5.

	In the Systems Properties window, select the Hardware Profiles tab.  Click on the Properties button.
	When the Original Configuration Properties window appears, do the following:

Select the General tab.  If the computer is portable, indicate this and select the appropriate fields. 

Select the Network tab.  If the computer is not going to be used for any network applications, check the box “Network-disabled hardware profile.” 

Click OK.
	Configure the hardware setup.

NOTE:  Selecting “Network-disabled hardware profile” will prevent network card drivers and protocols from being loaded resulting in a standalone machine.

	6.

	Continue in the System Properties window.


	Click Apply and then OK.  Do not restart the computer at this time as there are more procedures to do.  Click No.
	Finished with System configuration.

	7.
	If print capabilities are required from your machine, go to the Control Panel window and double-click on the Printers icon.

Double-click on the Add Printer icon.
	In the Add Printer Wizard window, select either My Computer (to have settings managed on your local machine) or Network Printer Server (to have settings managed by the print server).  Click Next and fill out the required printer information in each of the subsequent windows.
	Consult with your System Administrator for printer setup suitable for your machine.

	8.
	This step MUST be performed by every user in the domain.

In the Control Panel window, double-click on the Display icon.

When the Display Properties window appears, click on the Screen Saver tab.
	Choose a screen saver from the Screen Saver drop-down list.  Check the “password protected” option, and then type 15 for “Wait x minutes.”

Click Apply and then click OK.
	Password-protected logoff screen saver will appear after 15 minutes of inactivity.  



	9.

	Close all application windows.  Click on the Start button and select Shut Down.  
	Select Restart the Computer and click OK.
	The computer must be restarted to ensure the new settings will take effect.
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10.1

 seq Level2 \r 0 \h 

 seq Level3 \r 0 \h 

 seq Level4 \r 0 \h  Overview

This section describes the major contents and features of SP6a and available versions for download.  SP6a is described in detail in its README file, which can be accessed at: http://www.microsoft.com/ntserver/nts/downloads/recommended/SP6/readme.asp.
The following URL provides good references for more information on SP6a: http://www.microsoft.com/ntserver/nts/downloads/recommended/SP6/.

SP6a updates all files that are older than those included in the Windows NT Service Pack.

10.1.1

 seq Level3 \r 0 \h 

 seq Level4 \r 0 \h  Bug Fixes

Service Pack 6a is an operating system upgrade.  According to Microsoft, service packs are cumulative, therefor, SP6a should contain all of the bug fixes from SP5, as well as all post-SP5 hotfixes.  A full listing of bug fixes contained in SP6a can be found at: http://support.microsoft.com/support/kb/articles/q241/2/11.asp for Part 1 bug fixes and http://support.microsoft.com/support/kb/articles/q244/6/90.asp for Part 2.

10.1.2

 seq Level3 \r 0 \h 

 seq Level4 \r 0 \h  Y2K Fixes

SP6a is not a required upgrade for year 2000 compliance.  While SP6a was not created for year 2000 reasons, it does carry one additional year 2000 update for the CONVLOG.EXE log conversion tool.  Consult Knowledge Base article Q245329 for details.  Also, SP6a contains the four Y2K fixes found in the release of SP5.

10.2

 seq Level2 \r 0 \h 

 seq Level3 \r 0 \h 

 seq Level4 \r 0 \h   Issues

The SP6 README file contains important information about software incompatibilities.  The Microsoft Knowledge Base, which can be searched at http://search.support.microsoft.com/kb/c.asp,
provides a repository of known and/or fixed issues with Microsoft operating systems and applications.  The Knowledge Base should be searched (keywords:  Service Pack 6a) on a regular basis for reported problems with this latest service pack.

10.2.1

 seq Level3 \r 0 \h 

 seq Level4 \r 0 \h  Software Issues

This section describes some known software issues related to the installation of SP6a and/or the Security Configuration Manager (SCM).

10.2.1.1

 seq Level4 \r 0 \h  Advanced Power Management

Advanced Power Management is not supported by Windows NT 4.0.  As a result, remove Advanced Power Management features before installing SP6a.

10.2.1.2

 seq Level4 \r 0 \h  Emergency Repair Disks Usage

An Emergency Repair Disk (ERD) is used to repair Windows NT systems with the three Windows NT setup disks (boot disks).  To use the ERD method of repair, the updated version of “Setupdd.sys” from SP6a must be copied onto setup disk #2.  Once a system repair has been completed through the use of the ERD and updated setup disks, SP6a will need to be reinstalled on the system to ensure the most up-to-date system files are in place.  Setup disks can be created using the winnt32 command with the /ox parameter from the \I386 directory of a Windows NT 4.0 CD.  For more information on using the ERD and updating the setup disks from SP6a, refer to Section 3.1, Emergency Repair Disk, of the SP6 README file.  Also, refer to Section 13, System Repair Data, of this document for more details.

10.2.1.3

 seq Level4 \r 0 \h  Application Functionality Changes

Because SP6a is an operating system upgrade, some third-party applications will require updated drivers and files to be fully functional with an SP6a baseline.  Table 10-1 lists some applications that have reported incompatibilities with SP6a.  All commercial applications that will be used on systems with SP6a should be fully tested.  Vendor websites should be checked for any patches/updates that may be required.  The Application column lists the name of the application.  The Vendor column lists the software vendor.  The Problem column lists a short description of the incompatibility.  The Reference/Fix column lists a source for more information on the reported problem and/or a description of an available fix.

Table 10-1.  Software Incompatibilities

	
	Application
	Vendor
	Problem
	Reference/Fix

	1.
	Terminal Server
	Microsoft
	SP6a is not supported on Windows NT Terminal Server.  The most recent service pack to support Terminal Server is SP6.
	A separate revision of SP6 specific to Terminal Server 4.0 is available from Microsoft at http://www.microsoft.com/ntserver/terminalserver/downloads/recommended/tsesp6/


	2.
	Proxy Server 1.0 Client
	Microsoft
	SP6a may cause Web Administration Tool for Microsoft Proxy Server 2.0 to stop responding.

SP6a disables the WinSock Proxy Client component
	Restart the Web Administration Tool.  Refer to Section 4.5.1, Web Administration Tool, of the SP6 README file.

Uninstall Microsoft Proxy Client before installing SP6, then reinstall the Proxy Client.

	3.
	Exchange Server
	Microsoft
	SP6a may trigger Exchange to begin a lengthy reindexing process.
	Do not attempt to interrupt the server while it is reindexing.  After reindexing is completed, the database should start.

	4.
	Certificate Server 1.0
	Microsoft
	After applying SP6a, root certifying authority certificates may need to be reinstalled when using Certificate Server 1.0, IIS 4.0, and SSL.
	Refer to Section 3.3 (titled “Internet Information Server 4.0, Secure Sockets Layer and Root Certifying Authority Certificates, and the IISCA.exe Tool”) of the SP6 README file.

	5.
	Internet Explorer 4
	Microsoft
	Certain CryptoAPI-related file name extensions (.cer, .crt, and .der) aren't registered correctly when Internet Explorer 4 is installed after SP6.
	To restore the file name extension registration, run the following command line: Regsvr32.exe cryptext.dll

This problem is fixed in Internet Explorer 5.


10.2.2

 seq Level3 \r 0 \h 

 seq Level4 \r 0 \h  Software Uninstallations

If you uninstall SP6a on a computer that previously had SP3 (without Internet Explorer 4.0) installed on it, cryptography will not work correctly after the uninstall completes.  To work around this issue, reinstall SP3 after you have uninstalled SP6a.

Uninstalling SP6a will not uninstall new versions of CryptoAPI and SChannel.

If you plan to install SP1, 2, or 3, after uninstalling SP6a, note that SP6a modifies the Security Account Manager (SAM) database and the Security database so that older versions of the Samsrv.dll, Samlib.dll, Lsasrv.dll, Services.exe, Msv1_0.dll, and Winlogon.exe files no longer recognize the database structure.  Therefore, the uninstall process doesn't restore these files when uninstalling SP6a.  If you install a prior Service Pack (for example, SP3) after uninstalling SP6a, when the Confirm File Replace dialog boxes appear, click No to avoid overwriting Samsrv.dll and Winlogon.exe.  If you overwrite the newer files with these older versions, you'll be unable to log on to the computer.  If, however, you plan to install a previous Service Pack, such as SP4, 5, or 6, after uninstalling SP6a, then the above mentioned problem does not exist and you do not have to make any adjustments.

Table 10-2 lists the procedures for installing SP6a.  The Current Window column describes the windows that appear on your monitor during the installation.  The Procedure column lists the options/settings for each step of the installation.  The Rationale column explains the reasoning behind each procedure.

NOTE:  SP4 and post-SP4 hotfixes do not have to be removed before installing SP6a on a system.  New systems with fresh installs of the NT operating system can skip the installation of SP4 and immediately load SP6a.

10.3

 seq Level2 \r 0 \h 

 seq Level3 \r 0 \h 

 seq Level4 \r 0 \h  Installation

Table 10-2.  SP6a Installation Procedures

	
	Current Window
	Procedure
	Rationale

	1.
	Exploring window.
	Close all other applications before proceeding.

Click the directory into which SP6a (full download version) was downloaded (e.g., C:\Temp) and double-click on the SP6a executable (e.g., sp6128i.exe or sp6i386.exe).

If running SP6a from a CD, insert the disk into the CD-ROM and double-click on the SP6a executable (e.g., sp6128i.exe or sp6i386.exe).
	Self-extracting executable file will extract files necessary to begin the service pack setup.

	2.
	Windows NT Service Pack Setup.
	Check both boxes to accept the license agreement and to back up files necessary to uninstall the service pack at a later date.

Click the Install button.
	The license agreement must be accepted before SP6a can be installed.  An uninstall directory should be created in the event SP6a will need to be uninstalled.

	3.
	Windows NT Service Pack Setup.
	Click Restart to restart the system for SP6a to take effect.
	The system must be rebooted for the SP6a update to take effect.

	4.
	Windows NT desktop.
	After SP6a has successfully been installed, post-SP6a hotfixes must be installed on the system.  Refer to Appendix A for a list and description of items to apply.
	Hotfixes are executable programs that fix software bugs found in Windows NT server and workstation since a service pack was issued.
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Security Configuration Manager

The SCM uses pre-defined templates (in .inf format) that contain desired security settings to secure NT systems in the following areas:

Account Policies

Password Policy

Account Lockout Policy

Local Policies

Audit Policy

User Rights Assignment

Security Options

Event Log

Settings for Event Logs

Restricted Groups

System Services

Registry

File System

The files containing templates, designed specifically for the Navy environment, are available for use with this document and are listed in Appendixes D, E, and F.  These templates have incorporated the security recommendations as approved for Navy usage.  By utilizing these templates, a System Administrator will be able to assess and configure machines for compliance to the recommendations cited in the Navy Guide.  These three .inf files should be copied to a folder on the local disk of the machine to be assessed and configured.

IMPORTANT NOTE:  BEFORE PROCEEDING WITH THE FOLLOWING PROCEDURES, MAKE A COPY OF THE SUPPLIED SCM TEMPLATES.  REFER TO THE ORIGINAL TEMPLATES AS DOCUMENTATION OF THE NAVY RECOMMENDED CONFIGURATION GUIDANCE FOR WINDOWS NT.  ANY NECESSARY CHANGES TO THE TEMPLATES SHOULD BE DONE ON THE COPIES OF THE TEMPLATES.  THESE CHANGES WILL REPRESENT THE UNIQUE NEEDS OF INDIVIDUAL NETWORK ENVIRONMENTS.  THE FOLLOWING STEPS SHOULD ONLY BE PERFORMED ON THE COPIES OF THE SCM TEMPLATES.

Install the SCM after SP6a has been applied.  Table 11-1 describes the process for installing the SCM.  The Navigate column lists the directions to view and open system windows.  The Procedure column lists the options for each step of the configuration.  The Rationale column explains the reasoning behind each procedure.

Table 11-1.  SCM Installation

	
	Navigate
	Procedure
	Rationale

	1.
	Using the distribution CD for SP6a, open a Windows NT Explorer session.  Click on the drive letter of the SP6a CD.  Double-click on the MSSCE folder, and then double-click on the platform type that corresponds to the local machine (e.g., Alpha or i386).

If installing from a downloaded version of the SCM, extract the files from the archive into a new folder.  Use Windows NT Explorer to open the folder where that was just created.
	Double-click on the MSSCE.EXE file to begin the installation process.

If the MMC has not been installed on the machine, answer YES to install the MMC.

If the MMC has been installed on the machine, answer yes install Microsoft Windows NT Security Configuration Editor - Full install?

Click OK when the setup has completed successfully.
	This process will start the SCM installation in conjunction with the MMC (if the MMC is not already installed).  The MMC provides the framework for the graphical interface for the SCM.

	2.
	Click on the Start Menu and select Run.  In the Open dialog box, type mmc.


	Within the MMC window, click on the Console menu and select Add/Remove Snap-in.

In the resulting window, click on the Add button.

Select the Security Configuration Manager icon and click Add in the Add Standalone Snap-in window.  Then click Close.

Click OK in the Add/Remove Snap-in window.

Click on the Console menu and select Save As.

Create a name for the newly created Console, note the location, and then click Save.
	Opens the MMC and permits the creation of an SCM administrative tool by adding the SCM  snap-in to an empty MMC console.


Table 11-2 describes the process for assessing a system for compliance with a Navy-developed template.  These procedures utilize the graphical user interface (GUI) for the SCM.  The Navigate column lists the directions to view and open system windows.  The Procedure column lists the options for each step of the configuration.  The Rationale column explains the reasoning behind each procedure.

Table 11-2.  Assessing a System with Navy-Developed SCM Templates

	
	Navigate
	Procedure
	Rationale

	1.
	Within the SCM console that was created in Table 11-1, double-click on the Security Configuration Manager folder, and then right-click on the Database folder.  Select Import Configuration from the menu.
	From the “Select Configuration to Import” window, open the directory that contains the Navy templates.

Highlight the name of the appropriate template for the machine that is to be configured (e.g., NavyServer for an NT Server).  Check the Overwrite existing configuration in database check box.  Click Open.
	This procedure will import the template configuration into the database so that an analysis can be performed on the system.  The database will store the results of assessment for future comparison.  Overwriting the database will clear any previous entries in the database.  Not overwriting the database will permit the analysis or configuration of a machine based on multiple templates.

	2.
	Right-click on the Database folder and select Analyze System Now.
	Enter or browse to a path for the error log file (or accept the default path).  Click OK to accept the path and start the analysis.

The Perform Security Analysis window opens.

Review and then close the error log (Secedit.log – Notepad) by clicking the X in the upper-right hand corner.
	The error log shows any problems that resulted during the analysis.  Review this log after the analysis is complete, and note any issues.

	3.
	Double-click on the Database folder to reveal the configuration categories.  Double-click on each category, in turn, to reveal the individual configuration options.  The configuration values and comparisons will be revealed in the right-hand pane.
	Double-click on the individual configuration options to reveal a comparison window.  The template configuration and the current machine setting will be shown.  


	Examine the results of the analysis to determine how the machine will be changed when the template is applied.

A red X on the configuration item denotes that the machine setting does not match the template settings.  A green check mark denotes that both the current machine setting (Analyzed System Setting) and the template (Stored Configuration Setting) are configured identically.  If no markings are present, it means that the option was not included in the analysis.


Table 11-3 describes the process for assessing a system for compliance with a Navy-developed template using the SCM command line interface.  These procedures utilize the command-line interface for the SCM.  The Navigate column lists the directions to view and open system windows.  The Procedure column lists the options for each step of the configuration.  The Rationale column explains the reasoning behind each procedure.

Table 11-3.  Assessing a System Using the Command Line Interface

	
	Navigate
	Procedure
	Rationale

	1.
	Open a command prompt window by clicking on Start, Programs, Command Prompt.


	Type the following command (without quotes): “secedit /analyze /cfg <path and template file name> /log <path and file name for log file> /verbose”.  The template file name should be the appropriate template for the machine that is being assessed (e.g., NTServer.inf).
	This command line procedure will create a text file with the analysis information.  It is not as easily interpreted as the GUI version of the SCM, as it only indicates the areas of the system that do not match the template specifications and does not state the differences in values.

Additional syntax for this command can be gained by simply typing “secedit” (without quotes) from the command prompt.

Note:  This log file can grow upwards of 4 MB in size.

	2.
	Open Windows NT Explorer by clicking on Start, Programs, Windows NT Explorer.

Traverse to the directory where the log file was created and double-click on the log file name to open it.  It is a text file, so a program may need to be specified for opening it.  Use either WordPad or Notepad.
	Review the contents of the text file to understand which areas of the system do not have the same settings as the template file.  These will be known because the word “Mismatch” will appear next to the individual items within a section.
	Analyzing the file can provide the System Administrator with the knowledge of what portions of the system are not compliant with the templates.  By noting which sections have mismatches, these sections can be reconfigured such that the appropriate settings are in place.  To apply individual sections instead of the entire template, see Table 11-5.


Table 11-4 describes the process for configuring a system for compliance with a Navy-developed template.  These procedures utilize the SCM GUI.  The Navigate column lists the directions to view and open system windows.  The Procedure column lists the options for each step of the configuration.  The Rationale column explains the reasoning behind each procedure.

Table 11-4.  Configuring a System with Navy-Developed SCM Templates

	
	Navigate
	Procedure
	Rationale

	1.
	Within the SCM console that was created in Table 11-1, double-click on the Security Configuration Manager folder, and then right-click on the Database folder.  Select Import Configuration from the menu.
	From the “Select Configuration to Import” window, open the directory that contains the Navy templates.

Highlight the name of the appropriate template for the machine that is to be configured (e.g., NavyServer for an NT Server).  Check the Overwrite existing configuration in database check box.  Click Open.
	This procedure will import the template configuration into the database so that a configuration can be performed on the system.  The database will store the results of assessment for future comparison.  Overwriting the database will clear any previous entries in the database.  Not overwriting the database will permit the analysis or configuration of a machine based on multiple templates.

	2.
	Right-click on the Database folder and select Configure System Now.
	Enter or browse to a path for the error log file (or accept the default path).  Click OK to accept the path and start the configuration.

Review and then close the error log by clicking the X in the upper-right hand corner.
	The error log shows any problems that resulted during the configuration.  Review this log after the configuration is complete and note any issues.

	3.
	Click on the Start button and select Shutdown.
	Click on the Restart Radio button and click OK.
	Reboot the system so that all changes can take effect.


Table 11-5 describes the process for configuring a system for compliance with a Navy-developed template.  These procedures utilize the command-line interface for the SCM.  The Navigate column lists the directions to view and open system windows.  The Procedure column lists the options for each step of the configuration.  The Rationale column explains the reasoning behind each procedure.

Table 11-5.  Configuring a System from the Command Line

	
	Navigate
	Procedure
	Rationale

	1.
	Open a command prompt window by clicking on Start, Programs, Command Prompt.


	Type the following command (without quotes): “secedit /configure /cfg <path and template file name> /overwrite /log <path and file name for log file> /verbose”.  The template file name should be the appropriate template for the machine that is being assessed (e.g., NTServer.inf).
	This command line procedure will configure a system into accordance with the chosen template.  The command, as written, will act in the same manner as the configuration procedure detailed in the previous table.  However, this utility can be more flexible by using the “/areas” switch.  This switch can permit individual areas of the template to be applied as opposed to the entire template.  This can be very useful.

Additional syntax for this command can be gained by simply typing “secedit” (without quotes) from the command prompt.

	2.
	Click on the Start button and select Shutdown.
	Click on the Restart Radio button and click OK.
	Reboot the system so that all changes can take effect.


Table 11-6 describes the process for modifying the attributes of a template.  These procedures can be used to customize a template to the environment in which they will be used.  The Navigate column lists the directions to view and open system windows.  The Procedure column lists the options for each step of the configuration.  The Rationale column explains the reasoning behind each procedure.

Table 11-6.  Modifying SCM Templates

	
	Navigate
	Procedure
	Rationale

	1.
	Within the SCM console that was created in Table 11-1, double-click on the Security Configuration Manager folder, and then double-click on the Configurations folder.
	The path for the current configuration templates is displayed.
	Permits entering a new path for templates.

	2.
	Right-click on the Configurations folder and select New configuration search path.
	In the Browse for Folder window, open the folder location where the Navy templates are stored.

Click OK.
	This will display the path to the Navy templates, allowing convenient access to those specific configuration templates.

Templates can be customized for more specific environmental policies.

	Configuring Policy Settings

	3.
	Double-click on the newly created template path from Step 2.

The first three categories (Account Policies, Local Policies, and Event Log) have lower level configurable options (see Figure    11-1).
	Double-click on a category and follow the tree until the configurable options appear in the right-hand pane (two levels at the most).

Double-clicking on a configurable option will allow the value of the option to be changed.  Additionally, the option can be bypassed by checking the “Exclude this setting from configuration” box.
	Permits the customization of features that correspond to options presented in the native NT User Manager  tools, and in the Event Log properties that are present in the Event Viewer utility.
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Figure 11-1.  Template Configuration Areas

Table 11-7.  Modifying SCM Templates (Continued)

	
	Navigate
	Procedure
	Rationale

	Configuring Restricted Group Memberships

	4.
	Right-click on the Restricted Groups folder and select Add Group.
	From the Add Groups window, select the group name or names that required restricted membership.

Click Add then OK.

Double-click on the newly added group names (one at a time, in the right hand pane) and define the membership list for that group by clicking the Add button next to the upper dialog box to add individual users to that group.
	This feature defines membership to any user groups.  During an assessment of a system, any differences between the template membership and the actual membership will be flagged as a mismatch, alerting System Administrators to potential unauthorized activity.

When defining the membership list for a restricted group, the lower dialog box is inactive.  This is a feature of Windows 2000 that does not work on NT 4.0.  This feature can restrict the group from being nested into other groups.  However, in NT 4.0, groups cannot be nested.

	Configuring System Service Permissions

	5.
	Click on the System Services folder to display the list of services that are registered on the system.
	Double-click on a specific service in the right hand pane to view its properties.

Uncheck the “Exclude this setting from configuration” box to make the other options within the window active.

Select the desired startup type for the service by choosing the appropriate radio button (Automatic, Manual, Disabled).

Click the Edit Security button to set Access Control Lists on the service (similar to setting ACLs on files, but with different attributes).

Click Add to select a user or group from the Domain or local machine.  Highlight the user or group name and select Add.  Next, add more users or groups using the same method, or click OK.

Highlight the newly added user or group and define the appropriate level of permissions they should have for the service (see Figure 11-2).

Click on the Advanced button for more granular control over the permissions (see Figures 11-3 and 11-4).
	Setting permissions on services can restrict who can control these services.  At this time, there does not exist a recommendation for configuring the access controls for system services.
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Figure 11-2.  Defining Permissions for a Service
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Figure 11-3.  Advanced Permissions for a Service
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Figure 11-4.  Defining Advanced Permissions for a Service

Table 11-8.  Modifying SCM Templates (Continued)

	
	Navigate
	Procedure
	Rationale

	Configuring Registry Key Permissions

	6.
	Click on the Registry folder to view the current list of registry keys (in the right hand pane) that will be configured or analyzed within a system.

Right-click on the Registry folder and select Add key to add to this list.
	Browse to the desired registry key within the Select Registry Key window.  Click OK.

When the Configuration Security window appears, set the correct permissions for the Registry key, then click OK.

In the File and Registry Object Configuration window, ensure that the Overwrite radio button is selected and click OK.
	Permits the addition and modification of registry key permissions.

	7.
	Right-click on the newly added registry key in the right-hand pane and choose the Security option from the menu.
	Click on the Edit Security button.

Click Add to add the user and groups to the access control list.  Select the users and groups from the window, browsing the domain and local machine as necessary.  Highlight the user or group name and click Add.  When all users and groups have been added, click OK.

Individually highlight one of the newly added users and groups from within the Security window.  Select the appropriate level of permissions by checking the Allow or Deny box for the each of the five categories (Full Control, Read, Execute, Write, or Delete).

Click the Advanced button to enter the Access Control window and enact more granular control over the permissions, configure auditing and ownership (see Figures 11-5 and    11-6).

Click OK to return to the Security window.  Check or uncheck the Allow inheritable permissions from parent to propagate to this object box, as appropriate.

Click OK twice to finish.
	Modifying the properties on registry keys that already appear in the list is done using these same procedures.

	Configuring File System Permissions

	8.
	Click on the File System folder to view the current list of files and directories that will be configured or analyzed within a system.

Right-click on the File System folder, and choose Add Files to add a file or Add Folder to add a folder.
	Within the resulting window, traverse the directory structure to choose the folder or file that is to be added to the template.  Click OK when it is selected.

In the Configuration Security window, change user or group permissions to the entity by highlighting the user or group and manipulate the permissions presented in the lower dialog box.

To add new users or groups, click Add.

To remove users or groups, highlight the user or group and click Remove.

Click Advanced for more granular control over the permissions, auditing, and ownership properties.  These are similar to the advanced Registry Key permissions seen in Figures 11-5 and 11-6.
	Add files and directories into the template to assist in analysis or configuration of a machine.

	9.
	To modify the settings on a file or folder, double-click on the file or folder name in the right-hand pane.
	Click on Edit Security to review the existing permissions.

Any modifications should be made using the same procedures described in Step 8.
	Permits the modification of the existing file and folder permissions.

	Finishing with Template Modification

	10.
	Right-click on the template name and choose Save or Save As…
	Choosing Save will save the template with the existing name.

Choosing Save As… will save the template under a new template name.
	Saves all modifications made to the template during the editing session.
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Figure 11-5.  Advanced Permissions for Registry Keys
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Figure 11-6.  Defining Advanced Permissions for Registry Keys

Section 12

 SEQ Level1 \r 0 \h 

 SEQ Level2 \r 0 \h 

 SEQ Level3 \r 0 \h 

 SEQ Level4 \r 0 \h 

 SEQ figure \r 0 \h 

 SEQ table \r 0 \h 
Additional System Configuration Settings

Some of the required configuration changes to a system cannot be implemented using the SCM with its security templates.  However, these options can be configured using other tools within NT.

12.1

 seq Level2 \r 0 \h 

 seq Level3 \r 0 \h 

 seq Level4 \r 0 \h  C2 Configuration Manager Settings

The C2 Configuration Manager tool (included in the NT Resource Kit) will allow two options to be set.  Table 12-1 outlines the procedures that must be taken to configure the appropriate settings using the C2 Configuration Manager.  The Navigate column lists the directions to view and open system windows.  The Procedure column lists the options for each step of the configuration.  The Rationale column explains the reasoning behind each procedure.

Table 12-1.  Configuration Manager Procedures

	
	Navigate
	Procedure
	Rationale

	1.
	In the Taskbar, click on the Start button, Programs, Resource Kit 4.0, Configuration, and then C2 Config Manager.
	When the C2 Configuration Manager appears, double-click on the OS/2 Subsystem item.  Click OK in the follow-up window.  Repeat this procedure for the POSIX Subsystem item.
	Disables the OS/2 and POSIX subsystems.

	2.

	In the Exploring window, click on View, Options, and select the “Show all files” option and uncheck the “Hide extensions for known file types” box.  Click OK.  Right-click on the “C:\boot.ini” file in the Exploring window and then choose Properties.

When the Properties window appears, uncheck the “Read-only” attribute for the “boot.ini” file.
	Double-click on the “boot.ini” file in the Exploring window to open the file in Notepad.  Set the boot time-out to  3 seconds.  Close the Notepad window.  In the Exploring window, right-click on the “boot.ini” file, select Properties, and check the “Read-only” box.  Click OK.
	Setting the “boot.ini” file timer to 3 seconds allows Administrators to be able to boot the system to Video Graphics Adapter (VGA) mode.  


12.2

 seq Level2 \r 0 \h 

 seq Level3 \r 0 \h 

 seq Level4 \r 0 \h  Registry Value Settings

Additional options missing from the SCM come in the form of registry value settings.  Note that these settings can be integrated into the SCM, using a series of registry modifications that must be performed on all machines.  See Appendix B for the details on adding these options to the SCM.  Also, refer to Table 12-3 for steps on automating the required registry changes by utilizing the included .reg files.  

Table 12-2 identifies the manual procedures to implement some of the registry value settings for additional machine configurations to Navy Guide specifications.  The Navigate column lists the directions to view and open system windows.  The Procedure column lists the options for each step of the configuration.  The Rationale column explains the reasoning behind each procedure.

Table 12-2.  Registry Configuration Procedures

	
	Navigate
	Procedure
	Rationale

	1.
	In the Taskbar, click on the Start button, Programs, and then select Windows Explorer.

When the Exploring window appears, select the “%systemroot%\ system32” directory.

Double-click on the “Regedt32.exe” file.
	When the Registry Editor appears, click on the View menu, then select Tree and Data.
	Run the Registry Editor once for use in this section.

	2.
	In HKEY_LOCAL_ MACHINE, double-click on the following registry key:                   Software\
Microsoft\Windows NT\CurrentVersion\ Winlogon
	(OPTIONAL)

Select Edit from the Menu and then select Add Value.

When the Add Value window appears, type DeleteRoamingCache in the Value Name box, select REG_DWORD from the Data Type drop-down list, and then click OK.

When the String Editor dialog box appears, enter “1” and then click OK.
	Prevents roaming profiles from being cached, limiting the amount of sensitive data on the system disk.  This setting also saves disk space, especially on workstations used by multiple users.

	3.
	In HKEY_LOCAL_ MACHINE, double-click on the following registry key:
SYSTEM\
CurrentControlSet\
Services\LanmanServer\Parameters
	(OPTIONAL)

Select Edit from the Menu and then select Add Value.

On servers,
when the Add Value window appears, type AutoShareServer in the Value Name box, choose REG_DWORD from the Data Type drop-down list, and then click OK.

On workstations,
when the Add Value window appears, type AutoShareWks in the Value Name box, choose REG_DWORD from the Data Type drop-down list, and then click OK.

When the String Editor dialog box appears, enter “0” in the String box and then click OK.
	This setting disables the creation of Administrative shares (e.g., C$, D$) at system boot time.

	4.
	This step should be performed on workstations only.  Skip this step if the workstations in the LAN are separated from the domain controllers by an internal router.

In HKEY_LOCAL_ MACHINE, double-click on the following registry key:
SYSTEM\
CurrentControlSet\
Services\Browser\ Parameters
	Select Edit from the Menu and then select Add Value.

When the Add Value window appears, type MaintainServerList in the Value Name box, choose REG_SZ from the Data Type drop-down list, and then click OK.

When the String Editor dialog box appears, type “no” in the String box and then click OK.
	Stops workstations from maintaining a browser list for the Computer Browser service.

If internal routers are placed between the domain controllers and workstations, the workstations need to maintain a browser list since the routers may not forward server broadcasts.

	5.
	On servers only, in HKEY_LOCAL_ MACHINE, double-click on the following registry key:
SYSTEM\
CurrentControlSet\
Services\LanmanServer\Parameters
	(OPTIONAL)

Select Edit from the Menu and then select Add Value.

When the Add Value window appears, type EnableSecuritySignature in the Value Name box, choose REG_DWORD from the Data Type drop-down list, and then click OK.

When the String Editor dialog box appears, enter “1” in the String box and then click OK.
	This settings enables signing into SMB packets from the server.

WARNING: Clients utilizing older dialects of the SMB protocol or for which packet signing is turned off may not be able to properly connect to a server with this setting turned on.  Using SMB packet signing will slow down performance between 10 to 15 percent.

	6.
	In HKEY_LOCAL_ MACHINE, double-click on the following registry key:
SYSTEM\
CurrentControlSet\
Services\LanmanServer\Parameters
	Select Edit from the Menu and then select Add Value.

When the Add Value window appears, type RestrictNullSessAccess in the Value Name box, choose REG_DWORD from the Data Type drop-down list, and then click OK.

When the String Editor dialog box appears, type “TRUE” in the String box and then click OK.
	Determines whether the Server service restricts access to clients using a null session.  A null session is a session wherein the client is logged on to the system account without username and password authentication.

True  Null session access is restricted

False  Null session access is not restricted

	7.
	On workstations, in HKEY_LOCAL_ MACHINE, double-click on the following registry key:
SYSTEM\
CurrentControlSet\
Services\Rdr\Parameters
	(OPTIONAL)

Select Edit from the Menu and then select Add Value.

When the Add Value window appears, type EnableSecuritySignature in the Value Name box, choose REG_DWORD from the Data Type drop-down list, and then click OK.

When the String Editor dialog box appears, enter “1” in the String box and then click OK.
	Activates message signing into SMB packets from the workstation.

WARNING:  Servers utilizing older dialects of the SMB protocol or for which packet signing is turned off may not be able to properly connect to a client which has packet signing enabled.  Using SMB packet signing will slow down performance between 10 to 15 percent.

	8.
	In HKEY_LOCAL_ MACHINE, double-click on the following registry key:
SYSTEM\
CurrentControlSet\
Control\Lsa
	Select Edit from the Menu and then select Add Value.

When the Add Value window appears, type Submit Control in the Value Name box, select REG_DWORD from the Data Type box, and then click OK.

When the DWORD Editor dialog box appears, enter “1” in the Data box and then click OK. (Accept the default setting of “hex”).
	Allow System Operators to submit AT commands (scheduled tasks), in addition to Administrators.

WARNING: Running tools using the AT command will give those tools system privileges.

	9.
	At the same Registry level, double-click on the Winreg registry key and then click on AllowedPaths.
	Ensure the entries in the Machine value are only the defaults created by a new installation of Windows NT:  

System\ CurrentControlSet\ Control\ProductOptions

System\ CurrentControlSet\ Control\Print\Printers

System\ CurrentControlSet\ Services\EventLog

System\ CurrentControlSet\ Services\Replicator

Software\Microsoft\ Windows NT\ CurrentVersion
	Do not add extra paths to the defaults listed.


Table 12-3 describes the procedure for using .reg files to aid in extending the options of the SCM.  Table 12-2 contained the manual procedures for these same Registry updates.  The Navigate column lists the directions to view and open system windows.  The Procedure column lists the options for each step of the configuration.  The Rationale column explains the reasoning behind each procedure.

Table 12-3.  Extending the SCM Options with Registry Files

	
	Navigate
	Procedure
	Rationale

	1.


	Save the six .reg files from the distribution files to a secure folder on the local hard disk.  Open Windows NT Explorer and traverse to the folder where the .reg files are stored.
	Double-click on each .reg file (except “Enabie3.reg”) in turn to make the additions to the local registry.  Press OK in the window that says the entries were successfully added to the registry.
	Each .reg file corresponds to one of the additional security measures in Table 12-2.  This process adds some registry information such that those security measures can now be controlled through the SCM.

	2.
	This step should be performed on all machines running Microsoft Internet Explorer (IE) 3.02 (or earlier).  
	Double-click on the “Enabie3.reg” file to make the appropriate additions to the local registry.
	By default, IE 3.02 does not register itself as an approved shell extension.

When the “Only use approved shell extension” option is enabled (Section 8, System Policy Configuration) IE 3.02 will not run since it does not register itself as an approved extension when installed.  

Refer to article #Q166465 titled “Internet Explorer Does Not Start” in Microsoft’s Knowledge Base (accessed at Microsoft’s web site) for details on the “Enabie3.reg” file.


12.3 seq Level2 \r 0 \h 

 seq Level3 \r 0 \h 

 seq Level4 \r 0 \h   Miscellaneous Settings

This sub section includes a list of miscellaneous items to configure or install on your system.  The list covers steps to increase password strength, disable unnecessary services, and assign appropriate system privileges to groups. 

· Increase password strength by utilizing the password filter (“Passfilt.dll”) supplied by Microsoft in Service Pack 6a for Windows NT 4.0.  “Passfilt.dll” adds password security by requiring that passwords be at least 6 characters long, may not contain your username/full name, and must contain combinations of uppercase, lowercase, and numeric characters.

The file containing the filter will need to be copied to “%systemroot%\system32” after SP6a is installed on the system.  To enable the filter, the following registry entry, of type REG_MULTI_SZ and value “PASSFILT”, must be configured appropriately:

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa \Notification Packages

The Notification Packages contains a list of Dynamic Link Libraries (DLLs) to be loaded and notified of password changes and password change requests.  If the value “PASSFILT” does not exist in the registry, it must be entered.

NOTE:  Notification and filtering only take place on the computer that houses the updated account.  Keep this in mind when dealing with domain user accounts.  Notification on domain accounts only takes place on the PDC.  Notification packages should be installed on all BDCs in a domain, in addition to the PDC, to allow notifications to continue in the event of server role changes.

· Use the “passprop.exe” utility in the Windows NT Server Resource Kit to display or modify domain policies for password complexity and Administrator lockout.  Enter the following command in the Run window to display more details on the options available for the PASSPROP command:


PASSPROP /?



To configure the Administrator’s password properties, enter the following 
command in the Run window:



PASSPROP /complex /adminlockout


The option /complex forces passwords to be complex, requiring passwords to be a mix of upper and lowercase letters and numbers or symbols.


The option /adminlockout allows the Administrator account to be locked out.  The Administrator account can still log on interactively (locally) on domain controllers.

· Substitute the Authenticated Users group to bypass the Everyone group for many objects (e.g., files, directories, registry keys).  Assign the same permissions previously held by the Everyone group to the Authenticated Users group.  The security templates will assign the Authenticated Users group when required.

· Disable all FTP services (especially on web servers) on Windows NT servers (if it is not required) and any other unnecessary services including PPTP, NetBEUI, RAS, and NWLink.

· Increase the level of encryption on the account password information stored in the registry by the Security Account Manager (SAM) by using Syskey.exe from SP6a:

- From the Start Menu, choose Run and enter the following command in the dialog box: “syskey”.

- Choose Encryption enabled and click OK.  NOTE:  After encryption is enabled, it cannot be disabled.

- Create an emergency repair disk with the new encrypted portion of the SAM using the “rdisk /s” procedure outlined in steps 3 and 4 of Table 13-1.  Label this disk “ERD – Post SAM Encryption” or something similar. 

· Protect all Windows NT nodes with direct access to the Internet (e.g., gateway machines or routers) by performing the following configuration changes:

- Stop or unbind the Server service, so that no shares will be available from this node.

- Disable NetBIOS over TCP/IP through the Bindings tab in the Control Panel.

The items listed below are useful tips:

· Remove any file shares on directories before deleting the directory itself.  If a directory which contains a file share is simply deleted before removing the share, another directory created in the future with the same name will inherit the same share settings.

· Many attacks against Windows NT are successful when they take place at the console.  These attacks require the system to be powered down and booted from a floppy disk.  Utilities such as NTFSDOS allow a machine that has been booted from a DOS floppy disk to read an NTFS partition and thus compromise critical information.  A few measures can be taken to circumvent such an attack:  

- The first step is to enter the setup program (also known as BIOS or CMOS) on a machine (usually a key sequence is entered during the initial boot process of a machine).  In the setup options, there will be a setting to disable booting from the floppy disk drive.  

- To secure this change, the second step requires setting a password on accessing the setup program.  This is an easy setting to configure in the setup options.  

- The final step is to save these settings and to exit the setup program.

The power on password requires the user to enter a password before the system starts.  Refer to the computer systems documentation for information on setting this password.

On a RISC computer, the Disk Administrator can be started and the Secure System Partition can be selected from the Partition Menu.  This ensures that only users logged on as members of the Administrators group can access files on the system partition.  
Note:  This is only required on RISC computers.

Table 12-5 lists additional secure configuration settings for file access.  Most of the file access settings can be found in the templates in Appendix D, E, and F.  The Navigate column lists the directions to view and open system windows.  The Procedure column lists the options for each step of the configuration.  The Rationale column explains the reasoning behind each procedure.

Table 12-4.  File Access Secure Configuration Settings

	
	Navigate
	Procedure
	Rationale

	1.
	In the Exploring window, right-click on a directory, such as “D:”, and then choose Properties.

When the Properties window appears, select the Security tab, then Permissions.

Verify the permissions on the directory.

Repeat this procedure for other hard disk partitions, such as “E:”, etc.

The C: partition is covered by the security templates.
	Verify the permissions on each directory are set to:

Administrators         Full Control
CREATOR OWNER         Full Control
Authenticated Users
           Add and Read *
Server Operators **
    Add and Read
System
            Full Control

These permissions allow the group Everyone to create and add new files and directories, and by default, only the creator, “System”, or “Administrators” accounts will have access to the newly created files.

Click OK.  A warning box will appear since the “pagefile.sys” is in use by the operating system.  Click Yes to continue.

*  For the system drive (“C:”) give Read access to the Everyone group instead of Add and Read.

** Applies to DCs only.
	These settings provide basic protection for each partition in the system.

They also protect system files in the root directory, such as autoexec.bat, from being deleted and replaced with an attacker’s version.



	2.
	In the Exploring window, select the “%systemroot%\ system32” directory.  Right-click on each of the following files, then select Properties.  In the Properties window, select the Version tab, then look at the text in the Description field.

etexch32.dll
ntlmssps.dll    rsabase.dll        rsaenh.dll
schannel.dll

security.dll



Repeat the same procedure for the following file in the “%systemroot%\ system32\drivers” directory. 

ndiswan.sys
	Ensure that each file’s version description information include any of the following text:

“US and Canada Use Only”,
“US/Canada Only”, or
“Domestic Use Only.”

Check that each file’s version description information does not include the text “Export Version.”
	This step is to check that the system only include 128-bit encryption.  It is easy to load a new application (and even some hotfixes) and have the encryption regress to 40-bit.  Also, installing the improper version of a service pack can decrease the encryption strength.


The auditing feature of Windows NT allows the Administrator to track who accesses or modifies files or directories.  The audit log can be reviewed using the Event Viewer, which identifies potential security threats to your system.  Table 12-6 lists additional secure configuration settings for the audit policy.  Most of these settings can be found in the templates in Appendix D, E, and F.

Table 12-5.  Audit Policy Secure Configuration Settings

	
	Navigate
	Procedure
	Rationale

	1.
	To audit on certain files, go to Windows Explorer and select the file you want to audit.  Click on Tools, Find, and then Files or Folders.  As an example, in the Named field, type in “*.exe” and from the “Look in” drop-down list, select Local hard drives (C:, D:).  Click on the Find Now button.

In the Find window, click on Edit, then Select All to highlight the entire list.  Right-click anywhere on the highlighted list and choose Properties.  Click on the Security tab and then click Auditing.  When asked to reset the security information on the selected items, click Yes.
	Click on the Add button and select Everyone in the Name list box.  Click Add and then OK.  

Choose to audit failures for write and delete, and successes and failures for Change Permissions and Take Ownership.  

Click OK twice.


	At a minimum, audit “*.exe” and “*.dll” in the “C:\Winnt” directory and all subdirectories.

You may want to select different events to audit depending on the particular files on your system.  It is recommended to audit failed file deletions and modifications to keep track of file system integrity.

	2.
	To audit activity on registry keys, click on the Start button and then Run.  Type “regedt32” in the Run Window to start the Registry Editor.  In the editor window, select the key you want to audit.  Click on Security in the menu bar and then Auditing.  The Registry Key Auditing window will appear.  

It is not recommended to audit registry keys since the audit logs will be filled rapidly when registry auditing is enabled.
	Check the Audit Permissions on Existing Subkeys box.

Click on the Add button to choose users and groups to audit.  Once users and groups are added, you can select them in the Name list box and choose from the following events to audit on:

Query Value

Set Value

Create Subkey

Enumerate Subkey

Notify

Create Link

Delete

Write DAC

Read Control

Consult your System Administrator for setting auditing choices.
	If registry auditing is desired, it is recommended to audit success of key deletion and writing Discretionary Access Control (DAC) on a key.


Table 12-7 lists procedures for archiving audit logs and securing permissions on a newly created directory for storing the archived logs.  The Navigate column lists the directions to view and open system windows.  The Procedure column lists the options for each step of the configuration.  The Rationale column explains the reasoning behind each procedure.

Table 12-6.  Archived Logs Secure Configuration Settings

	
	Navigate
	Procedure
	Rationale

	1.
	In the Taskbar, click on the Start button, Programs, and then select Windows NT Explorer.  Traverse down the tree to the “C:\Winnt\system32” directory.  Click on the “config” folder.
	Select File, New, Folder from the File menu.  Name the new folder “archives.”
	Creates a directory to store archived event logs.

	2.
	Right-click on the “archives” folder and choose Properties.  Click on the Security tab and then click on the Permissions button.
	Ensure that the following permissions are set to:

Administrators                Full Control

CREATOR OWNER    Full Control

SYSTEM                       Full Control
	Restricts access to the archives folder.  If any other user or group is listed, remove them from the list.

	3.
	Click on the Start button, Programs, Administrative Tools (Common), and then select Event Viewer.
	Select Application from the Log menu.  Select “Save As” from the Log menu.  Select the path as “C:\Winnt\system32\ config\archives.”  Type a name in the name field that will reflect the log and its archive date (e.g., “app102197” for an application log archived on October 21, 1997).  Click “Save.”
	Creates a copy of the Application log with a time sensitive name in a different directory.

	4.
	Repeat step 3 for the Security and System logs.
	Name the new archived log files in a similar manner, but with a different prefix (e.g., “sec102197” or “sys102197”).
	Archives the Security and System logs.


As an additional security measure, the archived event logs should be backed up, or permanently moved from the hard drive, to a data tape and physically secured.
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System Repair Data

This section contains procedures for ensuring that the system repair data is properly backed up and secured.  If this is a new installation and the Emergency Repair Disk has just been created, the System Administrator can skip this section as the data is up to date.  For a computer that has not been recently configured, continue with this section.

System repair data is stored in two places by the Windows NT operating system.  The first place in which system repair data is stored is in the “%systemroot%\repair” directory.   The second place is on the ERD floppy disk.  This disk should have been created during the original system installation and then repeated at certain time intervals.  The system repair data utility should be run after any of the following events have occurred:

· Installation of a Service Pack (e.g., SP6a)

· Installation of any application

· Disk conversion to NTFS (using the “convert.exe” utility)

· Volume set configuration (from Disk Administrator)

· Stripe set configuration (from Disk Administrator)

· Addition of a large number of user accounts

The procedures listed in Table 13-1 ensure that the ERD is up to date, its data is properly protected, and repair data stored on the hard drive is protected.  These steps should be performed on all servers and workstations in the domain.  The Navigate column lists the directions to view and open system windows.  The Procedure column lists the options for each step of the configuration.  The Rationale column explains the reasoning behind each procedure.

Table 13-1.  System Repair Procedures

	
	Navigate
	Procedure
	Rationale

	1.

	Find the Emergency Repair Disk for the particular machine.
	Ensure that the floppy disk is physically write protected and it’s date of creation is reasonable.

If the floppy disk needs to be updated (creation date is old), proceed to the next step.

If the ERD cannot be located, proceed to     step 3.
	It is imperative that the data on the ERD is up to date and is securely stored.  The ERD contains SAM information and should be physically protected (e.g., stored in a safe or locked cabinet).

	2.

	In the Taskbar, click on the Start button, Programs, and then select Windows NT Explorer.

When the Exploring window appears, click the View menu, and then the Details item.

Use the Exploring window to find the “%systemroot%\repair” directory.
	If the creation dates of the files are reasonable, skip the next two steps.
	Ensure that the data is protected and reflects the current state of the system.

	3.

	In the Taskbar, click on the Start button and then select Run.
	When the Run window appears (Figure 13-1), type “rdisk /s” and then click the OK button.
	Updates the system repair data with the latest configuration information.

	4.

	When the rdisk utility finishes saving the current system information, a Setup window will appear. 
	Click Yes to create the ERD.  Insert the floppy disk and click OK.

Store the ERD in a safe or locked cabinet.
	Creates an upgraded copy of the ERD.



[image: image29.wmf]
Figure 13-1.  Run Window
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Difference between the Navy and NSA Templates

The start off point for the Navy templates were the corresponding templates produced by NSA.  The Navy templates were then produced by making changes to the NSA templates to meet Navy operational requirements. 

The difference between the Windows NT 4.0 SP6a NSA templates and the Navy-flavor of these same templates is minimal.  Changes were made to reflect the operational requirements of the Navy.  Primarily, the differences occur in the "Account Policy" area of the Security Configuration Manager graphical user interface (the System Access portion of the templates), the “Event Log” area (System Log, Security Log, and Application Log template areas), with a few changes also occurring in the "Security Options" area (Registry Values template area).  The template areas in parentheses can be found in the .inf files such as NavyWS.inf, NavySAS.inf, and NavyDC.inf.

No changes were made to either the file system permissions or registry key permissions areas of the templates.  In those areas, the base NSA template settings were used.  This was done because of the high degree of similarity between the pairs of templates among the hundreds of entries found in them.

The specific changes are outlined below in Table 14-1.  In all cases in the table below when implementing the Navy templates, the setting used is the one under the Navy Setting column.

Table 14-1.  Differences in Guidelines

	
	Setting
	NSA Setting
	Navy Setting

	1.
	Boot.ini timeout for boot setting
	0 seconds
	3 seconds

	2.
	[System Access]
	
	

	3.
	MaximumPasswordAge
	90
	180

	4.
	MinimumPasswordLength
	12
	8

	5.
	PasswordHistorySize
	24
	5

	6.
	LockoutBadCount
	3
	5

	7.
	ResetLockoutCount
	15
	30

	8.
	LockoutDuration
	15
	30

	9.
	[System Log]
	
	

	10.
	AuditLogRetentionPeriod
	2 (manual clear)
	0 (overwrite as necessary)

	11.
	[Security Log]
	
	

	12.
	AuditLogRetentionPeriod
	2 (manual clear)
	0 (overwrite as necessary)

	13.
	[Application Log]
	
	

	14.
	AuditLogRetentionPeriod
	2 (manual clear)
	0 (overwrite as necessary)

	15.
	[Event Audit]
	
	

	16.
	AuditPrivilegeUse
	2
	0

	17.
	CrashOnAuditFull
	1
	0

	18.
	[Registry Values]
	
	

	19.
	ShutdownWithoutLogon
	0
	1

	20
	CrashOnAuditFail
	1
	0

	21.
	LmCompatibilityLevel
	2
	0

	22.
	SubmitControl
	0
	1

	23.
	AuditBaseObjects
	1
	0

	24.
	[Privilege Rights] for Domain Controllers and Member servers (Stand-alone Servers)
	
	

	25.
	SeBackupPrivilege
	Administrators, Backup Operators
	Administrators, Backup Operators, Server Operators

	26.
	SeSystemtimePrivilege
	Administrators
	Administrators, Server Operators

	27.
	SeRestorePrivilege
	Administrators, Backup Operators
	Administrators, Backup Operators, Server Operators

	28.
	SeInteractiveLogonRight
	Administrators, Backup Operators
	Administrators, Account Operators, Backup Operators, Print Operators, Server Operators

	29.
	SeRemoteShutdownPrivilege
	Administrators
	Administrators, Server Operators

	30.
	SeShutdownPrivilege
	Administrators
	Administrators, Account Operators, Backup Operators, Print Operators, Server Operators

	31.
	[Privilege Rights] for Workstations
	
	

	32.
	SeInteractiveLogonRight
	Authenticated Users, Administrators
	Backup Operators, Authenticated Users, Administrators

	33.
	SeShutdownPrivilege
	Authenticated Users, Administrators
	Users, Backup  Operators, Administrators

	34.
	[Registry Keys]
	
	

	35.
	MACHINE\SOFTWARE\ODBC
	Not included
	Authenticated Users-Query value, set value, create subkey, enumerate subkey, notify, read permission


The following list presents a summary of the differences found in Table 14-1:

The difference between the NSA and Navy settings for all the settings under System Access, and the settings LmCompatibilityLevel and SubmitControl under Registry Values is a trade off between security, practicality and user acceptance.

The difference in the Logs (System, Security, Application), CrashOnAuditFull under Event Audit and CrashOnAuditFail under Registry Values is a Navy operational requirement to not force a system to shutdown if an audit log becomes full.

The difference in the AuditPrivilegeUse setting under Event Audit and in the AuditBaseObjects under Registry Values is to limit the amount of data being stored in the audit log.

The difference in the ShutdownWithoutLogon setting is an operational requirement to allow Navy personnel to shutdown a computer without having to log on to it.

The difference in the Privilege Rights for both servers and workstations is to add the minimum additional groups required to meet operational requirements.

The difference in the Registry Keys is to open up the permissions enough to meet operational requirements.
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Hotfixes

Microsoft provides hotfixes for updating the Windows NT operating system since the release of the latest service pack.  Since hotfixes are published after solutions have been developed for system problems, it is imperative for System Administrators to be aware of these newly released hotfixes and load pertinent ones on to their systems.  Hotfixes are not cumulative and therefore must be installed in sequential order after the latest Service Pack has been applied.  The list of hotfixes in this appendix is current as of December 31, 2000.

The syntax of the hotfix executable is as follows:

Hotfix [-y]  [-f] [-n] [-z] [-q] [-m] [-l]

-y
Perform uninstall (only with /m or /q)

-f
Force apps closed at shutdown

-n
Do not create uninstall directory

-z
Do not reboot when update completes

-q
Quiet Mode – no user interface

-m
Unattended mode

-l
List installed hotfixes

Hotfixes are self-extracting files that may be downloaded from the following three Microsoft sources:

FTP site

Download Center

Security Bulletins

Hotfixes for post SP6a are similar to the ones for previous service pack releases in the areas of how they are named and executed.  The major difference is where they maybe found.  In the past, all hotfixes were found at the Microsoft FTP site.  Now, hotfixes can also be found in the Microsoft Download Center and in Security Bulletins.  A good thing to remember is when looking for hotfixes in these two new areas, Microsoft calls them security patches, even though they are named and executed as if they were traditional hotfixes.
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Hotfixes can be found on Microsoft’s FTP site at: ftp://ftp.microsoft.com/bussys/winnt/winnt-public/fixes/usa/nt40/hotfixes-postsp6a/.  For Intel-based machines, the appropriate filenames end with “i.exe.”  For example, “q245148i.exe” is the WINLOGON service hotfix for an Intel-based machine.  Each hotfix is stored in a directory containing the executable hotfix, a “readme.txt” file that explains how to apply the hotfix, and a “Q<number>.txt” file, where <number> is the index into Microsoft’s Knowledge Base.  The Knowledge Base describes the cause and resolution of the problem and can be accessed at Microsoft’s web site.

Table A-1 lists the hotfixes that can be applied to every server and workstation in the domain.  The Hotfix column lists the names of each hotfix.  The Date column lists the release date of the hotfix executable.  The Requirement column lists the type of machines that would require the hotfix.  Many of the requirements are based on applications that are installed.  Mandatory hotfixes are indicated by a “*” next to their name and MUST be applied to every machine in the domain.  Optional hotfixes do not have a “*” by their name and should only be applied if the particular machine is being impacted by the problem addressed in the hotfix.

The following steps define the procedure for installing a hotfix:

1. Ensure that all hotfixes are stored within separate directories.

2. Open a command-prompt window and change to a hotfix directory.

3. Extract the contents of the hotfix by running the hotfix executable file with the /x switch (e.g., q244599i.exe /x).

4. Apply the hotfix by running the hotfix executable file without switches (e.g., q244599i.exe).  If multiple hotfixes are to be installed, use the –z option (“hotfix –z”)to prevent rebooting of the system until all the hotfixes have been applied.

5. Reboot the machine by clicking OK in the dialog box that appears after the hotfix is installed or after all the hotfixes have been applied.

Hotfixes must be reinstalled after additional software is added to the system to ensure that the proper version of the DLLs is present on the system.  Since, Microsoft does not perform complete regression testing of hotfixes against all applications, users must ensure that the hotfixes do not disrupt the proper operation of the applications.

To uninstall a hotfix, use the following procedures:

1. Open a command-prompt window and change to the directory of the hotfix to be uninstalled.

2. Uninstall the hotfix by issuing the following command: hotfix.exe –y –z.  The “-y” switch is for uninstallation and the “-z” switch will stop the machine from rebooting after the uninstallation.

3. Uninstall any additional hotfixes using the same method.

4. Reboot the machine.

Table A-1 lists hotfixes as found at the Microsoft site, located at: ftp://ftp.microsoft.com/bussys/winnt/winnt-public/fixes/usa/nt40/hotfixes-postsp6a/.  These hotfixes are contained on the distribution files included with this guide.  The Microsoft site should be checked frequently for updates and additions of hotfixes.  Hotfix PPPConn-fix is included for completeness but should only be applied to Navy systems that currently utilize Remote Access Services.  Since hotfixes are not fully regression tested, only those fixes specifically required should be installed.  The next service pack will include these hotfixes and they will have been fully regression tested.  Both C2-fix and winlogon-fix hotfixes should be installed on all Navy systems.

Table A-1.  Hotfixes from FTP Site

	#
	Hotfix
	Executable Date
	Requirement

	1.
	c2-fix
	November 16, 1999
	Apply to all machines

	2.
	winlogon-fix
	December 22, 1999
	Apply to all machines

	3.
	pppconn-fix
	January 11, 2000
	Apply to server machines


The following list provides a brief summary of each mandatory (and optional) hotfix:

· c2-fix:  Fixes the following problems in Windows NT 4.0:

· NetBT disallows unprivileged user mode applications from sharing TCP and UDP ports that are opened by NetBT.  For more information, refer to the following Knowledge Base article: Q241041 Enabling NetBT to Open TCP and UDP Ports Exclusively

· Device drivers create their corresponding DeviceObject with FILE_DEVICE_SECURE_OPEN DeviceCharacteristics.  For more information, refer to the following Knowledge Base article: Q243405 Device Drivers Create Their Corresponding DeviceObject with FILE_DEVICE_SECURE_OPEN DeviceCharacteristics

· Jet500 creates events and semaphores objects with non-NULL ACLs.  For more information, refer to the following Knowledge Base article: Q243404 ACLs Associated with Events and Semaphores Created by JET500.DLL

· winlogon-fix:  Fixes a problem when you try to log off your computer by clicking "Close all programs and log on as a different user" in the Shut Down Windows dialog box after you install Windows NT 4.0 Service Pack 6, the screen may appear gray, and your computer may appear to stop responding (hang).  Also, your mouse pointer may appear as an hourglass, indicating your computer is busy.  For more information refer to the Knowledge Base article: Q245148 Windows NT Appears to Hang When You Log Off After Installing Windows NT 4.0 Service Pack 6.

· pppconn-fix:  Fixes a problem with a Windows NT 4.0-based server that is running Remote Access Services (RAS) which may stop responding to new Point-to-Point protocol (PPP) requests from clients.  When this occurs, the server appears to continue servicing existing PPP connections, but no new connections are accepted.  This problem occurs only on multiple-processor computers, on which PPP logging is enabled on the server.  For more information, refer to the Knowledge Base article: Q246467 RAS Server Stops Responding to New PPP Connection Requests.

Table A-1 shows that the last hotfix was issued in January 2000.  Many new hotfixes have been issued since then, but have not been placed in the Microsoft FTP site.  They now appear in Security Bulletins.  Section A.2, Hotfixes from Security Bulletins, discusses this area.

The following URL can also be used to find critical Microsoft released patches: http://www.microsoft.com/ntserver/nts/downloads/default.asp#CriticalUpdates.  Table A-2 shows a security update published by Microsoft which was found at the previous URL which is not part of a Microsoft Security Bulletin as described in Appendix A.2.

Table A-2.  Microsoft Security Update

	#
	Date
	Vulnerability Title
	Reference

	1.
	March 3, 2000
	SGC Connections May Fail from Domestic Clients 
	Q249863
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The Microsoft Security Bulletins web site provides a list of hotfixes that may be downloaded: http://www.microsoft.com/technet/security/current.asp.
The Microsoft Knowledge Base describes the cause and resolution of the problem and can be accessed at the following Microsoft web site: http://search.support.microsoft.com/kb/.
These hotfixes can be installed in any order (Microsoft has not provided any sequencing information at this time).  Table A-3 shows the post Service Pack 6a hotfixes as found in the Microsoft Security Bulletins web site.  

Check the Microsoft Security Bulletin web site on a regular basis for new bug fixes.  Go to URL http://www.microsoft.com/technet/security/notify.asp to get automated email messages when new Security Bulletins are distributed by Microsoft.  Only the Security Bulletins for Windows NT are listed here; some the Security Bulletins, such as MS00-050, MS00-053, MS00-058, MS00-062, MS00-065, MS00-066, and MS00-067 are not listed here since they are for Windows 2000.  Security Bulletin MS00-054 is not listed since it is for Windows 9x.

Not all the hotfixes in Table A-3 should be installed on all Navy systems.  Some of these hotfixes are software specific, and should only be installed if that application is installed on a system.  Those particular items are delineated by an asterisk (*) in the # column.  Some of these applications are listed as follows:

Internet Information Server (IIS)

SQL Server (SQLS)

Microsoft Commercial Internet System (MCIS)

Microsoft Word (MSW)

Microsoft Site Server (MSS)

Microsoft Index Server (MIS)

Microsoft Windows Media Services (MWMS)

Microsoft Data Engine (MSDE)

Systems Management Server (SMS)

Microsoft Outlook (MOL)

Microsoft Proxy Server (MPS)

The list of the software with its version, which will determine if the patch should be installed, is in parenthesis in the column titled “Vulnerability Title”.

Table A-3.  Hotfixes from Download Center

	#
	Date
	Vulnerability Title
	Reference

	1.*
	September 30, 1999
	“Domain Resolution" and "FTP Download"
(IIS 4.0 and MCIS 2.5)
	MS99-039

	2.
	September 30, 1999
	RASMAN Security Descriptor
	MS99-041

	3.
	November 4, 1999
	Malformed Spooler Request
	MS99-047

	4.*
	November 29, 1999
	IE Task Scheduler
(IIS 5.0, only if IE 5 Offline Browsing Pack installed)
(Patch not needed if IE 5.01 or newer is installed)
	MS99-051

	5.*
	December 1, 1999
	WPAD Spoofing
(IE 5.0)
	MS99-054

	6.*
	November 30, 1999
	Windows Multithreaded SSL ISAPI Filter
(IIS 4.0, MSS 3.0, MSS Commerce Edition 3.0)
	MS99-053

	7.*
	December 6, 1999
	Escape Character Parsing
(IIS 4.0, MSS 3.0, MSS Commerce Edition 3.0)
	MS99-061

	8.*
	December 7, 1999
	Virtual Directory Naming
(IIS 4.0, MSS 3.0, MSS Commerce Edition 3.0)
	MS99-058

	9.
	December 7, 1999
	Malformed Resource Enumeration Argument
	MS99-055

	10.*
	December 8, 1999
	Server-side Page Reference Redirect
(IE 4.01, 5.0, 5.01)
(Patch not needed if IE 5.5 installed)
	MS99-050

	11.
	December 16, 1999
	Malformed Security Identifier Request
	MS99-057

	12.*
	December 20, 1999
	Malformed TDS Packet Header
(SQLS 7.0)
(Patch not needed if SQLS 7.0 SP2 installed)
	MS99-059

	13.*
	January 20, 2000
	Malformed Conversion Data
(Microsoft Converter Pack 2000 for Windows and Microsoft Office 2000 for Windows with Multilanguage pack)
	MS00-002

	14.
	December 23, 1999
	Improve TCP Initial Sequence Number Randomness
	MS99-046

	15.*
	January 4, 2000
	Malformed IMAP Request
(MCIS 2.0 and 2.5)
	MS00-001

	16.
	January 12, 2000
	Spoofed LPC Port Request 
	MS00-003

	17.
	January 12, 2000
	RDISK Registry Enumeration File
	MS00-004

	18.
	January 17, 2000
	Malformed RTF Control Word
	MS00-005

	19.*
	January 26, 2000
	Malformed Hit-Highlighting Argument
(MIS 2.0)
	MS00-006

	20.*
	January 31, 2000
	Misordered Windows Media Services Handshake
(MWMS 4.0 and 4.1)
	MS00-013

	21.
	February 1, 2000
	RDISK Registry Enumeration File
	MS00-004

	22.
	February 1, 2000
	Recycle Bin Creation
	MS00-007

	23.*
	February 15, 2000
	Site Wizard Input Validation
(MSS 3.0, Commerce Edition)
	MS00-010

	24.*
	February 16, 2000
	Image Source Redirect
(IE 4.0, 4.01, 5.0, 5.01)
	MS00-009

	25.
	February 18, 2000
	VM File Reading
(all versions of IE before 5.5)
	MS00-011

	26.*
	February 22, 2000
	Remote Agent Permissions
(SMS 2.0)
	MS00-012

	27.*
	March 6, 2000
	Clip Art Buffer Overrun
(Microsoft Office 2000, Microsoft Works 2000, Microsoft PictureIt 2000, Microsoft Home Publishing 2000, Microsoft Publisher99, Microsoft PhotoDraw 2000 Version 1, Microsoft Greetings 2000)
	MS00-015

	28.*
	March 8, 2000
	SQL Query Abuse
(SQLS 7.0, MSDE 1.0)

NOTE:  Does not to be applied if MS SQL SP2 has been installed.
	MS00-014

	29.*
	March 8, 2000
	Malformed Media License Request
(MWMS 4.0 and 4.1)
	MS00-016

	30.
	March 30, 2000
	Malformed TCP/IP Print Request
	MS00-021

	31.*
	April 3, 2000
	XLM Text Macro
(Microsoft Excel 97 and 2000)
	MS00-022

	32.*
	April 14, 2000
	Link View Server-Side Component
(Windows NT 4.0 Option Pack, Front Page 98 Server Extensions)
	MS00-025

	33.
	April 12, 2000
	OffloadModExpo Registry Permissions
	MS00-024

	34.
	April 20, 2000
	Malformed Environment Variable
	MS00-027

	35.*
	April 21, 2000
	Server-Side Image Map Components
(FrontPage 97 Server Extensions, FrontPage 98 Server Extensions, Windows NT 4.0 Option Pack)
	MS00-028

	36.
	May 8, 2000
	IP Fragment Reassembly
	MS00-029

	37.*
	May 12, 2000
	Office 2000 UA Control
(Office 2000, Word 2000, Excel 2000, PowerPoint 2000, Access 2000, PhotoDraw 2000, FrontPage 2000, Project 2000, Publisher 2000, Outlook 2000, Works 2000 Suite)
	MS00-034

	38.
	May 25, 2000
	“ResetBrowser Frame” and “HostAnnouncement Flooding”
(The RefuseReset Registry key, which this patch adds) must be left disabled.)
	MS00-036

	39.*
	May 26, 2000
	SQL Server 7.0 Service Pack Password
(SQLS 7.0 Service Packs 1 and 2) 
(This patch does not need to be installed if SQL Server has been configured to use NT authentication)
	MS00-035

	40.*
	May 30, 2000
	Malformed Windows Media Encoder Request
(MWMS 4.0 and 4.1)
	MS00-038

	41.*
	June 2, 2000
	HTML Help File Code Execution
(IE 4.0, 4.01, 5.0, 5.01)
	MS00-037

	42.
	June 8, 2000
	Remote Registry Access Authentication
	MS00-040

	43.*
	June 13, 2000
	DTS Password
(SQLS 7.0) 
(This patch does not need to be installed if SQL Server has been configured to use NT authentication)
	MS00-041

	44.*
	June 29, 2000
	Active Setup Download
(IE 4.x, 5.x)
(Patch not need if IE 5.5 and the patch for MS00-055 installed)
	MS00-042

	45.*
	July 5, 2000
	Stored Procedure Permissions
(SQLS 7.0 and MSDE 1.0)
	MS00-048

	46.*
	July 18, 2000
	Malformed E-mail Header
(MOL Express 4.x, MOL Express 5.x, MOL 98, MOL 2000)
(Patch not needed if IE 5.01, 5.5 installed)
	MS00-043

	47.*
	July 20, 2000
	Persistent Mail-Browser Link
(MOL Express 4.x, MOL Express 5.x)
(Patch not needed if IE 5.01, 5.5 installed)
	MS00-045

	48.*
	July 26, 2000
	Excel REGISTER.ID Function
(Microsoft Excel 97 or Excel 2000)
	MS00-051

	49.
	July 27, 2000
	NetBIOS Name Server Protocol Spoofing
(This patch should only be installed on Windows NT Servers)
	MS00-047

	50.
	July 28, 2000
	Relative Shell Path
	MS00-052

	51.*
	August 9, 2000
	Scriptlet Rendering
(IE 4.x, 5.x)
	MS00-055

	52.*
	August 9, 2000
	Microsoft Office HTML Object Tag
(Microsoft Word 2000, Microsoft Excel 2000, Microsoft PowerPoint 2000)
	MS00-056

	53.
	September 5, 2000
	Unicast Service Race Condition
(MWMS 4.0 and 4.1)
	MS00-064

	54.*
	November 2, 2000
	IIS Cross-Site Scripting
(IIS 4.0, 5.0)
	MS00-060

	55.*
	August 25, 2000
	Money Password
(Microsoft Money 2001, Microsoft Money 2000)
	MS00-061

	56.*
	September 5, 2000
	Invalid URL
(IIS 4.0)
	MS00-063

	57.*
	September 26, 2000
	Media Player 7.0 OCX Attachment
	MS00-068

	58.
	October 3, 2000
	Multiple LPC and LPC Ports Vulnerabilities
	MS00-070

	59.*
	October 5, 2000
	Word Mail Merge
(Microsoft Word 2000, Microsoft Word 97)
	MS00-071

	60.*
	October 12, 2000
	Microsoft VM ActiveX Component
(IE 4.x, IE 5.x)
	MS00-075

	61.*
	October 12, 2000
	Cached Web Credentials
(IE 4.x, 5.x prior to version 5.5)
	MS00-076

	62.*
	October 12, 2000
	NetMeeting Desktop Sharing
(NetMeeting Version 3.01 (4.4.3385))
	MS00-077

	63.*
	October 23, 2000
	Session ID Cookie Marking
(IIS 4.0, 5.9)
	MS00-080

	64.*
	October 25, 2000
	New Variant of "VM File Reading"
(IE 4.x, 5.x)
	MS00-081

	65.* 
	October 31, 2000
	Malformed MIME Header
(Microsoft Exchange Server 5.5)
	MS00-082

	66.*
	November 1, 2000
	Netmon Protocol Parsing
(Windows NT Server or SMS 1.2, 2.0)
	MS00-083

	67.*
	November 8, 2000
	Terminal Server Login Buffer Overflow
(Microsoft Windows NT 4.0 Terminal Server)
	MS00-087

	68.*
	November 22, 2000
	“.ASX Buffer Overrun” and “.WMS Script Execution”

(Microsoft Windows Media Player 6.4, 7)
	MS00-090

	69.
	November 30, 2000
	Incomplete TCP/IP Packet
	MS00-091

	70.*
	December 01, 2000 


	Extended Stored Procedure Parameter Parsing

(Microsoft SQL Server 7.0, Microsoft SQL Server 2000, Microsoft Data Engine 1.0 (MSDE 1.0), Microsoft SQL Server Desktop Engine 2000 (MSDE 2000))


	MS00-092

	71.*
	December 04, 2000
	Phone Book Service Buffer Overflow

(Microsoft Windows NT 4.0 Server)
	MS00-094

	72.
	December 06, 2000
	Registry Permissions
	MS00-095

	73.*
	December 15, 2000
	Severed Windows Media Server Connection

(MWMS 4.0, 4.1)
	MS00-097

	74.*
	December 19, 2000
	Indexing Service File Enumeration

(MIS 2.0)
	MS00-098

	75.*
	December 22, 2000
	Malformed Web Form Submission

(IIS 4)
	MS00-100


WARNING:  When looking in the above URLs of this section, keep in mind that multiple versions of the above hotfixes may be available for the following different types of categories:

Operating System

NT 4.0 (workstation and server)

NT 4.0 Terminal Services Edition (TSE)

Application

IIS 4.0

IIS 5.0

Hardware

Intel

Alpha

Care must be taken to install the proper hotfixes on each Navy system so that both (1) all required hotfixes are installed and (2) the minimum number of hotfixes are installed.
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Extending the Capabilities of the SCM

The SCM permits only a handful of registry values to be set, configured, and queried for compliance by systems.  Unfortunately, there is a need to add a few values that are not listed by default, and the SCM does not permit this capability using the template editor functionality.  In order to add a new registry value (as required by configuration documents, for example), use the steps outlined in this section.  Other issues with performing these additions will be discussed.  Users should ensure that a backup of the system has been performed, in addition to updating the ERD.  These procedures involve manipulation of the registry and there exists some potential for adverse side-effects when manipulating the registry directly.  Users should take care when following these procedures.

The SCM permits users to define a template that presents various configuration options for the system.  These options cover a variety of areas, including account policy settings, file system and registry ACLs, and most importantly, security options.  The security options consist of a list of features that correlate directly to registry key value settings.  In the recent past, the only way to use these security options had been to manipulate the registry manually or by using the C2 Configuration Manager tool from the NT Resource Kit.  Now they are combined in the SCM.

The source of these values is the SECEDIT area of the registry.  If we look at the key HKLM\Software\Microsoft\Windows NT\CurrentVersion\SeCEdit, we will see a subkey titled Reg Values.  The contents within this subkey are a list of subkeys with full registry path names.  For example:

  ..\Reg Values\{MACHINE/System/CurrentControlSet/Control/LSA/AuditBaseObjects}

This is the full path to one of the security options that we have previously had to set manually, and is now an option within the SCM.  For every one of these security option path subkeys, three values can be used:  DisplayName (REG_SZ), DisplayType (REG_DWORD), and ValueType (REG_DWORD).  These values are used for the display options presented within the SCM.  For example, the DisplayName value for the key noted above is “Audit access to internal system objects.”  If we look at the SCM security options list, we will see this phrase as a configuration option.  Double-clicking on the option presents a configuration box that can contain a different set of options.  The set of options displayed is based on the DisplayType value.  The values are explained in Table B-1, with the corresponding configuration options.

Table B-1.  Registry DisplayType Values and Configuration Options

	
	DisplayType Value
	Configuration Options

	1.
	0
	Enable/Disable radio buttons selection

	2.
	1
	Scroll box (numerical list)

	3.
	2
	Text box

	4.
	3
	Always/As requested/Not compatible radio button selection (see Send Downlevel LanMan compatible password option)


The ValueType defined in these subkeys represents the data type of the registry key.  Refer to Table B-2 for the correlation between the ValueType and data types of the registry keys.  The value type has importance in the next stage of the SCM operation.

Table B-2.  Registry Value and Data Types

	
	ValueType
	Data Type

	1.
	0
	REG_NONE

	2.
	1
	REG_SZ

	3.
	2
	REG_EXPAND_SZ

	4.
	3
	REG_BINARY

	5.
	4
	REG_DWORD

	6.
	5
	REG_DWORD_ENDIAN

	7.
	6
	REG_LINK

	8.
	7
	REG_MULTI_SZ

	9.
	8
	REG_RESOURCE_LIST

	10.
	9
	REG_FULL_RESOURCE_DESCRIPTOR

	11.
	A
	REG_RESOURCE_REQUIREMENTS_LIST


After a template is saved, a text-based *.inf file is created with the appropriate settings.  Examining the [Registry Values] area of the file shows the security option registry key values to be examined or manipulated by the SCM.  The structure is shown as being the registry key with a number and then a second value (e.g. <keyname>=value, setting).  The value represents the value type listed in the above table, and the setting indicates how the key will be configured.

To extend the registry value capabilities of the SCM, simply add a registry key under the HKLM\Software\Microsoft\Windows NT\CurrentVersion\SeCEdit\Reg Values key.  The name of the registry key should be the full path to the registry key value, only with forward slashes (/) representing the separation between subkey folders.  Next, add the three values (DisplayName, DisplayType, and ValueType) under this newly created key.  Ensure that the DisplayType chosen provides the proper input value options.  Also, ensure that the ValueType is correct for the registry key value type.
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Administrative Checklist

Certain actions should be performed by an Administrator on a regular basis to maintain the security in their Windows NT domain.  Table C-1 lists actions that should be performed along with a recommended frequency.  The purpose of this list is to serve as a reminder for Administrators to maintain the security configurations, policies, users, and data of their domain.

Table C-1.  Administrative Checklist

	
	Action
	Frequency

	1.
	Review audit logs in the Windows NT Event Viewer
	Local policy issue based on size of logs and amount of audit data.  Refer to security templates in Appendix D, E, and F. 

	2.
	Archive audit data 
	Local policy issues based on size of logs and amount of data.

	3.
	Back up data on fileservers/workstations (user data)
	Local policy issue

	4.
	Update Emergency Repair Disks and store them in a safe location
	ERDs should be updated after performing installations of Service Packs, applications, or hotfixes, disk conversions to NTFS, volume set configuration, stripe set configuration, registry changes, or after adding a large number of users.  Refer to Section 13, System Repair Data, for more details.

	5.
	Reset passwords as needed 
	Passwords should be reset before expiration, specifically for accounts created for applications (e.g., Microsoft Exchange).

	6.
	Install current hotfixes and Service Packs from Microsoft
	Hotfixes listed in this guide are dated as of November 2000.  Refer to Appendix A for  descriptions and to Microsoft’s ftp site for the latest available hotfixes: ftp://ftp.microsoft.com/bussys/winnt/winnt-public/fixes/usa/nt40/hotfixes-postsp6a/

	7.
	Sync the system time with PDC
	Local policy issue.

	8.
	Review and apply permissions to new shares, directories, and files created
	Permissions should be applied to all new shares, directories, files, and executables placed on machines in the domain.  Refer to security templates in Appendix D, E, and F.

	9.
	Review current trust relationships
	Local policy issue.  Refer to Section 6, Domain Model Configuration (Trust Relationships), for creating and removing trust relationships.

	10.
	Review all user groups and verify the members are valid users and have appropriate rights
	User groups should be checked after new users are created in the domain to ensure they have proper group memberships.  Refer to Section 5, User Manager for Domains Configuration, for creating users and groups through the User Manager for Domains tool.

	11.
	Review current system policies and apply to new groups
	System policies should be periodically checked to ensure all new groups have an appropriate policy.  Refer to Section 8, System Policy Configuration, for system policy configuration information.
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Windows NT Workstation Template

The following is a listing of the Windows NT 4.0 Workstation SP6a template .inf file.

[System Access]

MinimumPasswordAge = 1

MaximumPasswordAge = 180

MinimumPasswordLength = 8

PasswordComplexity = 1

PasswordHistorySize = 5

LockoutBadCount = 5

ResetLockoutCount = 30

LockoutDuration = 30

RequireLogonToChangePassword = 0

ForceLogoffWhenHourExpire = 1

[System Log]

MaximumLogSize = 4194240

AuditLogRetentionPeriod = 0

RestrictGuestAccess = 1

[Security Log]

MaximumLogSize = 4194240

AuditLogRetentionPeriod = 0

RestrictGuestAccess = 1

[Application Log]

MaximumLogSize = 4194240

AuditLogRetentionPeriod = 0

RestrictGuestAccess = 1

[Event Audit]

AuditSystemEvents = 3

AuditLogonEvents = 3

AuditObjectAccess = 2

AuditPrivilegeUse = 0

AuditPolicyChange = 3

AuditAccountManage = 3

AuditProcessTracking = 0

CrashOnAuditFull = 0

[Version]

signature="$CHICAGO$"

[Group Membership]

[Service General Setting]

Schedule,4,"D:(A;;0x000200ad;;;DA)(A;;0x000201fd;;;SY)S:(SA;FA;0x000f01ff;;;WD)"

[Privilege Rights]

SeAssignPrimaryTokenPrivilege =

SeAuditPrivilege =

SeBackupPrivilege = Backup Operators,Administrators

SeChangeNotifyPrivilege =

SeCreatePagefilePrivilege = Administrators

SeCreatePermanentPrivilege =

SeCreateTokenPrivilege =

SeDebugPrivilege =

SeIncreaseBasePriorityPrivilege = Administrators

SeIncreaseQuotaPrivilege =

SeInteractiveLogonRight = Authenticated Users,Administrators,Backup Operators

SeLoadDriverPrivilege = Administrators

SeLockMemoryPrivilege =

SeMachineAccountPrivilege =

SeNetworkLogonRight = Authenticated Users,Administrators

SeProfileSingleProcessPrivilege = Administrators

SeRemoteShutdownPrivilege = Administrators

SeRestorePrivilege = Backup Operators,Administrators

SeSecurityPrivilege = Administrators

SeShutdownPrivilege = Authenticated Users,Administrators,Backup Operators

SeSystemEnvironmentPrivilege = Administrators

SeSystemProfilePrivilege = Administrators

SeSystemTimePrivilege = Administrators

SeTakeOwnershipPrivilege = Administrators

SeBatchLogonRight =

SeServiceLogonRight =

SeTcbPrivilege =

[Registry Values]

MACHINE\System\CurrentControlSet\Control\Lsa\FullPrivilegeAuditing=3,31

MACHINE\System\CurrentControlSet\Control\Lsa\RestrictAnonymous=4,1

MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\PasswordExpiryWarning=4,15

MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\AllocateCDRoms=1,1

MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\AllocateFloppies=1,1

MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\CachedLogonsCount=1,0

MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\DontDisplayLastUserName=1,1

MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\LegalNoticeCaption=1,United States Department of Defense Warning Statement

MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\LegalNoticeText=1,This is a Department of Defense computer system.  This computer system, including all related equipment, networks and network devices (specifically including Internet access),are provided only for authorized U.S. Government use.  DoD computer systems may be monitored for all lawful purposes, including to ensure that their use is authorized, for management of the system, to facilitate protection against unauthorized access, and to verify security procedures, survivability and operational security.  Monitoring includes active attacks by authorized DoD entities to test or verify the security of the system.  During monitoring, information may be examined, recorded, copied and used for authorized purposes.  All information, including personal information, placed on or sent over this system may be monitored.  Use of this DoD computer system, authorized or unauthorized, constitutes consent to monitoring of this system.  Unauthorized use may subject you to criminal prosecution.  Evidence of unauthorized use collected during monitoring may be used for administrative, criminal or adverse action.  Use of this system constitutes consent to monitoring for these purposes.

MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\ShutdownWithoutLogon=1,1

MACHINE\System\CurrentControlSet\Control\Lsa\CrashOnAuditFail=4,0

MACHINE\System\CurrentControlSet\Control\Lsa\LmCompatibilityLevel=4,0

MACHINE\System\CurrentControlSet\Control\Print\Providers\LanMan Print Services\AddPrintDrivers=4,1

MACHINE\System\CurrentControlSet\Control\Session Manager\Memory Management\ClearPageFileAtShutdown=4,1

MACHINE\System\CurrentControlSet\Control\Session Manager\ProtectionMode=4,1

MACHINE\System\CurrentControlSet\Services\Rdr\Parameters\EnablePlainTextPassword=4,0

MACHINE\System\CurrentControlSet\Control\Lsa\AuditBaseObjects=4,0

[Registry Keys]

"MACHINE\SOFTWARE\ODBC",0,"D:(A;;CCDCLCSWRPRC;;;AU)"

"MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Shell Extensions",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"CLASSES_ROOT\.hlp",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x0003001f;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\PerfLib",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;IU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\ClipArt Gallery",2,"D:P(A;CI;0x0003001f;;;AU)"

"MACHINE\SOFTWARE\Microsoft\Shared Tools",2,"D:P(A;CI;0x0003001f;;;AU)"

"MACHINE\SOFTWARE\Microsoft\Protected Storage System Provider",1,""

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Compatibility",2,"D:P(A;CI;0xc0000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;CO)(A;CI;0x10000000;;;SY)"

"MACHINE\SOFTWARE\Program Groups",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Secure",2,"D:P(A;CI;0x10000000;;;CO)(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"USERS\.DEFAULT\SOFTWARE\Microsoft\Protected Storage System Provider",1,""

"MACHINE\SYSTEM\CurrentControlSet\Services\UPS",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SYSTEM\CurrentControlSet\Services\Schedule",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x00020019;;;SO)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Shares",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SYSTEM\CurrentControlSet\Services\LanmanWorkstation",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"CLASSES_ROOT",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x0002001f;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"CLASSES_ROOT\helpfile",2,"D:P(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"MACHINE\SOFTWARE\Classes",1,""

"MACHINE\SOFTWARE\Microsoft\Cryptography",2,"D:P(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)(A;CI;0x80000000;;;AU)"

"MACHINE\SOFTWARE\Microsoft\NetDDE",2,"D:P(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Ole",2,"D:P(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;CO)(A;CI;0x10000000;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Rpc",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Secure",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x0002001f;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce",2,"D:P(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\AeDebug",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Embedding",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Fonts",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\FontSubstitutes",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\FontDrivers",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\FontMapper",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\FontMapper",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\FontCache",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\GRE_Initialize",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\MCI",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\MCI Extensions",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\ProfileList",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Type 1 Installer",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File Execution Options",2,"D:P(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\IniFileMapping",2,"D:P(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Perflib",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon",2,"D:P(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Ports",2,"D:P(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Windows",2,"D:P(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\WOW",2,"D:P(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"USERS\.DEFAULT",2,"D:P(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"USERS\.DEFAULT\SOFTWARE\Microsoft\NetDDE",2,"D:P(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"USERS\.DEFAULT\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\OS/2 Subsystem for NT",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Time Zones",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnceEx",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Windows 3.1 Migration Status",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SYSTEM\CurrentControlSet\Control\SecurePipeServers\winreg",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x000f003f;;;SY)"

[File Security]

"%SystemRoot%\SendTo",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\Temporary Internet Files",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\History",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\COOKIES",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\Help",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\Security",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\Regedt32.cnt",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\Regedt32.hlp",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\Regedt32.exe",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\Rexec.exe",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\Rsh.exe",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\Rcp.exe",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\Rpcss.exe",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\Ntbackup.exe",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\Rdisk.exe",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\pagefile.sys",1,"D:P(A;CIOI;0x001200a9;;;SY)"

"%SystemRoot%\Regedit.exe",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\NTReskit",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\Autoexec.bat",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\boot.ini",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\Ntdetect.com",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\Msdos.sys",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\Config.sys",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\ntldr",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\Io.sys",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\Profiles",1,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;S-0x1-0x000000000005-0x15-0x3b1e46f5-0x69bf70fb-0x253b7c20-0x200)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\Win32app",1,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;S-0x1-0x000000000005-0x15-0x3b1e46f5-0x69bf70fb-0x253b7c20-0x200)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\Users",1,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;S-0x1-0x000000000005-0x15-0x3b1e46f5-0x69bf70fb-0x253b7c20-0x200)(A;CIOI;0x001f01ff;;;SY)"

"c:\boot.ini",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"c:\ntdetect.com",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"c:\ntldr",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"c:\autoexec.bat",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;SY)"

"c:\config.sys",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\Program Files",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\repair",2,"D:P(A;CIOI;0x10000000;;;DA)(A;CIOI;0x10000000;;;SY) S:P(SA;CIOISAFA;0x000c0000;;;WD)(SA;CIOIFA;0x00010150;;;WD)"

"%SystemDirectory%\config",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY) S:P(SA;CIOISAFA;0x000c0000;;;WD)(SA;CIOIFA;0x00010150;;;WD)"

"%SystemDirectory%\repl\import",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001301bf;;;RP)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\repl\export",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001200a9;;;RP)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\Temp",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\$NtServicePackUninstall$",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOIIO;0x001200a9;;;AU)(A;;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\drivers",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\spool",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001301bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001301bf;;;RP)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\spool\Printers",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001301bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001301bf;;;RP)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\nsreg.dat",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001301bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\drwtsn32.log",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001301bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\mapiuid.ini",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001301bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

Appendix E

 SEQ SectionNumber \h \* MERGEFORMAT 

 SEQ Level1 \r 0 \h 

 SEQ Level2 \r 0 \h 

 SEQ Level3 \r 0 \h 

 SEQ Level4 \r 0 \h 

 SEQ figure \r 0 \h 

 SEQ table \r 0 \h 
Windows NT Server Template

The following is a listing of the Windows NT 4.0 Server (member server) SP6a template .inf file.

 [System Access]

MinimumPasswordAge = 1

MaximumPasswordAge = 180

MinimumPasswordLength = 8

PasswordComplexity = 1

PasswordHistorySize = 5

LockoutBadCount = 5

ResetLockoutCount = 30

LockoutDuration = 30

RequireLogonToChangePassword = 0

ForceLogoffWhenHourExpire = 1

[System Log]

MaximumLogSize = 4194240

AuditLogRetentionPeriod = 0

RestrictGuestAccess = 1

[Security Log]

MaximumLogSize = 4194240

AuditLogRetentionPeriod = 0

RestrictGuestAccess = 1

[Application Log]

MaximumLogSize = 4194240

AuditLogRetentionPeriod = 0

RestrictGuestAccess = 1

[Event Audit]

AuditSystemEvents = 3

AuditLogonEvents = 3

AuditObjectAccess = 2

AuditPrivilegeUse = 0

AuditPolicyChange = 3

AuditAccountManage = 3

AuditProcessTracking = 0

CrashOnAuditFull = 0

[Version]

signature="$CHICAGO$"

[Group Membership]

[Registry Values]

MACHINE\System\CurrentControlSet\Control\Lsa\SubmitControl=4,1

MACHINE\System\CurrentControlSet\Control\Lsa\FullPrivilegeAuditing=3,31

MACHINE\System\CurrentControlSet\Control\Lsa\RestrictAnonymous=4,1

MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\PasswordExpiryWarning=4,15

MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\AllocateCDRoms=1,1

MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\AllocateFloppies=1,1

MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\CachedLogonsCount=1,0

MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\DontDisplayLastUserName=1,1

MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\LegalNoticeCaption=1,United States Department of Defense Warning Statement

MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\LegalNoticeText=1,This is a Department of Defense computer system.  This computer system, including all related equipment, networks and network devices (specifically including Internet access),are provided only for authorized U.S. Government use.  DoD computer systems may be monitored for all lawful purposes, including to ensure that their use is authorized, for management of the system, to facilitate protection against unauthorized access, and to verify security procedures, survivability and operational security.  Monitoring includes active attacks by authorized DoD entities to test or verify the security of the system.  During monitoring, information may be examined, recorded, copied and used for authorized purposes.  All information, including personal information, placed on or sent over this system may be monitored.  Use of this DoD computer system, authorized or unauthorized, constitutes consent to monitoring of this system.  Unauthorized use may subject you to criminal prosecution.  Evidence of unauthorized use collected during monitoring may be used for administrative, criminal or adverse action.  Use of this system constitutes consent to monitoring for these purposes.

MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\ShutdownWithoutLogon=1,1

MACHINE\System\CurrentControlSet\Control\Lsa\CrashOnAuditFail=4,0

MACHINE\System\CurrentControlSet\Control\Lsa\LmCompatibilityLevel=4,0

MACHINE\System\CurrentControlSet\Control\Print\Providers\LanMan Print Services\AddPrintDrivers=4,1

MACHINE\System\CurrentControlSet\Control\Session Manager\Memory Management\ClearPageFileAtShutdown=4,1

MACHINE\System\CurrentControlSet\Control\Session Manager\ProtectionMode=4,1

MACHINE\System\CurrentControlSet\Services\Rdr\Parameters\EnablePlainTextPassword=4,0

MACHINE\System\CurrentControlSet\Control\Lsa\AuditBaseObjects=4,0

[Registry Keys]

"MACHINE\SOFTWARE\ODBC",0,"D:(A;;CCDCLCSWRPRC;;;AU)"

"MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Shell Extensions",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"CLASSES_ROOT\.hlp",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x0003001f;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\PerfLib",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;IU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\ClipArt Gallery",2,"D:P(A;CI;0x0003001f;;;AU)"

"MACHINE\SOFTWARE\Microsoft\Shared Tools",2,"D:P(A;CI;0x0003001f;;;AU)"

"MACHINE\SOFTWARE\Microsoft\Protected Storage System Provider",1,""

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Compatibility",2,"D:P(A;CI;0xc0000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;CO)(A;CI;0x10000000;;;SY)"

"MACHINE\SOFTWARE\Program Groups",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Secure",2,"D:P(A;CI;0x10000000;;;CO)(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"USERS\.DEFAULT\SOFTWARE\Microsoft\Protected Storage System Provider",1,""

"MACHINE\SYSTEM\CurrentControlSet\Services\UPS",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SYSTEM\CurrentControlSet\Services\Schedule",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x00020019;;;SO)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Shares",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SYSTEM\CurrentControlSet\Services\LanmanWorkstation",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"CLASSES_ROOT",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x0002001f;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"CLASSES_ROOT\helpfile",2,"D:P(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"MACHINE\SOFTWARE\Classes",1,""

"MACHINE\SOFTWARE\Microsoft\Cryptography",2,"D:P(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)(A;CI;0x80000000;;;AU)"

"MACHINE\SOFTWARE\Microsoft\NetDDE",2,"D:P(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Ole",2,"D:P(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;CO)(A;CI;0x10000000;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Rpc",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Secure",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x0002001f;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce",2,"D:P(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\AeDebug",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Embedding",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Fonts",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\FontSubstitutes",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\FontDrivers",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\FontMapper",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\FontMapper",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\FontCache",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\GRE_Initialize",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\MCI",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\MCI Extensions",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\ProfileList",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Type 1 Installer",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File Execution Options",2,"D:P(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\IniFileMapping",2,"D:P(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Perflib",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon",2,"D:P(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Ports",2,"D:P(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Windows",2,"D:P(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\WOW",2,"D:P(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"USERS\.DEFAULT",2,"D:P(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"USERS\.DEFAULT\SOFTWARE\Microsoft\NetDDE",2,"D:P(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"USERS\.DEFAULT\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\OS/2 Subsystem for NT",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Time Zones",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnceEx",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Windows 3.1 Migration Status",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SYSTEM\CurrentControlSet\Control\SecurePipeServers\winreg",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x000f003f;;;SY)"

[File Security]

"%SystemRoot%\SendTo",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\Temporary Internet Files",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\History",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\COOKIES",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\Help",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\Security",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\Regedt32.cnt",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\Regedt32.hlp",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\Regedt32.exe",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\Rexec.exe",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\Rsh.exe",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\Rcp.exe",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\Rpcss.exe",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\Ntbackup.exe",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\Rdisk.exe",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\pagefile.sys",1,"D:P(A;CIOI;0x001200a9;;;SY)"

"%SystemRoot%\Regedit.exe",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\NTReskit",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\Autoexec.bat",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\boot.ini",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\Ntdetect.com",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\Msdos.sys",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\Config.sys",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\ntldr",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\Io.sys",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\Profiles",1,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;S-0x1-0x000000000005-0x15-0x3b1e46f5-0x69bf70fb-0x253b7c20-0x200)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\Win32app",1,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;S-0x1-0x000000000005-0x15-0x3b1e46f5-0x69bf70fb-0x253b7c20-0x200)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\Users",1,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;S-0x1-0x000000000005-0x15-0x3b1e46f5-0x69bf70fb-0x253b7c20-0x200)(A;CIOI;0x001f01ff;;;SY)"

"c:\boot.ini",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"c:\ntdetect.com",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"c:\ntldr",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"c:\autoexec.bat",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;SY)"

"c:\config.sys",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\Program Files",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\repair",2,"D:P(A;CIOI;0x10000000;;;DA)(A;CIOI;0x10000000;;;SY) S:P(SA;CIOISAFA;0x000c0000;;;WD)(SA;CIOIFA;0x00010150;;;WD)"

"%SystemDirectory%\config",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY) S:P(SA;CIOISAFA;0x000c0000;;;WD)(SA;CIOIFA;0x00010150;;;WD)"

"%SystemDirectory%\repl\import",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001301bf;;;RP)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\repl\export",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001200a9;;;RP)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\Temp",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\$NtServicePackUninstall$",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;;0x001201bf;;;AU)(A;CIOIIO;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\drivers",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\spool",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001301bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001301bf;;;RP)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\spool\Printers",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001301bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001301bf;;;RP)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\nsreg.dat",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001301bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\drwtsn32.log",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001301bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\mapiuid.ini",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001301bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

[Service General Setting]

Schedule,4,"D:(A;;0x000200ad;;;DA)(A;;0x000201fd;;;SY)S:(SA;FA;0x000f01ff;;;WD)"

[Privilege Rights]

SeAssignPrimaryTokenPrivilege =

SeAuditPrivilege =

SeBackupPrivilege = Backup Operators,Administrators,Server Operators

SeChangeNotifyPrivilege =

SeCreatePagefilePrivilege = Administrators

SeCreatePermanentPrivilege =

SeCreateTokenPrivilege =

SeDebugPrivilege =

SeIncreaseBasePriorityPrivilege = Administrators

SeIncreaseQuotaPrivilege =

SeInteractiveLogonRight = Administrators,Account Operators,Backup Operators,Print Operators,Server Operators

SeLoadDriverPrivilege = Administrators

SeLockMemoryPrivilege =

SeMachineAccountPrivilege =

SeNetworkLogonRight = Authenticated Users,Administrators

SeProfileSingleProcessPrivilege = Administrators

SeRemoteShutdownPrivilege = Administrators,Server Operators

SeRestorePrivilege = Backup Operators,Administrators,Server Operators

SeSecurityPrivilege = Administrators

SeShutdownPrivilege = Administrators,Account Operators,Backup Operators,Print Operators,Server Operators

SeSystemEnvironmentPrivilege = Administrators

SeSystemProfilePrivilege = Administrators

SeSystemTimePrivilege = Administrators,Server Operators

SeTakeOwnershipPrivilege = Administrators

SeBatchLogonRight =

SeServiceLogonRight =

SeTcbPrivilege =

[Profile Description]

Description=

Appendix F

 SEQ SectionNumber \h \* MERGEFORMAT 

 SEQ Level1 \r 0 \h 

 SEQ Level2 \r 0 \h 

 SEQ Level3 \r 0 \h 

 SEQ Level4 \r 0 \h 

 SEQ figure \r 0 \h 

 SEQ table \r 0 \h 
Windows NT Domain Controller Template

The following is a listing of the Windows NT 4.0 Primary Domain Controller SP6a template .inf file.

[System Access]

MinimumPasswordAge = 1

MaximumPasswordAge = 180

MinimumPasswordLength = 8

PasswordComplexity = 1

PasswordHistorySize = 5

LockoutBadCount = 5

ResetLockoutCount = 30

LockoutDuration = 30

RequireLogonToChangePassword = 0

ForceLogoffWhenHourExpire = 1

[System Log]

MaximumLogSize = 4194240

AuditLogRetentionPeriod = 0

RestrictGuestAccess = 1

[Security Log]

MaximumLogSize = 4194240

AuditLogRetentionPeriod = 0

RestrictGuestAccess = 1

[Application Log]

MaximumLogSize = 4194240

AuditLogRetentionPeriod = 0

RestrictGuestAccess = 1

[Event Audit]

AuditSystemEvents = 3

AuditLogonEvents = 3

AuditObjectAccess = 2

AuditPrivilegeUse = 0

AuditPolicyChange = 3

AuditAccountManage = 3

AuditProcessTracking = 0

CrashOnAuditFull = 0

[Version]

signature="$CHICAGO$"

[Group Membership]

[Registry Values]

MACHINE\System\CurrentControlSet\Control\Lsa\AuditBaseObjects=4,0

MACHINE\System\CurrentControlSet\Services\Rdr\Parameters\EnablePlainTextPassword=4,0

MACHINE\System\CurrentControlSet\Control\Session Manager\ProtectionMode=4,1

MACHINE\System\CurrentControlSet\Control\Session Manager\Memory Management\ClearPageFileAtShutdown=4,1

MACHINE\System\CurrentControlSet\Control\Print\Providers\LanMan Print Services\AddPrintDrivers=4,1

MACHINE\System\CurrentControlSet\Control\Lsa\LmCompatibilityLevel=4,0

MACHINE\System\CurrentControlSet\Control\Lsa\CrashOnAuditFail=4,0

MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\ShutdownWithoutLogon=1,1

MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\LegalNoticeCaption=1,United States Department of Defense Warning Statement

MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\LegalNoticeText=1,This is a Department of Defense computer system.  This computer system, including all related equipment, networks and network devices (specifically including Internet access),are provided only for authorized U.S. Government use.  DoD computer systems may be monitored for all lawful purposes, including to ensure that their use is authorized, for management of the system, to facilitate protection against unauthorized access, and to verify security procedures, survivability and operational security.  Monitoring includes active attacks by authorized DoD entities to test or verify the security of the system.  During monitoring, information may be examined, recorded, copied and used for authorized purposes.  All information, including personal information, placed on or sent over this system may be monitored.  Use of this DoD computer system, authorized or unauthorized, constitutes consent to monitoring of this system.  Unauthorized use may subject you to criminal prosecution.  Evidence of unauthorized use collected during monitoring may be used for administrative, criminal or adverse action.  Use of this system constitutes consent to monitoring for these purposes.

MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\DontDisplayLastUserName=1,1

MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\CachedLogonsCount=1,0

MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\AllocateFloppies=1,1

MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\AllocateCDRoms=1,1

MACHINE\Software\Microsoft\Windows NT\CurrentVersion\Winlogon\PasswordExpiryWarning=4,15

MACHINE\System\CurrentControlSet\Control\Lsa\RestrictAnonymous=4,1

MACHINE\System\CurrentControlSet\Control\Lsa\FullPrivilegeAuditing=3,31

MACHINE\System\CurrentControlSet\Control\Lsa\SubmitControl=4,1

[Registry Keys]

"MACHINE\SOFTWARE\ODBC",0,"D:(A;;CCDCLCSWRPRC;;;AU)"

"MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Uninstall",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Shell Extensions",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"CLASSES_ROOT\.hlp",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x0003001f;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\PerfLib",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;IU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\ClipArt Gallery",2,"D:P(A;CI;0x0003001f;;;AU)"

"MACHINE\SOFTWARE\Microsoft\Shared Tools",2,"D:P(A;CI;0x0003001f;;;AU)"

"MACHINE\SOFTWARE\Microsoft\Protected Storage System Provider",1,""

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Compatibility",2,"D:P(A;CI;0xc0000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;CO)(A;CI;0x10000000;;;SY)"

"MACHINE\SOFTWARE\Program Groups",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Secure",2,"D:P(A;CI;0x10000000;;;CO)(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"USERS\.DEFAULT\SOFTWARE\Microsoft\Protected Storage System Provider",1,""

"MACHINE\SYSTEM\CurrentControlSet\Services\UPS",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SYSTEM\CurrentControlSet\Services\Schedule",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x00020019;;;SO)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SYSTEM\CurrentControlSet\Services\LanmanServer\Shares",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SYSTEM\CurrentControlSet\Services\LanmanWorkstation",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"CLASSES_ROOT",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x0002001f;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"CLASSES_ROOT\helpfile",2,"D:P(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"MACHINE\SOFTWARE\Classes",1,""

"MACHINE\SOFTWARE\Microsoft\Cryptography",2,"D:P(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)(A;CI;0x80000000;;;AU)"

"MACHINE\SOFTWARE\Microsoft\NetDDE",2,"D:P(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Ole",2,"D:P(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;CO)(A;CI;0x10000000;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Rpc",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Secure",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x0002001f;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnce",2,"D:P(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\AeDebug",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Drivers32",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Embedding",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Fonts",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\FontSubstitutes",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\FontDrivers",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\FontMapper",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\FontMapper",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\FontCache",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\GRE_Initialize",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\MCI",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\MCI Extensions",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\ProfileList",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Type 1 Installer",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Image File Execution Options",2,"D:P(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\IniFileMapping",2,"D:P(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Perflib",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon",2,"D:P(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Ports",2,"D:P(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Windows",2,"D:P(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\WOW",2,"D:P(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"USERS\.DEFAULT",2,"D:P(A;CI;0x80000000;;;AU)(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"USERS\.DEFAULT\SOFTWARE\Microsoft\NetDDE",2,"D:P(A;CI;0x10000000;;;DA)(A;CI;0x10000000;;;SY)"

"USERS\.DEFAULT\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\OS/2 Subsystem for NT",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Time Zones",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\RunOnceEx",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;SY)"

"MACHINE\SOFTWARE\Windows 3.1 Migration Status",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x00020019;;;AU)(A;CI;0x000f003f;;;CO)(A;CI;0x000f003f;;;SY)"

"MACHINE\SYSTEM\CurrentControlSet\Control\SecurePipeServers\winreg",2,"D:P(A;CI;0x000f003f;;;DA)(A;CI;0x000f003f;;;SY)"

[File Security]

"%SystemRoot%\SendTo",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\Temporary Internet Files",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\History",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\COOKIES",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\Help",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\Security",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\Regedt32.cnt",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\Regedt32.hlp",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\Regedt32.exe",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\Rexec.exe",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\Rsh.exe",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\Rcp.exe",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\Rpcss.exe",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\Ntbackup.exe",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\Rdisk.exe",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\pagefile.sys",1,"D:P(A;CIOI;0x001200a9;;;SY)"

"%SystemRoot%\Regedit.exe",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\NTReskit",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\Autoexec.bat",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\boot.ini",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\Ntdetect.com",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\Msdos.sys",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\Config.sys",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\ntldr",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\Io.sys",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\Profiles",1,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;S-0x1-0x000000000005-0x15-0x3b1e46f5-0x69bf70fb-0x253b7c20-0x200)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\Win32app",1,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;S-0x1-0x000000000005-0x15-0x3b1e46f5-0x69bf70fb-0x253b7c20-0x200)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\Users",1,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;S-0x1-0x000000000005-0x15-0x3b1e46f5-0x69bf70fb-0x253b7c20-0x200)(A;CIOI;0x001f01ff;;;SY)"

"c:\boot.ini",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"c:\ntdetect.com",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"c:\ntldr",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"c:\autoexec.bat",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;SY)"

"c:\config.sys",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\Program Files",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\repair",2,"D:P(A;CIOI;0x10000000;;;DA)(A;CIOI;0x10000000;;;SY) S:P(SA;CIOISAFA;0x000c0000;;;WD)(SA;CIOIFA;0x00010150;;;WD)"

"%SystemDirectory%\config",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY) S:P(SA;CIOISAFA;0x000c0000;;;WD)(SA;CIOIFA;0x00010150;;;WD)"

"%SystemDirectory%\repl\import",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001301bf;;;RP)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\repl\export",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001200a9;;;RP)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDrive%\Temp",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001201bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\$NtServicePackUninstall$",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;;0x001201bf;;;AU)(A;CIOIIO;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\drivers",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001200a9;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\spool",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001301bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001301bf;;;RP)(A;CIOI;0x001f01ff;;;SY)"

"%SystemDirectory%\spool\Printers",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001301bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001301bf;;;RP)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\nsreg.dat",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001301bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\drwtsn32.log",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001301bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

"%SystemRoot%\mapiuid.ini",2,"D:P(A;CIOI;0x001f01ff;;;DA)(A;CIOI;0x001301bf;;;AU)(A;CIOI;0x001f01ff;;;CO)(A;CIOI;0x001f01ff;;;SY)"

[Service General Setting]

Schedule,4,"D:(A;;0x000200ad;;;DA)(A;;0x000201fd;;;SY)S:(SA;FA;0x000f01ff;;;WD)"

[Privilege Rights]

SeAssignPrimaryTokenPrivilege =

SeAuditPrivilege =

SeBackupPrivilege = Administrators,Backup Operators,Server Operators

SeChangeNotifyPrivilege =

SeCreatePagefilePrivilege = Administrators

SeCreatePermanentPrivilege =

SeCreateTokenPrivilege =

SeDebugPrivilege =

SeIncreaseBasePriorityPrivilege = Administrators

SeIncreaseQuotaPrivilege =

SeInteractiveLogonRight = Administrators,Backup Operators,Account Operators,Print Operators,Server Operators

SeLoadDriverPrivilege = Administrators

SeLockMemoryPrivilege =

SeMachineAccountPrivilege =

SeNetworkLogonRight = Administrators,Authenticated Users

SeProfileSingleProcessPrivilege = Administrators

SeRemoteShutdownPrivilege = Administrators,Server Operators

SeRestorePrivilege = Administrators,Backup Operators,Server Operators

SeSecurityPrivilege = Administrators

SeShutdownPrivilege = Administrators,Account Operators,Backup Operators,Print Operators,Server Operators

SeSystemEnvironmentPrivilege = Administrators

SeSystemProfilePrivilege = Administrators

SeSystemTimePrivilege = Administrators,Server Operators

SeTakeOwnershipPrivilege = Administrators

SeBatchLogonRight =

SeServiceLogonRight =

SeTcbPrivilege =

Glossary

ACL

access control list

AIS

automated information system

BDC

Backup Domain Controller

BIOS

Basic Input/Output System

CD

compact disk

COE

Common Operating Environment

CryptoAPI

Cryptographic Application Program Interface

DHCP

Dynamic Host Configuration Protocol

DII

Defense Information Infrastructure

DLL

Dynamic Link Library

DNS

Domain Name Service

DoD

Department of Defense

ERD

Emergency Repair Disk

FTP

File Transfer Protocol

GMT

Greenwich Mean Time

GUI

graphical user interface

HMAC

Hashed Message Authentication Codes

ID

identifier

IE

Internet Explorer

IIS

Internet Information Server

INFOSEC

Information Security

IP

Internet Protocol

JMCIS

Joint Maritime Command Information System

JTA

Joint Technical Architecture

JVM

Java Virtual Machine

LAN

local area network

LSA

Local Security Authority

MB

megabyte

MMC

Microsoft Management Console

MSMQ

Microsoft Message Queue

MTS

Microsoft Transaction Server

NNTP

Network News Transport Protocol

NOS

network operating system

NTCSS

Naval Tactical Command Support System

NTLM

NT LanManager

OAS

Oracle Application Server

OLE

Object Linking and Embedding

OS

operating system

OS/2

IBM Operating System/2

PDC

Primary Domain Controller

POSIX

Portable Operating System Interface

PPTP

Point-to-Point Tunneling Protocol

SAM

Security Accounts Manager

SCM

Security Configuration Manager

SMTP

Simple Mail Transfer Protocol

SNMP

Simple Network Management Protocol

SP4

Service Pack 4

SP5

Service Pack 5

SP6

Service Pack 6

SP6a

Service Pack 6a

SPAWAR

Space and Naval Warfare Systems Command

TBD

to be determined

TCP

Transmission Control Protocol

VGA

Video Graphics Adapter

WINS

Windows Internet Naming Service

Y2K

Year 2000

Distribution List

Internal

G021

J. L. Connolly
A. J. Jackman
R. P. Galloni
J-P. F. Otin
M. C. Michaud
J. Picciotto

G024

L. J. Schaefer

G025

C. H. Bonneau
P. B. Gutgarts
C. L. Pratt
G025 Files (2)

W092

A. G. Larson
W092 Files (2)

Records Resources (3)

External

Commander, Space and Warfare Systems Command
4301 Pacific Highway
San Diego, CA  92110-3127


Mr. C. R. Siel, SPAWAR PMW 161A
Mr. E. Kirkley, SPAWAR PMW 161A
Mr. S. Henderson, SPAWAR PMW 161E
Mr. M. Hunter, SPAWAR PMW 161
Mr. S. McCardle, SPAWAR PMW 161
Mr. P. Moylan, SPAWAR PMW 161
Mr. F. Ottaviano, SPAWAR PMW 161
Mr. J. Patterson, SPAWAR PMW 161
Mr. D. Terhune, SPAWAR PMW 161


DISA Counterdrug Integration Division, Code D64
701 S. Courthouse Road (D64 at Skyline 5, Suite 105)
Arlington, VA  22204-2199


Mr. R. Parker


Office of Naval Intelligence
JDISS
4251 Suitland Road
Washington, D.C.  20395


Mr. W. Essex


National Security Agency
CH/C43
9800 Savage Road, STE 6704
Ft. Meade, MD 20755-6704


Mr. C. Dukes


Delfin Systems
621 Lynnhaven Parkway, Suite 200
Virginia Beach, VA 23452


Mr. C. Willoz

Mr. D. Loschiavo


Booz Allen & Hamilton
1615 Murray Canyon Road
Suite 220
San Diego, CA 92108


Mr. C. Pierce
Mr. C. Hall
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[image: image1.png]User Manager - G020_TEST_LAB [_[CIx]
User View Poicies Options Help

Username |Full Name |Description
€ Administrator Builtin account for administerin
€ Guest Builtin accountfor quest access to the co
€ USRELMO Infemet Guest Account  Internet Server Anonymous Access
€l Lera Sosnosky Member of GO20_TEST_LAB
-

Groups Description

“Account Operators Members Can administer domain User and group acCounts =

Admiristrators Members can fully administer the computerjdomain

Backup Operators Members can bypass file securyto back up files

Domain Adrins Designated administrators of the domain -

Domain Guests All domain guests

Domain Users All domain users =
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