
Appendix H – Technical Architecture Profile (TV-1)
Instructions:  This table lists the Joint Technical Architecture (JTA) Version 5.0 standards needed to engineer in interoperability with the systems shown in the SV-2 diagrams.  Standards included from other than the JTA Version 5.0 should be so indicated in the first two columns.  Prior to filling in this table, Project Officers are encouraged to meet with the Architecture Team in SE&I Division for assistance.  


	JTA Section
	Service Area
	Service
	Standard
	Standard Name
	JTA Paragraph

	CS
	Combat Support Domain
	Electronic Data Interchange
	ANSI ASC X12
	 JTA 4.0 ANSI ASC X12, Electronic Data Interchange (ASC X12S 97-372 is latest edition), as profiled by FIPS PUB 161-2, 22 May 1996.
	CS.5.4

	
	
	Contractor

Registration

and Value

Added

Networks

(VANS)


	ANSI ASC

X12 838


	Trading Partner Profile. http://www.ccr.edi.disa.mil//

All VANS must comply with Federal Implementation Conventions (ICs). See also NIST registry for list of Federal ICs. All VANS and contractors must comply with Federal Information

Processing Standards outlined in the National Technical Information Service published sets of standards.
	CS 5.4

	C4ISR
	Information Transfer Standards
	Net-Centric Data
	DoD Memo of 9 May 2003
	DoD Net-Centric Data Strategy.
	Various

	2
	Information Processing 
	Document Interchange
	ISO 8879: 1986
	Information processing – Text and office systems – Standard Generalized Markup Language (SGML) with Amendment 1, 1988, Technical Corrigendum 1:1996 and Technical Corrigendum 2:1999.
	2.2.2.1.4.1

	
	
	
	HTML 4.01 Specification
	W3C Recommendation, revised on 24-Dec-1999,

REC-html401-19991224.
	

	
	
	
	Extensible Markup Language (XML) 1.0
	(Second Edition), W3C Recommendation, 6 October 2000.
	2.5.4.1

	
	
	
	Xpath 


	W3C XPath is the result of an effort to provide a common syntax and semantics for functionality shared between XSL Transformations [XSLT] and XPointer. The primary purpose of XPath is to address parts of an XML [XML] document. In support of this primary purpose, it also provides basic facilities for manipulation of strings, numbers and Booleans. 
	2.5.4.1(b)

	
	
	
	Xquery 


	W3C specification describes a query language called XQuery, which is designed to be broadly applicable across many types of XML data sources. XML is a versatile markup language, capable of labeling the information content of diverse data sources

including structured and semi-structured documents, relational databases, and object repositories. A query language that uses the structure of XML intelligently can express queries across all these kinds of data, whether physically stored in XML or viewed as XML via middleware.
	2.5.4.1(b)

	
	
	
	Extensible

Stylesheet

Language

(XSL)


	• W3C. Extensible Stylesheet Language (also known colloquially as XSL - Formatting Objects (FO)) transforms XML represented data into formatted objects. JTA v4.0 2.3.2.1- Document Interchange, http://www.w3.org/TR/xsl/ and http://www.xml.com/pub/a/2002/03/20/xsl-fo.html

• Extensible Stylesheet Language (XSL) 1.0 Candidate Recommendation, World Wide Web Consortium (W3C), a non-profit, international consortium. http://www.w3.org/TR/xsl/

• Associating Style Sheets with XML Documents Version 1.0 Recommendation, World Wide Web Consortium (W3C), a non-profit, international consortium. http://www.w3.org/1999/06/REC-XML-stylesheet-19990629/

• Cascading Style Sheets (CSS), level 1 Recommendation, World Wide Web Consortium (W3C), a non-profit, international consortium.

http://www.w3.org/TRREC-CSS1-961217.html

• Cascading Style Sheets (CSS), level 2 Recommendation, World Wide Web Consortium (W3C), a non-profit, international consortium.

http://www.w3.org/TRREC-CSS2/


	2.5.4.1(b)

	
	
	
	XSLT 


	W3C. This specification defines the syntax and semantics of XSLT, which is a language for transforming XML documents into other XML documents. XSLT is designed for use as part of XSL, which is a stylesheet language for XML. In addition to XSLT, XSL includes an XML vocabulary for specifying formatting. XSL specifies the styling of an XML document by using XSLT to describe how the document is transformed into another XML document that uses the formatting vocabulary.http://www.w3.org/TR/xslt
	2.5.4.1(b)

	
	
	
	Extensible

Hypertext

Markup

Language

(XHTML)


	XHTML is a family of current and future document types and

modules that reproduce, subset, and extend HTML 4.01. XHTML family document types are XML based, and ultimately are designed to work in conjunction with XML-based user agents.


	2.5.4.1(b)

	
	
	
	ISO/IEC 9075:1992
	Information Technology - Database Language - SQL with amendment 1, 1996, as modified by FIPS PUB 127-2:1993, Database Language for Relational DBMSs.

(Entry Level SQL, Required for any system utilizing an RDBMS).
	2.5.3(a)

	
	
	
	ISO/IEC 9075-3:1995
	Information Technology - Database Languages - SQL - Part 3: Call-Level Interface (SQL/CLI).

(Note: This API is mandated for both servers and clients, but does not preclude the use of ODBC or JDBC if this API does satisfy user requirements).
	2.5.3(a)

	
	
	
	ANSI X3.135.10-1998
	Information Technology – Database languages – SQL – Part 10: Object Language Bindings (SQL/OLB).
	2.5.3(a)

	
	
	
	ISO/IEC 646:1991 IRV, Plain Text
	ASCII Text Format.
	2.5.4.2(a)

	
	
	
	Compound Documents
	Adobe ® PDF 1.3 2nd Edition Format. (.PDF)
	2.5.4.2(a)

	
	
	
	
	MS Word ® 7.0 Format (.DOC)
	2.5.4.2(a)

	
	
	
	
	Rich Text Format (.RTF)
	2.5.4.2(a)

	
	
	
	Briefing – Graphic Presentation
	MS PowerPoint ® 4.0 Format (.PPT)
	2.5.4.2(a)

	
	
	
	Spreadsheet
	MS Excel ® 5.0 Format (.XLS)
	2.5.4.2(a)

	
	
	
	Compression
	GZIP ® file Format (UNIX); RFC 1952. (.GZ)
	2.5.4.2(a)

	
	
	
	
	WinZip file Format (.ZIP)
	2.5.4.2(a)

	
	
	Data Management Services
	ISO/IEC 9075
	ISO/IEC 9075:1992, Information technology – Database language – SQL with Amendment 1, 1996, as modified by FIPS PUB 127-2:1993, Database language for Relational DBMSs. (Entry

Level SQL).
	2.5.3(a)

	
	
	Distributed

Computing

Services


	OMG document formal/99-10-07
	OMG document formal/99-10-07, Common Object Request Broker: Architecture and Specification, Version 2.3.1, October 1999
	2.5.11.1(a)

	
	
	
	OMG document formal/2000-06-19
	OMG document formal/2000-06-19, Naming Service Specification, Version 1.0, April 2000.
	2.5.11.1(a)

	
	
	
	OMG document formal/2000-06-15
	OMG document formal/2000-06-15, Event Service Specification, Version 1.0, June 2000.
	2.5.11.1(a)

	
	
	
	OMG document formal/2000-06-28
	OMG document formal/2000-06-28, Transaction Service Specification, Version 1.1, May 2000.
	2.5.11.1(a)

	
	
	
	OMG document formal/2000-06-26
	OMG document formal/2000-06-26, Time Service Specification, Version 1.0, May 2000.
	2.5.11.1(a)

	
	
	
	OMG document formal/2000-06-27
	OMG document formal/2000-06-27, Trading Object Service Specification, Version 1.0, May 2000
	2.5.11.1(a)

	
	
	
	OMG document formal/2000-06-20
	OMG document formal/2000-06-20, Notification Service Specification, Version 1.0, June 2000
	2.5.11.1(a)

	
	
	Electronic Records Management
	DoD-5015.2-STD
	Emerging – Design criteria Standard for Electronic Records Management Software  
	2.5.12.1(a)

	
	
	Data Interchange Storage Media
	ISO 9660:1988
	Information processing - Volume and file structure of CD-ROM for information

interchange.
	2.2.2.1.4.7

	
	
	Operating System Services
	Win32
	Win32 APIs, as specified in the Microsoft Platform SDK.
	2.5.7(a)

	
	
	
	Linux Standard Base Specification 1.2
	Linux Standard Base Specification 1.2, Free Standards Group, 2002
	2.5.7(a)

	
	
	
	Linux Standard Base Specification for the IA32 Architecture 1.2
	Linux Standard Base Specification for the IA32 Architecture 1.2, Free Standards Group, 2002
	2.5.7(a)

	
	
	
	Linux Standard Base Specification for the PPC32 Architecture 1.2
	Linux Standard Base Specification for the PPC32 Architecture 1.2, Free Standards Group, 2002
	2.5.7(a)

	
	
	
	ISO/IEC 9945-1:1996
	Information Technology – Portable Operating System Interface (POSIX) – Part 1: System Application Program Interface (API) [C language] (Mandated Services). 

(Note: Both POSIX and Win32 may not be appropriate in the same environment, although they are not exclusive – Win32 clients have proven to work well with UNIX servers.)
	2.5.7(a)

	
	
	Host Standards
	IETF Standard 3 (RFC 1122 and RFC 1123),.
	Requirements for Internet Hosts, October 1989

(Note: Required to support MIL-STD-47001 series headers)
	3.2.1.2

	
	
	File Transfer
	IETF Standard 9/RFC 959
	File Transfer Protocol (FTP), October 1985, with the following FTP commands mandated for reception: Store unique (STOU), Abort (ABOR), and Passive (PASV).
	3.2.1.2.1.3

	
	
	Application

Servers


	Enterprise

Java Beans

(EJB)
	Software, mostly server-side, components that are reusable and provide portability across all Java application servers. Reference: http://java.sun.com/products/ejb/
	BEA Emerging

	
	
	
	Java Servlet 


	Server applications that execute within a J2EE Application server or within a simple Servlet Runner. Servlets support a synchronous request/reply workflow similar to CGI over HTTP. Servlets provide a simple, convenient way to extend basic Web functionality.
	BEA Emerging

	
	
	
	Java™

Technology

and XML


	Java™ Technology and XML, Sun Microsystems, an international corporation. http://java.sun.com/XML/


	BEA Emerging

	
	
	
	Java

Document

Object

Model

(JDOM)


	Java Document Object Model (JDOM), JDOM.org, a non profit, consortium. http://www.jdom.org/


	2.5.4.1(b)

	
	
	Asset

Management


	Radio

Frequency

Identification

(RFID)


	Radio frequency identification (RFID) first appeared in tracking and access applications during the 1980s. These wireless AIDC systems allow for non-contact reading and are effective in manufacturing and other hostile environments where bar code labels could not survive. RFID has established itself in a wide range of markets including livestock identification and automated vehicle identification (AVI) systems because of its ability to track moving objects. - reference: http://www.google.com/search?hl=en&lr=&ie=UTF-8&oe=UTF-8&q=Radio+Frequency+Identification&btnG=Google+Search


	BEA Emerging

	
	
	Data

Markup

Language


	Open

Management

Interface


	Defines a standards-based (XML/SOAP/HTTP) management

interface for an integration platform. Recently developed by

webMethods & HP. Endorsed by Tivoli, BMC, and CA.


	BEA Emerging

	
	
	
	XML

Schema Datatypes

.


	W3C Recommendation, XML Schema Part 2: Datatypes, 2 May 2001
	2.5.4.1(a)

	
	
	
	XML

Schema

Structures


	W3C Recommendation, XML Schema Part 1: Structures, 2 May 2001.


	2.5.4.1(a)

	
	
	
	XML Namespaces


	W3c XML namespaces provide a simple method for qualifying element and attribute names used in Extensible Markup Language documents by associating them with namespaces identified by URI references.


	2.5.4.1(a)

	
	
	
	The XML

Cover Pages


	The XML Cover Pages – XML Registry and Repository,

Organization for the Advancement of Structured Information Standards (OASIS), a non-profit, international consortium. URL- http://www.oasis-open.org/cover/XMLRegistry.html


	BEA Emerging

	
	
	
	PDML 

	Product Data Markup Language (PDML) World Wide Web

Consortium (W3C), a non-profit, international consortium. http://www.pdml.org/
	BEA Emerging

	
	
	ebXML 


	Business

Process

Specification

Schema

v1.01
	The ebXML Specification Schema provides a standard framework by which business systems may be configured to support execution of business collaborations consisting of business transactions. It is based upon prior UN/CEFACT work, specifically the metamodel behind the UN/CEFACT Modeling Methodology (UMM) defined in the N090R9.1 specification. Not part of JTA.


	BEA Emerging

	
	
	
	Electronic

Business

Using

Extensible

Markup

Language

(ebXML)


	ebXML (Electronic Business using eXtensible Markup Language), sponsored by UN/CEFACT and OASIS, is a modular suite of specifications that enables enterprises of any size and in any geographical location to conduct business over the Internet. Using ebXML, companies now have a standard method to exchange business messages, conduct trading relationships, communicate data in common terms and define and register business processes. Not part of JTA.

http://www.ebXML.org/project_teams/registry/private/regist

ryInfoModelv0.52.pdf


	BEA Emerging

	
	
	
	Registry

Information Model v2.0 


	Registry Information Model v2.0 specifies the information model for the ebXML Registry. Not part of JTA.


	BEA Emerging

	
	
	
	Registry

Services

Specification

v2.0


	Registry Services Specification v2.0 defines the interface to the

ebXML Registry Services as well as interaction protocols,

message definitions and XML schema. Not part of JTA.

OASIS/ebXML Registry Technical Committee, 6 December

2001 http://www.ebxml.org/specs


	BEA Emerging

	
	
	
	ebXML

Registry

Services,


	ebXML Registry Working Group, United Nations Centre for

Trade Facilitation and Electronic Business (UN/CEFACT)

and Organization for the Advancement of Structured

Information Standards (OASIS), a non-profit, international

consortium. http://www.ebXML.org/project_teams/registry/private/Regis

tryServicesSpecificationv0.81.pdf


	BEA Emerging

	
	
	
	XML

Business

Standards


	Extending XML Business Standards across the DOD

Logistics Enterprise: XML Logistics Registry and

Repository: XML Framework Specification (Final),

September 2001


	BEA Emerging

	
	
	
	Registry

Information

Model


	OASIS/ebXML Registry Information Model, v2.0 DRAFT,

OASIS/ebXML Registry Technical Committee, April 2002

http://www.ebxml.org/specs


	BEA Emerging

	
	
	Web

Services


	Business

Process

Execution

Language for

Web Services

(BPEL4WS)


	A language for describing business processes that include multiple Web services and standardizing message exchanges internally and between partners. The Business Process Execution Language for Web Services (BPEL4WS) is an XML-based process definition language, which supercedes existing IBM (Web Services Flow Language, WSFL) and Microsoft specifications (Xlang).http://www.webservices.org/index.php/article/articleview/633/1/2

4/


	3.4.1.8

	
	
	
	Business

Process

Modeling

Language

(BPML)


	A meta-language for modeling business processes. BPML was

developed to support the modeling of end-to-end processes

including private implementations and public interfaces for

transactional and collaborative business processes.

http://www.webservices.org/index.php/article/articleview/633/1/2

4/ Created and maintained by BMPI.org


	BEA Emerging

	
	
	
	Business

Transaction

Protocol

(BTP)


	The Business Transaction Protocol, or BTP, provides a common

understanding and a way to communicate guarantees and limits on

guarantees between organizations. Ref: http://www.oasis-open.org

and http://www.oasis-open.org/committees/businesstransactions/

documents/primer/Primerhtml/BTP%20Primer%20D

1%2020020602.html


	BEA Emerging

	
	
	
	Simple

Object Access

Protocol

(SOAP)


	http://xml.coverpages.org/soap.html Industry standard for

enveloping XML messages. SOAP is an XML/HTTP-based protocol for accessing services, objects and servers in a platform independent

manner.


	2.5.4.1(b)

	
	
	
	Web Services

- Inspection


	The WS-Inspection specification provides an XML format for

assisting in the inspection of a site for available services and a set

of rules for how inspection related information should be made

available for consumption.


	BEA Emerging

	
	
	Time-of-Day Data Interchange
	ITU-R TF.460-5
	ITU-R Recommendation TF.460-5, Standard frequency and Time-signal Emissions, International Telecommunications Union, 1997
	2.5.4.9(a)

	
	
	
	ITU-R TF.1010-1 (10/97)
	Relativistic effects in a coordinate time system in the vicinity of the Earth 

(Note: Utilized by Global Positioning System to compensate for gravitational effect on RF energy).
	2.5.4.9(a)

	3
	Information Transfer Standards
	Application Support Services
	MIL-STD-2045-47001B
	Connectionless Data Transfer Application Layer Standard, 20 January 1998. (Includes Segmentation/Reassembly Protocol, Appendix B)

(Note: This standard may not be the actual standard in use by Army units with which this system is required to be interoperable. Typically, MIL-STD-2045-47001C is in use.)
	3.2.1.2.1.9

	
	
	Configuration Information Transfer
	IETF RFC 2131
	IETF RFC 2131, Dynamic Host Configuration Protocol, March 1997.
	3.4.1.7(a)

	
	
	Hypertext Transfer Protocol
	IETF RFC 2616
	IETF RFC 2616, Hypertext Transfer Protocol – HTTP/1.1, June 1999
	3.4.1.8.1(a)

	
	
	Uniform Resource Locator
	IETF RFC 1738
	IETF RFC 1738, Uniform Resource Locators (URL), 20 December 1994
	3.4.1.8.2(a)

	
	
	
	IETF RFC 2396
	IETF RFC 2396, Uniform Resource Identifiers (URI), Generic Syntax, August 1998
	3.4.1.8.2(a)

	
	
	Transport Services
	IETF Standard 7/RFC-793
	Transmission Control Protocol (TCP), Sep 1981. In addition, PUSH flag and the NAGLE Algorithm, as defined in IETF Standard 3, Host Requirements.
	3.2.1.2.2.1.1

	
	
	
	IETF RFC 2581,.
	TCP Congestion Control, April 1999.

(Note that IETF RFC 2581 obsoletes IETF RFC 1541.)
	

	
	
	
	IETF Standard 6/RFC-768
	User Datagram Protocol (UDP), 28 August 1980

(Required to support Segmentation/Reassembly Protocol in MIL-STD-47001 series)
	3.2.1.2.2.1.2

	
	
	
	IETF Standard 5/

RFC-791/

RFC-950/

RFC-919/

RFC-922/

RFC-792/

RFC-1112
	Internet Protocol (IP), September 1981. 

In addition, all implementations of IP must pass the 8-bit Type-of-Service (TOS) byte transparently up and down through the transport layer as defined in IETF Standard 3, Host Requirements. (Required to support Segmentation/Reassembly Protocol in MIL-STD-47001_ series)
	3.2.1.2.2.1.3

	
	
	
	IETF RFC 2236
	Internet Group Management Protocol, Version 2 (IGMPv2), November 1997.

(This standard was emerging in JTA 3.1, but is mandatory in JTA 4.0. This standard allows group membership termination to be quickly reported to the routing protocol, which is important for high-bandwidth multicast groups and/or subnets with highly volatile group membership, such as might be encountered in a Network Centric environment).
	

	
	
	
	IETF RFC-1770
	IPv4 Option for Sender Directed Multi-Destination Delivery, 28 March 1995. 

(Required to support Segmentation/Reassembly Protocol in MIL-STD-47001_ series) 

(To be used for hosts that transmit or receive multi-addressed datagrams over Combat Net Radio (CNR) routers.)
	

	
	
	Internet Standards


	IETF RFC 2373 
	Internet Protocol, Version 6 (IPv6) Addressing Architecture, July 1998.  (Note: The IPv6 standards cited here are labeled as “emerging” in JTA 5.0, but now represent a mandated capability for all systems fielded after 1 Oct 2003 per DoD CIO Memo of 9 June 2003.)
	3.4.1.11(b)

	
	
	
	IETF RFC 2374
	Internet Protocol, Version 6 (IPv6) Aggregatable Global Unicast Address Format, July 1998.
	3.4.1.11(b)

	
	
	
	IETF RFC 2460
	Internet Protocol, Version 6 (IPv6) Specification, December 1998
	3.4.1.11(b)

	
	
	
	IETF RFC 2461
	Neighbor Discovery for IP Version 6, (IPv6), December 1998.
	3.4.1.11(b)

	
	
	
	IETF RFC 2462
	IPv6 Stateless Address Autoconfiguration, December 1998.
	3.4.1.11(b)

	
	
	
	IETF RFC 2463
	Internet Control Message Protocol (ICMPv6) for the Internet Protocol Version 6 (IPv6) Specification, December 1998.
	3.4.1.11(b)

	
	
	Mobile Host Protocol
	IETF RFC 2507
	IETF RFC 2507, IP Header Compression, February 1999
	3.4.1.11(b)

	
	
	
	IETF RFC 2794
	IETF RFC 2794, Mobile IP Network Access Identification Extension for Ipv4, March 2000
	3.4.1.11(b)

	
	
	
	IETF RFC 3344
	IETF RFC 3344, IP Mobility Support for Ipv4, August 2002
	3.4.1.11(b)

	
	
	Local Area Network Access

(Note: This is the minimum set for operation in a Joint Task Force, and does not preclude operation over fast Ethernet or other schemas.)
	ISO/IEC 8802-3: 1996
	Carrier Sense Multiple Access with Collision Detection (CSMA/CD) Access Method and Physical Layer Specifications, 10BASE-T Medium Access Unit (MAU)
	3.2.2.2.1

	
	
	
	IEEE 802.3u-1995
	Supplement to ISO/IEC 8802-3:1993, Local and Metropolitan Area Networks: Media Access Control (MAC) Parameters, Physical Layer, Medium Attachment Units, and Repeater for 100 Mbp/s Operation, Type 100BASE-T Clauses 21-30)
	

	
	
	
	IETF Standard 41/RFC-894
	Standard for the Transmission of IP Datagrams Over Ethernet Networks, April 1984
	

	
	
	
	IETF Standard 37/RFC-826
	An Ethernet Address Resolution Protocol, November 1982
	

	
	
	PPP Serial Line Interface


	EIA/TIA 232-F
	Interface Between Data Terminal Equipment and Data Circuit Terminating Equipment Employing Serial Binary Data Interchange, October 1997.

(Supercedes EIA/TIA 232E, Interface Between Data Terminal Equipment and Data Circuit Terminating Equipment Employing Serial Binary Data Interchange, July 1991)
	3.6.2(a)

	
	
	
	EIA/TIA 530-A
	High Speed 25-Position Interface for Data Terminal Equipment and Data Circuit-Terminating Equipment, Including Alternative 26-Position Connector, December 1998 (This calls out EIA/TIA 422-B and 423-B.)  (Supercedes EIA/TIA 530)
	3.6.2(a)

	
	
	
	IETF RFC 1990
	The PPP Multilink Protocol, August 1996 (EMERGING)
	3.6.2(b)

	
	
	
	IETF RFC 3241
	Robust Header Compression (ROHC) over PPP, April 2002 (EMERGING)
	3.6.2(b)

	
	
	Combat Net Radio Networking
	MIL-STD-188-220C
	Interoperability Standards for Digital Message Transfer Device (DTMD) Subsystems, 22 May 2002.
	3.6.3(a)

	
	
	Directory

Services


	Java

Naming and

Directory

Interface

(JNDI)


	Provides access to naming and directory services, such as

domain name service (DNS), Lightweight Directory Access

Protocol (LDAP), Novell Directory Services and CORBA

COSNaming.


	BEA Emerging

	
	
	
	Universal

Description,

Discovery

and

Integration

(UDDI)


	Registry interface definition for publishing and accessing

Web services. An initiative whereby companies are maintaining global registries for listing web services.


	BEA Emerging

	
	
	
	IETF RFC 1777
	IETF RFC 1777, Lightweight Directory Access Protocol, March 1995 
	3.4.1.2.2(a)

	
	
	Electronic Mail
	ACP 123 Edition A
	ACP 123 Edition A, Common Messaging Strategy and Procedures, 15 August 1997
	3.4.1.1(a)

	
	
	
	ACP 123 Edition A, U.S. Supplement No. 1
	ACP 123 Edition A, U.S. Supplement No. 1, Common Messaging Strategy and Procedures, 26 June 2001.
	3.4.1.1(a)

	
	
	
	IETF RFC 1870
	IETF RFC 1870, Simple Mail Transfer Protocol Services Extension for Message Service Declaration, November 1995
	3.4.1.1(a)

	
	
	
	IETF RFC 2821
	IETF RFC 2821, Simple Mail Transfer Protocol, April 2001.
	3.4.1.1(a)

	
	
	
	IETF RFC 2822
	IETF RFC 2822, Internet Message Format, April 2001
	3.4.1.1(a)

	
	
	
	IETF RFCs 2045-2049
	IETF RFCs 2045-2049, Multipurpose Internet Mail Extensions (MIME Parts 1-5, November 1996.
	3.4.1.1(a)

	4
	Information Modeling, Metadata, and Info Exchange Stnds
	DoD Data Definitions
	DoD Manual 8320.1-M-1
	DoD Data Standardization Procedures, April 1998
	4.2.4

	
	
	
	Defense Data Dictionary System (DDDS)
	The Defense Data Dictionary System (DDDS) is a central database that includes standard data entities, data elements, and provides access to DDM files from the DDDS server. The DoD Data Model, used by the DDDS, is updated semi-annually (DDM is released in April and October) and data elements are updated dynamically as submitted by DoD Services, Agencies and Components.
	

	
	
	Activity Model
	IEEE 1320.1:1998
	IEEE Standard for Functional Modeling Language-Syntax and Semantics for IDEF0
	4.5.1(a)

	
	
	Data Modeling
	FIPS PUB 184
	Integration Definition For Information Modeling (IDEF1X), December 1993.
	4.5.2(a)

	
	
	Information

Modeling


	Unified

Modeling

Language

(UML)


	Object Modeling The Unified Modeling Language™ (UML) is the industry-standard language for specifying, visualizing, constructing, and documenting the artifacts of software systems. It simplifies the complex process of software design, making a blueprint for construction.
	4.5.3(a)

	
	
	Data

Elements


	ISO/IEC

11179-

1:2003-5


	Information Technology - Specification and

Standardization of Data Elements Part 1: Framework for the Specification and Standardization of Data Elements. http://metadata-stds.org/Documentlibrary/Projects/11179-Revision/11179-Part1-Revision/2003-05-Version/
	4.7(b)

	
	
	Data

Elements


	ISO/IEC

11179-

2:2002
	Information Technology - Specification and Standardization of Data Elements Part 2: Classification of Data Elements http://metadata-stds.org/Document-library/Projects/11179-

Revision/11179-Part2-Revision/2002-01-version/
	

	
	
	Registry

Metamodel

and Basic

Attributes


	ISO/IEC

11179-

3:2002-02-

02


	Information Technology - Specification and Standardization of Data Elements Part 3: Registry Metamodel and Basic Attributes, specifies a conceptual model for a metadata registry. It is limited to a set of basic attributes for data elements, data element concepts, value domains, conceptual

domains, classification schemes, and other related classes, called administered items. The basic attributes specified for data elements in ISO/IEC 11179-3:1994 are provided in this revision. http://metadata-stds.org/Documentlibrary/

Projects/11179-Revision/11179-Part3-

Revision/Model/2002-02-02-version/


	4.7(b)

	
	
	Formulation

of Data


	ISO/IEC

11179-4:04-

Dec-2002
	Information Technology - Specification and Standardization of Data Elements Part 4: Formulation of Data provides guidance on how to develop unambiguous data definitions. A number of

specific rules and guidelines are presented in ISO/IEC 11179-4 that specifies exactly how a data definition should be formed. A precise, well-formed definition is one of the most critical requirements for shared understanding of an administered item;

well-formed definitions are imperative for the exchange of information. Only if every user has a common and exact understanding of the data item can it b e exchanged trouble-free.

http://metadata-stds.org/Document-library/Projects/11179-Revision/11179-Part4-Revision/
	4.7(b)

	
	
	Naming and

Identification


	ISO/IEC

11179-

5:2003-03


	Information Technology - Specification and Standardization of Data Elements Part 5: Naming and Identification Principles, provides guidance for the identification of administered items.

Identification is a broad term for designating, or identifying, a particular data item. Identification can be accomplished in various ways, depending upon the use of the identifier. Identification includes the assignment of numerical identifiers that have no

inherent meanings to humans; icons (graphic symbols to which meaning has been assigned); and names with embedded meaning, usually for human understanding, that are associated with the data

item's definition and value domain. http://metadatastds.org/Document-library/Projects/11179-Revision/11179-

Part5-Revision/2003-03-version/


	4.7(b)

	
	
	Registration 


	ISO/IEC

11179-

6:2003-03
	Information Technology - Specification and Standardization of Data Elements Part 6: Registration provides instruction on how a registration applicant may register a data item with a central Registration Authority and the allocation of unique identifiers for each data item. Maintenance of administered items already

registered is also specified in this document. http://metadatastds.org/Document-library/Projects/11179-Revision/11179-

Part6-Revision/2003-03-version/


	

	
	
	Information Exchange Standards
	VMF TIDP Reissue 5
	Variable Message Format (VMF) Technical Interface Design Plan (TIDP), Reissue 5, 18 Jan 2002.

(Note: This Reissue of VMF is used for compatibility with Army units.)
	4.8.1.1(a)

	
	
	Character-Based Formatted Messages
	MIL-STD-6040
	United States Message Text Format (USMTF), 31 March 2002.

Note: Per Service agreement, the USMTF is updated annually.  Implementers have a full year from each release date to update their systems. Reference should always slew to the most current version, regardless of what is cited in the JTA.
	4.8.1.2(a)

	5
	Human Computer Interface Standards
	DoD Human-Computer Interface Style Guide
	DoD Human-Computer Interface Style Guide
	The DoD HCI Style Guide is a high-level document providing consistency across DoD systems without undue constraint on domain- and system-level implementation. The DoD HCI Style Guide was developed as a guideline document presenting recommendations for good Human-Computer Interface design
	5.2.2.2

	
	
	Domain-Level Style Guides
	User Interface Specification for the Defense Information Infrastructure (DII), Version 4.0, October 1999
	Domain level style guides should be complementary and nonconflicting with DoD HCI Interface and applicable commercial standards
	5.2.2.3

	
	
	Symbology
	MIL-STD-2525B
	Common Warfighting Symbology, 30 January 1999
	5.2.3

	6
	Information Security Standards
	Evaluation Criteria
	ISO/IEC 15408:1999
	Information Technology – Security Techniques – Evaluation Criteria for IT Security (parts 1 through 3), 1 December 1999, also documented with the same technical content in Common Criteria (parts 1 through 3), Version 2.1.
	6.2

	
	
	Authentication Security Standards
	FIPS PUB 112
	Password Usage, 30 May 1985.
	6.2.2.2.1

	
	
	Security Protocols
	MIL-STD-2045-48501
	Common Security Label, 1 September 1996.
	6.2.3.1.1.2

	
	
	
	ANSI ASC

X12.58


	X12 Security Structures (secure EDI), December 1997


	

	
	
	Web Security Standards
	Secure Sockets Layer (SSL) Protocol
	Secure Sockets Layer (SSL) Protocol Version 3.0, 18 November 1996.


	6.2.6

	
	
	
	IETF RFC 2246
	The Transport Layer Security (TLS) Protocol Version 1.0, January 1999
	6.4.1.1(a)

	
	
	Secure File Transfer

	IETF RFC 2228, File Transfer Protocol, October 1997.


	IETF RFC 2228, File Transfer Protocol, October 1997, defines extensions to the File Transfer Protocol (FTP) standard (STD9/RFC 959). These extensions provide strong authentication, integrity, and confidentiality on both the control and data channels. IETF RFC 2228 also introduces new optional commands, replies, and file transfer encodings.
	6.4.1.6(b)

	
	
	Security

Algorithms


	FIPS PUB 46-3
	Data Encryption Standard, 25 October 1999
	6.4.2.1(a)

	
	
	
	FIPS PUB 197, 


	FIPS PUB 197, Advanced Encryption Standard (AES), 26 November 2001.


	6.4.2.1(b)

	
	
	Hash Algorithms
	FIPS PUB 180-1
	Secure Hash Standard, 17 April 1995
	6.4.2.2(a)

	
	
	
	IETF RFC 2104
	HMAC: Keyed –Hashing for Message Authentication, February 1997
	6.4.2.2(a)

	
	
	Signature Algorithms
	FIPS PUB 186-2
	Digital Signature Standard (DSS) Digital Signature Algorithm (DSA), 27 January 2000
	6.4.2.3(a)

	
	
	Security

Banners and

Screen Labels


	Department

of Defense

(DoD), 1994b


	For security banners and screen labels: Department of Defense (DoD), 1994b, Department of Defense Human-Computer Interface Style Guide, 30 April 1996.


	

	
	
	
	ANSI ASC

X12.58


	X12 Security Structures (secure EDI), December 1997


	

	
	
	Payment/

Credit


	Electronic

Fund Transfer


	Electronic Fund Transfer (EFT), Identified in the DoD EB architecture Technical Standards


	

	
	
	
	Credit Card 


	Visa International, MasterCard International, etc., Identified in the DoD EB architecture Technical Standards
	

	
	
	Guards
	
	Guards enable users to exchange data between private and public networks, which is normally prohibited due to information confidentiality. Guard technology can bridge across security boundaries by providing some of the interconnectivity required between systems operating at differing security levels.


	6.5.2

	
	
	Secure Messaging
	ITU-T Recommendation X.509 (2000)/ISO/IEC 9594-8:2001
	Information Technology – Open Systems Interconnection – The Directory: Public Key and Attribute Certificate Frameworks, 2001, with Technical Corrigendum 1:2002, and Technical Corrigendum 2:2002
	6.4.1.2(a)

	
	
	
	SDN.706
	X.509 Certificate and Certificate Revocation List Profiles and Certification Path Processing Rules, Revision D, 12 May 1999
	6.4.1.2(a)

	
	
	
	SDN.801
	Access Control Concept and Mechanisms, Revision C, 12 May 1999
	6.4.1.2(a)

	
	
	
	IETF RFC 2630
	Cryptographic Message Syntax, June 1999 (NOTE: IETF RFC 2630 is being revised (draft-ietf-smime-rfc2630bis-01.txt) to remove all cryptographic algorithm specifications.  Mandatory to implement algorithms will be specified in another IETF RFC (draft-ietf-smime-cmsalg-01.txt).
	6.4.1.2(a)

	
	
	
	IETF RFC 2632
	S/MIME Version 3 Certificate Handling, June 1999
	6.4.1.2(a)

	
	
	
	IETF RFC 2633
	S/MIME Version 3, Message Specification, June 1999
	6.4.1.2(a)

	
	
	
	IETF RFC 2634
	Enhanced Security Services for S/MIME, June 1999.  IETF RFC 2634 provides optional enhanced security services, which are signed receipts (non-repudiation-proof of receipt), security labels, secure mailing lists, and signing certificates.
	6.4.1.2(a)

	
	
	Identification and Authentication (I&A) Control: Passwords
	FIPS PUB 112
	If the level of trust requires passwords and authentication: FIPS PUB 112, Password Usage, National Institute of Standards and Technology (NIST), 30 May 1985.  (This service applies to all instances where Distributed Computing Environment (DCE) 1.1 is not used. If DCE 1.1 is used see paragraph 6.4.1.3.2, JTA 5.0)
	6.4.1.3.1(a)

	
	
	
	NCSC-TG-017
	A guide to understanding Identification and Authentication in Trusted Systems, 1 September 1991
	6.4.1.3.1(a)

	
	
	
	CSC-STD-002
	DoD Password Management Guidance, 12 April 1985
	6.4.1.3.1(a)

	
	
	Data Labeling
	
	This service addresses the identification of security labels to be sued with data.  The data to which this service applies is in Section 2.5.4 of JTA 5.0
	6.4.1.4

	
	
	
	Draft-ietf-secsh-architecture-13.txt
	Secure Shell (SSH) Protocol Architecture, 23 September 2002.  (EMERGING)
	6.4.1.5(b)

	
	
	
	IETF RFC 2228
	File Transfer Protocol, October 1997, defines extensions to the FTP standard (STD9/RFC 959).  These extensions provide strong authentication, integrity, and confidentiality on both the control and data channels.  IETF RFC 2228 also introduces new optional commands, replies, and file transfer encodings.
	6.4.1.6(b)

	
	
	
	OMG Document formal/01/-03-08
	Security Services Specification, Version 1.7, March 2001.  (EMERGING)
	6.4.1.7(b)

	
	
	Operating System Security
	
	No standards are mandated in this section.
	6.4.1.8(a)

	
	
	
	Controlled Access Protection Profile
	Controlled Access Protection Profile, Version 1.d, NSA, 8 October 1999.  (EMERGING)
	6.4.1.8(b)

	
	
	
	Labeled Security Protection Profile
	Labeled Security Protection Profile, Version 1.b, NSA, 8 October 1999.  (EMERGING)
	6.4.1.8(b)

	
	
	Cryptographic Modules
	FIPS PUB 140-2
	Security Requirements for Cryptographic Modules, 25 May 2001
	6.4.2.7(a)

	
	
	Network Layer
	Virtual Private Network Protection Profile for Protecting Sensitive Information
	Virtual Private Network Protection Profile for Protecting Sensitive Information, Version 1.0, 26 February 2000.  (EMERGING)
	6.6.1(b)

	
	
	Supporting Infrastructures
	
	This section addresses standards for service areas providing overall security support. It includes standards for public-key infrastructure (PKI) and intrusion detection systems (IDS).
	6.7

	
	
	
	ITU-T Recommendation X.509 (2000)/ISO/IEC 9594-8:2001
	ITU-T Recommendation X.509 (2000)/ISO/IEC 9594-8:2001, Information Technology – Open Systems Interconnection – The Directory: Public Key and Attribute Certificate Frameworks, 2001
	6.7.1.1(a)

	
	
	
	IEFT RFC 2459
	Internet X.509 Public Key Infrastructure Certificate and CRL Profile, January 1999, as profiled by TWG-98-07.  (EMERGING)
	6.7.1.1(b)

	
	
	
	TWG-98-07
	DoD Certificate Policy, Version 6, 31 May 2002.  (EMERGING)
	6.7.1.1(b)

	
	
	PKI Operational Protocol and Exchange Formats
	
	No standards are mandated in this section.
	6.7.1.2(a)

	
	
	
	IETF RFC 2559
	Internet X.509 Public Key Infrastructure Operational Protocols: LDAPv2, April 1999.  (EMERGING)
	6.7.1.2(b)

	
	
	
	IETF RFC 2587
	Internet X.509 Public Key Infrastructure LDAPv2 Schema, June 1999.  (EMERGING)
	6.7.1.2(b)

	
	
	
	RSA Laboratories Public Key Cryptography Standard #12
	RSA Laboratories Public Key Cryptography Standard #12, v1.0: Personal Information Exchange Syntax Standard, RSA, 24 June 1999.  (EMERGING)
	6.7.1.2(b)

	
	
	
	RSA Laboratories Public Key Cryptography Standard (PKCS) #15
	RSA Laboratories Public Key Cryptography Standard (PKCS) #15, v1.1: Cryptographic Token Information Format Standard, RSA 6 June 2000.  (EMERGING)
	6.7.1.2(b)

	
	
	PKI Management Protocols
	
	No standards are mandated in this section.
	6.7.1.3(a)

	
	
	
	IETF RFC 2315
	Public Key Cryptography Standard (PKCS)#7, Cryptographic Message Syntax, version 1.5, March 1998.  (EMERGING)
	6.7.1.3(b)

	
	
	
	IETF RFC 2314
	PKCS #10, Certification Request Syntax, Version 1.5, March 1998.  (EMERGING)
	6.7.1.3(b)

	
	
	PKI API
	
	No standards are mandated in this section.
	6.7.1.4(a)

	
	
	
	RSA Laboratories Public Key Cryptography Standard (PKCS) #11
	RSA Laboratories Public Key Cryptography Standard (PKCS) #11, v2.10: Cryptographic Token Interface Standard, December 1999.  (EMERGING)
	6.7.1.4(b)

	
	
	PKI Cryptography
	
	No standards are mandated in this section.
	6.7.1.5(a)

	
	
	
	IETF RFC 2437, PKCS #1
	RSA Cryptography Specification Version 2.0, October 1998.  (EMERGING)
	6.7.1.5(b)

	
	
	Evaluation Criteria
	
	This section includes standards used to design, develop, and evaluate security components and systems.
	6.8

	
	
	
	ISO/IEC 15408:1999
	Information technology – Security techniques – Evaluation criteria for information technology security (parts 1 through 3), 1 December 1999.
	6.8.1(a)

	Items below are sourced to Local Requirements and Directives as indicated

	
	Situational Awareness
	Display
	MCSC Order 5230.4, 27 Apr 2001
	“Use of Command and Control Personal Computer (C2PC) Software.” 

Directs that all MCSC PGDs and PMs use C2PC Software in Microsoft Windows-based tactical systems developed for the sending or receiving of situation awareness or command and control information.
	NOT JTA: MCSC Order 5230.4 dated 27 Apr 2001

	
	Hardware Configuration Mgmt
	Marine Common Hardware Suite (MCHS)
	MCSC Command Policy Ltr 3-98, 27 Apr 01
	"Procedures for Purchasing Computers and Peripheral Equipment"

Directs that all Common Computer Hardware and Peripherals be procured through PM-IT. (Formerly PM-CCR)
	NOT JTA: MCSC Command Policy Ltr

	
	
	Support Equipment
	MCSC Ltr 7-99 dtd 14Jun99
	Acquisition of End Items in Support of Horizontal Technology Integration.
	NOT JTA: MCSC Policy

	
	Software Configuration Management
	Marine Corps Software Baseline
	MARADMIN 479-02
	ESTABLISHMENT AND IMPLEMENTATION OF THE USMC SOFTWARE
BASELINE
	NOT JTA: HQMC Policy

	
	Messaging
	VMF Policy
	MCSC Order 3093.2, 22 Jun 01
	"VMF Implementation Policy"

Directs that all MCSC procured C2 facilities implement VMF messages
	NOT JTA: MCSC Order 3093.2, "VMF Implementation Policy" (22JUN01)
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