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1. Introduction
The Joint Capabilities Integration and Development System (JCIDS) establishes the policies and procedures to support the Chairman of the Joint Chiefs of Staff (CJCS) and the Joint Requirements Oversight Council (JROC) in identifying, assessing and prioritizing joint military capability needs as specified in Title 10, United States Code, sections 153, 163, 167, and 181.  Additionally, the JCIDS is a key element in the Chairman’s efforts to realize the initiatives directed in the Transformation Planning Guidance published by the Secretary of Defense in April 2003.  The Marine Corps performed the JCIDS processes outlined in CJCS Manual (CJCSM) 3170.01D, dated March 12, 2004 which recommended the development and staffing of the Marine Corps Enterprise Information Technology Services (MCEITS) Initial Capabilities Document (ICD) and the subsequent supporting MCEITS Capability Development Document (CDD).
1.1 Joint Functional Areas and Concepts

The MCEITS program will implement strategies formulated in Marine Corps Strategy 21, Joint Vision (JV) 2020, Joint Functional Concepts and the Business Management Modernization Program (BMMP).  MCEITS will be the Marine Corps’ instrument for the development and fielding of net-centric capabilities that will mutually support and contribute to overall Global Information Grid (GIG) Enterprise Services (GES)/Net-Centric Enterprise Services (NCES) Information Technology (IT) capabilities.  MCEITS capabilities will enable the  Marine and/or Joint Force Commander in executing the warfighting operations described by the  Battlespace Awareness, Joint Command and Control (C2), Focused Logistics, Force Application, and Force Protection joint functional concepts.  Joint functional areas include Network-Centric Operations and Warfare (NCOW), GIG, GES, NCES, Information Technology Infrastructure (ITI), Continuity of Operations (COOP), and Critical Infrastructure Protection (CIP).

1.2 Range of Military Operations

MCEITS will provide net-centric IT capabilities that will support the full range of Marine Corps warfighter, warfighter support, and business operations.  MCEITS will establish the required IT infrastructure for providing NCOW capabilities and is essential for achieving and maintaining information and decision superiority to support Marine and/or Joint Force Commanders.
1.3 Universal Joint Task List (UJTL)/ Universal Naval Task List (UNTL) Review  

MCEITS will provide support to Commanders in achieving Information Superiority (IS) in performing operational tasks defined in the UJTL and the UNTL.  MCEITS will provide a set of key components for establishing an information infrastructure that will enable commanders to make superior decisions in exercising command and control over assigned forces or managing supporting business activities. MCEITS will provide the capabilities to support the operational activities and tasks reflected in the NCOW Reference Model (NCOW RM) provided in Appendix E.

1.4 Timeframe under Consideration  

Implementation of MCEITS capabilities will require an enterprise transformation of information resources in order for the Marine Corps to keep pace with and take advantage of technological advances in IT to support NCOW.  This transformation will take place using a multi-phased approach to delivering information capabilities. The initial enterprise IT Center and Portal components of MCEITS are required within the year to align current continuity of operations (COOP) investments in addition to providing a foundation to support evolution of future shared data environment and emerging net-centric IT service capabilities.  The Navy-Marine Corps Intranet (NMCI) transition in fiscal year (FY) 04/05 requires the Marine Corps to evaluate how it builds, tests, deploys, and updates systems and applications.  The MCEITS program will leverage lessons learned from this evaluation to develop other core components of the Marine Corps’ network-centric environment that will support warfighting and support operations and will also leverage and augment NCES that is scheduled to reach Initial Operational Capability (IOC) in FY 2006.

2. REQUIRED CAPABILITY
The required capability is driven by the Department of Defense’s (DoD) commitment to transform the existing globally interconnected, end-to-end set of information capabilities, associated processes, and personnel to a NCOW environment that will disseminate and manage information on demand to warfighters, policy makers, and support personnel.  This commitment includes major transformation capabilities to be provided to the joint community by programs such as the GIG Bandwidth-Expansion (GIG-BE), Transformational Communications Architecture (TCA), Joint Tactical Radio System (JTRS), NCES, and end-to-end information assurance (IA).  When implemented, these programs will provide the Marine and/or Joint Force Commander an unprecedented level of battlespace awareness by providing end-to-end information capabilities for accessing timely and relevant critical information in order to accomplish all assigned mission objectives.

These end-to-end sets of information capabilities, defined in DoD Directive (DoDD) 8100.1 as the GIG, include all owned and leased communications and computing systems and services, software (including applications), data, security services, and other associated services necessary to achieve IS.  The focus of IS is to provide an understandable, multidimensional, real-time, fused view of the battlespace to the future Marine and/or Joint Task Force (JTF) Commander by providing capabilities that will support the full range of military operations, including the highest intensity conflict.  This information environment is also required to provide the  capabilities  to support all DoD, National Security, and related Intelligence Community strategic, operational, tactical, and business missions and functions, in war and peace, from all operating bases, posts, camps, stations, facilities, mobile platforms, and deployed sites.  It also includes National Security Systems (NSS) as defined in section 3542(b)(2) of Title 44, United States Code. These capabilities also include interfaces to coalition, allied, and non-DoD users and systems.
In accordance with DoDD 8100.1 and other related directives, the Marine Corps is required to use GIG common computing and communications assets in addition to ensuring that all Marine Corps leased, owned, operated, or managed GIG systems, services, upgrades, or expansions to existing systems or services are acquired or procured in compliance with the current version of the GIG architecture.  All Marine Corps architectures must be developed and maintained consistent with the GIG architecture as well as populating and maintaining the Marine Corps portion of GIG assets.  These architecture activities will be guided by the current version of the NCOW RM.

Due to the DoD transformation strategy that requires net-centric related technology to achieve information superiority (IS), future Marine Corps operations will be dependent on the information capabilities provided by a network-centric information environment.  To remain synchronized and interoperable with National, DoD, and other services strategies and technological directions, the Marine Corps requires a secure, robust, integrated, scaleable, self-reconfiguring, fully distributed information processing and transport domain that provides access to enterprise tailored information from any source to any destination through intelligent pull.  This infrastructure must integrate legacy Command, Control, Communications, Computers, Intelligence, Surveillance, and Reconnaissance (C4ISR) as well as business applications and systems, and permit full exploitation of sensor, weapons, and platform capabilities.  Furthermore, this infrastructure must permit the integration of, or connection to, compatible C4ISR systems of allies and coalition partners.

Developing the capabilities required will enable the Marine Corps to provide unique combat capabilities to the joint force commander in support of existing and emerging Joint Operations Concepts (JOpsC) and supporting Joint Functional Concepts (JFCs).  The purpose of JOpsC and subordinate Joint Operating Concepts (JOC), JFCs and enabling concepts is to help guide transformation efforts for the U.S. Armed Forces.  The Marine Corps transformation to a net-centric environment will be guided by these concepts as discussed in the following paragraphs.
2.1 Joint Operations Concepts (JOpsC) Depend on Networked Joint Forces

The capabilities described by JOpsC and subordinate concepts are used as a foundation for capabilities-based assessments conducted in accordance with JCIDS.  These capabilities include the definition of a networked Joint Force that is linked and synchronized in time and purpose.  The networked Joint Force capitalizes on information and near simultaneous dissemination to turn information into actions.  Networked joint forces will increase operational effectiveness by allowing dispersed forces to more efficiently communicate, maneuver, share a common operating picture and achieve the desired end-state.

The networked Joint Force also uses a reachback capability to extend beyond organic capabilities to include fire support, sustainment and information.  This network includes interagency, designated multinational partners, academic and industrial sources, and includes both technical linkages and personal relationships developed through training and habitual association.  A networked Joint Force is able to maintain a more accurate presentation of the battlespace built on the ability to integrate intelligence, surveillance and reconnaissance, information and total asset visibility.  This integrated picture allows the Marine and/or Joint Force Commander to better employ the right capabilities, at the right place and at the right time.  Fully networked forces are better able to conduct distributed operations.  To maintain and enhance these unique capabilities, Marine Corps Strategy 21 defines goals that will capitalize on innovation, experimentation, and technology that will prepare Marine Forces to succeed in the 21st century net-centric, joint operational environment.  These goals are identified in the following sections.

2.2 Joint Functional Concepts (JFCs)
Specific future JFCs supporting JOpsC include Battlespace Awareness (BA), Focused Logistics (FL), Joint Command and Control (JC2), Force Application (FA), and Force Protection (FP).  Each JFC that requires development of future Marine Corps capabilities in order to be supported are described in the following paragraphs.

2.2.1 Battlespace Awareness (BA) JFC

The BA JFC, dated December 2003 Version 2.1 envisions warfighting staffs employing expert software to generate critical and relevant information faster and more accurately than ever before.  Intelligent software agents will perform filtering functions and highlight items that they have been configured to monitor as well as anomalous observations that might indicate changes in enemy dispositions, intent, and current blue force status.  The key enabler for BA will be the ubiquitous network.  As a joint force enabler, the Marine Corps IT infrastructure must have the capability to plug in and leverage capabilities provided through this network. 

A Marine Corps IT infrastructure integrated with a ubiquitous network will ensure that operational facilities will have access to information in support of the joint force commander.  Marine commanders will be able to obtain secure, timely, high quality, precise information that can be shared with relevant decision-makers (both U.S. and coalition) at appropriate classification levels.  Information precision refers to the degree that the decision-maker is able to receive information that is relevant, appropriate, and in an understandable form.  Timeliness measures the time between the desire for the information and the receipt of the information by the decision-maker.  Sharing describes to what extent the information can be shared both in terms of the exportability of its content and form as well as the existence of shared policy, procedures, protocols and infrastructure to move information within the networked force.  Marine Corps Strategy 21 identifies goals that support the development of net-centric capabilities required to support the BA JFC.  These goals are listed Table 2-1.

Table 2‑1:  Goals Dependent on Net-Centric Capabilities Required to Support the BA JFC

	Goals Dependent on Net-Centric Capabilities Required to Support the BA JFC

	Networking operational communications, information, and intelligence systems with joint and allied forces and provide a global access capability to domestic and international information resources. 

	Increasing integration and interoperability with allied and coalition amphibious, land, and air forces.

	Enhancing strategic response and operational reach to support and enable joint, allied, and coalition operations and interagency coordination.

	Evolving warfighting concepts to enhance the ability to participate as partners in joint and allied concept development and experimentation. 

	Expanding capabilities to observe, visualize, and shape the operational area and to attack enemy critical vulnerabilities leading to the defeat of the enemy’s operational and tactical centers of gravity.

	Enhancing responsive, integrated, and balanced expeditionary fires leveraging improvements to organic surveillance, target acquisition, aviation, and indirect fires; naval fire support and joint fires.

	Enhancing and expanding offensive and defensive information operations capabilities.


2.2.2 Focused Logistics (FL) JFC

Version 1.0 of the FL JFC, dated December 2003, identifies a visibility and collaboration future capability that will be facilitated by a real-time, web-based, network-centric information system providing accurate, actionable asset visibility as part of an integrated operational picture, effectively linking operators and logisticians across joint forces, Services, and support agencies.  Marine Corps Strategy 21 identifies goals that support the development of net-centric capabilities required to support the FL JFC.  These goals are listed in the following table.

Table 2‑2:  Goals Dependent on Net-Centric Capabilities Required to Support the FL JFC

	Goals Dependent on Net-Centric Capabilities Required to Support the FL JFC

	Networking operational communications, information, and intelligence systems with joint and allied forces and provide a global access capability to domestic and international information resources. 

	Providing combatant commanders with scalable, sustainable, interoperable, expeditionary, combined-arms MAGTFs—ready to fight and win America’s battles—and shape the international security environment across the complex spectrum of crises and conflict.

	Providing rapid and precise distribution of tailored expeditionary logistics to the operating forces in any operational environment.

	Enhancing strategic response and operational reach to support and enable joint, allied, and coalition operations and interagency coordination.

	Providing expeditionary-based or -sited assets and forces capable of reinforcing and sustaining Naval expeditionary forces in all phases of their operations.


2.2.3 Command and Control (C2) JFC

The draft C2 JFC capabilities required by 2015 are summarized below.  

· The ability to network

· The ability to share information

· The ability to interact

· The ability to develop shared awareness

· The ability to develop shared understanding

· The ability to decide in a collaborative environment

· The ability to synchronize

· The ability to execute the collaborative C2 process

· The ability to monitor and collect data

· The ability to develop situational understanding

· The ability to develop courses of action and select one

· The ability to develop a plan

· The ability to execute the plan including providing direction and leadership to subordinates

· The ability to monitor the execution of the plan and adapt as necessary

· The ability to execute the basic C2 process.

Marine Corps Strategy 21 identifies goals that support the development of net-centric capabilities required to support the C2 JFC.  These goals include:

Table 2‑3:  Goals Dependent on Net-Centric Capabilities Required to Support the C2 JFC

	Goals Dependent on Net-Centric Capabilities Required to Support the C2 JFC

	Enhancing the MAGTF’s interoperability with joint and multinational forces through an efficient command and control system combined with a seamless, organic intelligence, surveillance, and reconnaissance capability linked to national and theater agencies.

	Enhancing Marine Corps service component, functional component, and joint task force headquarters command and control capabilities to ensure procedural and equipment interoperability with joint, allied, and coalition forces and interagency organizations.

	Increasing integration and interoperability with allied and coalition amphibious, land, and air forces.

	Evolving maneuver warfare tactics, techniques, and procedures to fully exploit the joint operational concepts articulated in JV 2020.

	Evolving warfighting concepts to enhance the ability to participate as partners in joint and allied concept development and experimentation.

	Networking operational communications, information, and intelligence systems with joint and allied forces and provide a global access capability to domestic and international information resources. 

	Expanding capabilities to observe, visualize, and shape the operational area and to attack enemy critical vulnerabilities leading to the defeat of the enemy’s operational and tactical centers of gravity.

	Enhancing responsive, integrated, and balanced expeditionary fires leveraging improvements to organic surveillance, target acquisition, aviation, and indirect fires; naval fire support and joint fires.

	Enhancing and expanding offensive and defensive information operations capabilities. 


2.2.4 Force Application (FA) JFC

The FA JFC characterizes two overarching force application capabilities required to meet future military challenges, (1) the ability to maneuver, and (2) the ability to engage.  Required capabilities describe a net-centric command and control system that is highly responsive, characterized by the right information immediately available at the appropriate level of operations to enable rapid, accurate decision-making. This “Streamlined C2” enables decisions to move near-instantaneously throughout the joint force, downward for units to respond to changing tasks, horizontally to allow other elements to synchronize their tactical operations, and upward for the joint force commander to monitor and adjust the fight.  Near-instantaneous flow of information must be accompanied by appropriate filtering and processing so that the right information is available and commanders at all levels are not inundated with unneeded information.  Filtering and processing must also enable the decisions to be made rapidly at the appropriate level to exploit this information superiority.  Supporting “Streamlined C2” is a network that enables wide access to information.  The degree joint forces are networked can be measured by (1) the ability of platforms to connect to the GIG, (2) the lowest organizational level able to access the GIG (the lower the better), (3) the ability to access the GIG across wide distances and organizational boundaries, and (4) the speed and reliability with which the GIG is accessed.

In addition to “Streamlined C2”, a synchronized JF capability describes the ability to coordinate, direct, control and integrate force application activities synergistically in time, space, and purpose, across the levels of war against multiple targets throughout the depth and breadth of the battlespace, simultaneously or sequentially, to create the effects necessary for mission accomplishment within acceptable levels of risk, while minimizing undesired effects.  A force with smaller, distributed elements must be able to quickly mass effects toward a unified purpose at the time and place of the commander’s choosing in order to achieve a decisive advantage.  Synchronized maneuver and engagements allows the joint force to apply continuous pressure against the enemy, denying him time to regroup.  Synchronization across organizational and component boundaries moves the joint force from traditional deconfliction/coordination procedures to integrated operations.  

In the future, joint forces down to the tactical level, must be enabled with an integrated operational picture of the battlespace in order to quickly mass forces and effects at decisive points.  This information network must eliminate classic deconfliction and coordination seams that slow down the potential speed of maneuver forces and weapons/targets matching required in future conflicts.  The ability of tactical-level units to self-synchronize their operations, operating only on a Joint Force Commander’s intent, will serve to maximize other force attributes.  Such capabilities have the potential to bring about the most dramatic transformation of the joint force.  Note that the Marine Corps functional warfighting areas of maneuver and fires comprise the FA joint functional concept.  Marine Corps Strategy 21 identifies goals that support the development of net-centric capabilities required to support the FA JFC. These goals include:

Table 2‑4:  Goals Dependent on Net-Centric Capabilities Required to Support the FA JFC

	Goals Dependent on Net-Centric Capabilities Required to Support the FA JFC

	Enhancing the MAGTF’s interoperability with joint and multinational forces through an efficient command and control system combined with a seamless, organic intelligence, surveillance, and reconnaissance capability linked to national and theater agencies.

	Evolving maneuver warfare tactics, techniques, and procedures to fully exploit the joint operational concepts articulated in JV 2020.

	Expanding capabilities to observe, visualize, and shape the operational area and to attack enemy critical vulnerabilities leading to the defeat of the enemy’s operational and tactical centers of gravity.

	Enhancing Marine Corps service component, functional component, and joint task force headquarters command and control capabilities to ensure procedural and equipment interoperability with joint, allied, and coalition forces and interagency organizations.

	Providing combatant commanders with scalable, sustainable, interoperable, expeditionary, combined-arms MAGTFs—ready to fight and win America’s battles—and shape the international security environment across the complex spectrum of crises and conflict.

	Increasing integration and interoperability with allied and coalition amphibious, land, and air forces.

	Evolving warfighting concepts to enhance the ability to participate as partners in joint and allied concept development and experimentation. 

	Networking operational communications, information, and intelligence systems with joint and allied forces and provide a global access capability to domestic and international information resources. 

	Enhancing responsive, integrated, and balanced expeditionary fires leveraging improvements to organic surveillance, target acquisition, aviation, and indirect fires; naval fire support and joint fires.

	Enhancing and expanding offensive and defensive information operations capabilities.


2.2.5 Force Protection (FP) JFC

The FP JFC defines desired capabilities for 2015 that include a robust C2 system that provides the effective means to coordinate the execution of plans, global warning based on focused detection, predictive intelligence, and a network of dissemination systems, in real time.  These capabilities will support the development of a course (s) of action, and orders for execution that will allow the JF to responsively react to actionable intelligence and information.  Success requires the sharing of intelligence resources, collection assets and operations, collection management, databases, intelligence analysis, production, and communications.  Desired capabilities in 2015 include predictive intelligence, fused information that the Joint Force Commander can pull down as needed, updates pushed to the Joint Force Commander about named areas of interest and immediate dissemination of trigger events.  Marine Corps Strategy 21 identifies goals that will lead to the development of capabilities that support the FP JFC.  These goals include:

Table 2‑5:  Goals Dependent on Net-Centric Capabilities Required to Support the FP JFC

	Goals Dependent on Net-Centric Capabilities Required to Support the FP JFC

	Providing combatant commanders with scalable, sustainable, interoperable, expeditionary, combined-arms MAGTFs—ready to fight and win America’s battles—and shape the international security environment across the complex spectrum of crises and conflict.

	Enhancing the MAGTF’s interoperability with joint and multinational forces through an efficient command and control system combined with a seamless, organic intelligence, surveillance, and reconnaissance capability linked to national and theater agencies.

	Evolving warfighting concepts to enhance the ability to participate as partners in joint and allied concept development and experimentation. 

	Networking operational communications, information, and intelligence systems with joint and allied forces and provide a global access capability to domestic and international information resources. 

	Ensuring access to the littorals through evolving expeditionary operations (to include mine and obstacle countermeasures, naval surface fires, etc.), maritime prepositioning, national sealift, high-speed troop lift, and naval aviation capabilities. 

	Providing expeditionary-based or -sited assets and forces capable of reinforcing and sustaining Naval expeditionary forces in all phases of their operations. 

	Enhancing and expanding offensive and defensive information operations capabilities


2.3 Achieving Military Objectives using Marine Corps Warfighting Capabilities

By achieving a net-centric warfare capability to support execution of joint functional concepts, the Marine Corps will remain the Nation’s expeditionary total force in readiness operating as a component of a joint networked force, if required, anywhere the national interests require.  Joint force commanders will be able to employ integrated, combined-arms forces that include air, ground, and combat service support units under a single commander when responding to national and international crises.  These Marine Air-Ground Task Forces (MAGTFs) are organized, trained, and equipped from the operating forces assigned to Marine Corps Forces, Pacific; Marine Corps Forces, Atlantic; and Marine Corps Forces, Reserve. The Commanders of Marine Corps Forces Pacific and Atlantic provide geographical combatant commanders (COCOMs) and joint force commanders with scalable MAGTFs that possess the unique ability to project mobile, reinforceable, sustainable combat power across the full range of military operations and under all conditions.  

Combat power available to joint force commanders projected from amphibious and maritime prepositioned forces play an ever-increasing role in supporting the attainment of national objectives while protecting the national interests.  Marine operating forces will employ EMW in executing JFCs to respond across the spectrum of conflict in the littorals and, as part of the Joint Force, in the execution of sustained land operations ashore.  Because the Navy-Marine Corps team operates from the sea, there are fewer political constraints often encountered by forces tied to a land-based infrastructure.  To deploy a MAGTF to a crisis area only requires a request from the geographic COCOM and an order from the National Command Authorities.  As operational reach increases so do the depth and degree to which the Marines can influence events ashore.  The Marine Corps’ unique warfighting capabilities offer the joint force commander an unparalleled ability to seize opportunities and respond to challenges in achieving military objectives around the world.  These objectives include supporting stability through forward presence and engagement, providing assistance during natural or manmade disasters, or executing and winning major combat engagements.

The Marine Corps’ unique combat power is conceived, developed, employed, and sustained by a conceptual planning and execution system that is based on six warfighting functions: 1) Command and Control, 2) Maneuver, 3) Logistics, 4) Fires, 5) Intelligence, and 6) Force Protection.  These warfighting functions are aligned continuously with existing and emerging Joint Operating Concepts (JOC), Joint Functional Concepts (JFCs) and enabling concepts and assist the Marine Corps in identifying capabilities required to support the capstone concept of Expeditionary Maneuver Warfare (EMW).  These warfighting functions are also aligned with those identified in the UJTL and UNTL.  EMW will provide the Marine Corps with five capability enhancements to support the joint force commander: 1) Joint and Multinational Enabling, 2) Strategic Agility, 3) Operational Reach, 4) Tactical Flexibility, and 5) Support and Sustainment.  The complete ECL is documented by the Operations Division, Expeditionary Force Development Center, Marine Corps Combat Development Command (MCCDC), Quantico, Virginia and can be obtained at http://www.mccdc.usmc.mil.  Gaps in capability have also been analyzed and documented in the ECL and are addressed in section 4.  

2.3.1 Joint Integrated Architectures

The Marine Corps has developed several Department of Defense Architecture Framework (DoDAF) Integrated Architecture products in execution of the JCIDS analysis process.  An OV-5 Activity Model identifies required operational activities performed by providers and subscribers of an IT infrastructure that offers and uses Net-Centric capabilities that are mutually supportive of those described in the JOpsC.  The scope of this product is the Interim “To-Be” (planned) Infrastructure activities that will be performed in the 2015 timeframe to provide network-centric information transport, information management, information computing, and network operations for mission and functional applications.  This product is derived from the NCOW RM Version 1.0 and describes what task, conditions, and standards the Marine Corps will require to implement IT Services in support of NCOW and in accordance with the GIG Capstone Requirements Document (CRD).

3. CONCEPT OF OPERATIONS SUMMARY

The MCEITS concept of operations includes the development and use of an overarching framework that guides the USMC transformation from existing legacy IT capabilities to an environment that provides net-centric IT capabilities that support all USMC operations, both tactical and support.  As depicted in Figure 3‑1, the framework encompasses the operational, technical and systems architectures required to horizontally integrate and transform business operations and C2 both in garrison and in the deployed environment.  Combined with policy, procedure and standards, the MCEITS framework will enable architectural standardization, consolidated management, and seamless interoperability of, and access to, the data residing in currently fielded applications (business and tactical), and significantly reduce the complexity of ensuring data interoperability for future capabilities. 
Figure 3‑1:  MCEITS Framework
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MCEITS will provide the Marine Corps with IT tools that will support and promote decision superiority now and in the future.  MCEITS will guide and accelerate the transformation of the existing USMC environment of applications, databases, networks, and facilities into an integrated and robust architecture of net-centric components that will deliver new information technology capabilities based on a common infrastructure of shared services designed to support NCOW.  MCEITS will be the unifying framework that encompasses the capabilities to be delivered and the infrastructure and systems that must be deployed to enable delivery of those capabilities.

The MCEITS framework will consist of policies, procedures, architecture products, interoperable and reusable communication methods and data formats, core software products, and facilities to host and maintain the necessary hardware and software.  In alignment with the GIG, the Marine Corps will design and establish a “to-be” net-centric environment that promotes secure access to common software services independent of hardware that will enhance IS and interoperability through a joint net-centric architecture.  The major components will be synchronized and kept aligned and secure by an overarching MCEITS governance and Information Assurance (IA) plan.  The major components of the MCEITS net-centric support environment are depicted in Figure 3‑2 and are described in the following paragraphs.

Figure 3‑2:  The Marine Corps IT Framework
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.
· Enterprise Domains.  These are similar to the GIG’s domains and Communities Of Interest (COI) and consist of Marine Corps Functional Area Managers (FAMs).  FAMs use the Marine Corps’ information infrastructure to support operations, and therefore represent the warfighting, intelligence, and supporting establishment non-technological business processes, requirements, and knowledge.  MCEITS will use this component as the driver for requirements and performance metrics to determine design specifications and continuous improvement requirements for all service components. 

· Applications.  This component contains functional applications developed, operated and maintained by FAMs and functional commands.  MCEITS will provide a hosting environment that includes an enterprise-class facility consisting of required servers, storage, systems software, security and assurance services, connectivity and other infrastructure support to be defined in the MCEITS CDD.  These capabilities shall assist the FAMs in development, to include providing support for common development tools, development environment, and systems operations support.  A primary part of this component will be an application integration framework.  MCEITS will develop this framework using lessons learned from an enterprise portal developed from the Commandant of the Marine Corps (CMC) Portal and Navy Marine Corps Portal (NMCP) initiatives.  Application integration capabilities will be further defined in the Enterprise Portal Section of the MCEITS CDD.

· Marine Corps Enterprise Services.  MCEITS will develop, operate, and maintain all software for this component.  This component will contain all enterprise relevant software services necessary to support a net-centric enterprise environment.  They may include similar services envisioned for NCES plus services unique to supporting the Marine Corps enterprise.  MCEITS will partition software services and leasing services into two separate entities since they are technologically and programmatically distinct.  Thus, this component will include software services to provide commonly required functions for: search engines (keywords, metadata, unstructured text and images); metadata classifiers; knowledge discovery (data mining, semantic web, evidence extraction, link analysis); mediation (format translation, namespace resolution, file and data compression); messaging (email, Instant Messaging, DoD custom formats); collaboration (chat, whiteboard, virtual meeting spaces); and, security (encryption, authentication, single sign-on, intrusion detection, Internet Protocol (IP) access control).

· ESDE.  The ESDE is a foundational piece of the MCEITS enterprise architecture.  The MCEITS net-centric design requires this infrastructure to maintain and enforce consistent and standardized data management methods to enable simple data access with embedded security and user access controls.  The ESDE will provide validated, formatted, and consistent data in a widely accessible yet secure manner.  MCEITS will provide an ESDE designed according to the Defense IT Standards Registry (DISR), formerly the Joint Technical Architecture (JTA), and other relevant standards, such as the DoD Discovery Metadata Specification (DDMS).  Additionally, MCEITS will provide data translation and mediation software services that will serve as middleware at the input and output to ESDE to solve interoperability problems with legacy data and information sources and the transition to the ESDE.  MCEITS will also provide key data management services such as: mirroring; synchronization and replication; logical data modeling; registration of database schema; metadata registries; legacy database translation and consolidation; performance monitoring; and archiving.
· Enterprise IT Centers.  MCEITS will develop, operate, and staff an optimal set of enterprise IT centers where proper environmental controls (e.g. heating, ventilation, and air conditioning (HVAC), and building security) are provided, as in commercial data centers suitable for large-scale ensembles of computer and network hardware.  Enterprise IT Centers will provide connections to network transmission capacity, software hosting (application and database servers), configuration management, software distribution, enterprise licensing, electronic storage, and expert staff to operate and maintain these systems with a capability to provide 7x24x365 availability and help desk support. These will be provided in a fee for service or leasing business model.  In addition, these IT centers shall provide the hardware and software capability to support training operations, and provide software development, test, and evaluation resources.

· Governance.  Required MCEITS governance capabilities will be defined by the existing Marine Corps policy, program management, requirements definition, systems engineering, and acquisition organizations involving collaboration among:  HQMC C4 (policy and strategic planning); Marine Corps Systems Command (MCSC) (acquisition, systems engineering and life cycle management); Marine Corps Combat Development Command (MCCDC) (tactical systems requirements and plans); and Marine Corps Network Operations and Security Command (MCNOSC) (network systems engineering,  IT Center operations, maintenance, and configuration control).  These governance capabilities shall include monitoring and enforcement of standardization and interoperability according to the technical framework and methods employed as well as the development of new business processes to support the MCEITS fee-for-service business model. 

· Information Assurance.  Overall MCEITS capabilities without sufficient Information Assurance capabilities will find its ability to operate within the GIG limited.  IA will be a major MCEITS component, acting as the MCEITS “End-to-End IA Component of the GIG Integrated Architecture.”  As part of the GIG, the MCEITS IA component must fully support the 2020 GIG vision, DoD’s IA Strategic Plan, the Net-Centric IA Strategy and the Marine Corps Information Assurance Program (MCIAP).  This will require significant additional emphasis within MCEITS allowing MCEITS IA Components to augment existing legacy programs.  The IA services and technology required to secure a MCEITS environment will encompass all aspects of the traditional security services and security management areas.  MCEITS as an end-to-end IA enabler will have IA capabilities categorized into four major IA Categories; 1) Fundamental IA, 2) Security Management, 3) Operational IA, and 4) Transport Environment IA.  These categories are outlined and explained in the GIG Reference Capabilities Document (RCD), Volume I & II and the “Executive Summary of the End-to-End IA Component of the GIG Integrated Architecture”.
As a key enabler for net-centric operations, MCEITS will deliver information resources at fixed installations and will provide a common point of access to those capabilities from forward deployed expeditionary forces.  MCEITS capabilities will support the five GIG warfighting functional areas:  joint C2, Battlespace Awareness, Force Application, Focused Logistics, and Force Protection; and the six business functional areas:  Human Resource Management, Installation & Environment, Acquisition, Strategic Planning & Budget, Accounting & Finance, and Logistics.  This support includes provisioning the necessary computing and networking infrastructure, facilities, personnel, and enterprise information services that will become part of the Marine Corps’ contribution to the GIG.  In order to provide these services, the Marine Corps will seek to leverage not only the TCA, JTRS, the High Assurance Internet Protocol Encryptor (HAIPE), Cryptographic Modernization, the Defense Information Assurance Program (DIAP), but other ongoing DoD programs such as:

· Horizontal Fusion Enterprise Services (HFES).  HFES makes data shareable, available, and accessible on the network as part of the GIG.

· GIG-BE.  GIG-BE provides enhanced networking services to select sites by provisioning broad telecommunications circuits with redundant and alternative paths to information-intensive sites.

· NCES.  NCES represents a core set of services (Messaging, Collaboration, Mediation, Discovery, Storage, Security, User Assistance, Applications, and Enterprise Systems Management) delivered as centrally managed services (centralized), allocated services (hierarchical), or distributed services (federated).

· COOP.  COOP provides a fail-over capability to support the rapid resumption of IT services in the event of catastrophic loss.  A redundant information resources capability is necessary to support mission critical or mission essential operations during crises.  

Distributed globally, MCEITS will provide a managed and controlled environment from which users will access information in support of warfighting and business processes.  From a solution provider’s perspective, MCEITS will serve as a ‘build-to’ architecture that can be monitored and scaled, as required, to support the introduction of new information capabilities without the requirement for system developers to deliver infrastructure as a part of their capability delivery. MCEITS represents a unifying framework for systems, information services, IA, and infrastructure.

MCEITS will capitalize on the availability and power of modern IT tools and business methods to provide a set of consistent, integrated, centrally funded and managed components for the USMC’s next generation of net-centric IT systems.  This involves the entire range of required subsystems and facilities from environmentally controlled rooms for hardware through workflow tools for publishing enterprise information.  MCEITS will implement a common framework and certain core enterprise reusable components.  In summary, MCEITS will provide the framework to guide the USMC transformation to a net-centric IT environment by providing the following capabilities:

· Enterprise IT Centers for applications and database hosting, expert staffing for Operations and Maintenance (O&M), central point for configuration management of software, Storage Area Networks, physical environment.

· Enterprise Core Software Services to augment GES/NCES with USMC-focused capabilities.
· ESDE.
· Enterprise Portal to include access and integration services.
· Enterprise Business and Governance Model that will facilitate the coordination and adjudication of stakeholder requirements across the Marine Corps.
· Information Assurance to protect and defend these valuable warfighter resources.

These capabilities will be developed in five integrated sections of the MCEITS CDD.  These integrated sections in the MCEITS CDD will define more specifically the required capabilities initially described in the MCEITS ICD.  The sections will address:  1) IT Center capabilities, 2) Enterprise Portal Framework capabilities, 3) Enterprise IT Services capabilities,  4) ESDE capabilities, and 5) IA System Enablers, Categories, and Capabilities.  The MCEITS CDD will identify the attributes that contribute most significantly to the desired operational capability in threshold-objective format.  The CDD will identify those key performance parameters (KPPs) that capture the minimum operational effectiveness and suitability attributes needed to achieve the overall desired capabilities during the applicable increment, including a net ready (NR) KPP.  The MCEITS Business and Governance model, Information Assurance Plan, and IA Strategy will be developed in parallel and in support of the MCEITS CDD.
4. CAPABILITY GAP

The Marine Corps’ Functional Area Analysis (FAA) provided in the JCIDS analysis, shows that the current version of the NCOW Reference model identifies the required high-level net-centric operational tasks, conditions, and standards necessary to support Marine and/or Joint Force Commanders in achieving the full range of military objectives under all conditions using existing and future net-centric concepts and capabilities.  In summary, the top level activities or tasks required to provide a net-centric information environment include:

· A0 Level – Provide a Net-Centric Environment

· A1 Level – Interact with the Net-Centric Environment

· A2 Level – Perform Net-Centric User-Entity Services

· A3 Level – Provide Net-Centric Services

· A4 Level – Resource Service Requests

· A5 Level – Manage Net-Centric Information Environment

The existing Marine Corps IT infrastructure was not originally designed and implemented to provide or use the capabilities provided by a net-centric environment.  Without the capability to interface with the networked joint force and leverage the warfighting services provided by the net-centric environment, future Marine and/or joint force commanders will not be capable of executing net-centric JFCs that leverage Marine Corps combat capabilities.  Systemic and architectural gaps between the existing Marine Corps IT infrastructure and those of a net-centric IT infrastructure include but are not limited to the following:
· An end to end capability that represents the integrated doctrine, force structure, tactics, techniques and procedures (TTP) needed to manage and direct the net-centric operations of the Global Information Grid (GIG) of which MCEITS will represent the Marine Corps GIG component and the Navy’s FORCEnet component.
· Capabilities to support all activities directly associated with the net-centric management of GIG computing, communications and information assurance assets across the continuum of military operations. 

· Capabilities that shall enable the operation of Joint and Coalition Task Forces by assuring timely access to critical data and enterprise information services.
· Capabilities that shall support the effective operations of the Combatant Commanders (COCOMs) recognizing that the end to end implementation of net-centricity will not be artificially constrained by existing COCOM Area of Responsibility (AOR) boundaries or authorities.
Other shortcomings of the current USMC IT environment that limit net-centric operations and warfare include:

· Proliferation of databases (including unique data element definition) creating contention for the identification of authoritative sources of information. Deployment of organizational client-server solutions creates isolated repositories of data that are not easily accessed, shared, or used for analysis or decision-making.

· Lack of interoperability due to the narrow functional focus of programs has created a USMC environment of differing architectures, data formats, and processes. This adversely affects all components including telecommunications for joint operations, data element standards, application integration, and unified information analysis for common situational awareness.

· Inadequate treatment of system operations with skilled operators responsible for the management of technology; including, the applications of security patches, monitoring of logs, performance tuning, license enforcement, among other unique IT activities.

· Concurrent activities of agencies delivering new capabilities within the USMC programming and acquisition frameworks. In these frameworks, development of new capabilities includes the identification and delivery of infrastructure elements (e.g., servers, storage, telecommunications, etc.) within specific program elements (PEs). This disparate treatment of infrastructure contributes to multiple technical standards, introduction of proprietary software and tools, gaps in network planning (e.g., capacity planning), and weaknesses in IT operations planning and staffing.
4.1 Marine Corps Net-Centric Operational Limitations

Specific gaps in capabilities related to the lack of a net-centric environment have been formally documented in the MCCDC ECL and includes the following required capabilities by the year 2015 in order to support the six main functional areas identified in the UJTL and the existing Joint Functional Concepts.  Table 4-1 summarizes these gaps.

Table 4‑1:  Specific Net-Centric Capability Gaps

	UJTL Functional Area
	Joint Functional Concept
	Capability Gaps

	Command and Control
	JC2 
	In support of Command and Control, provide in near-real time MAGTF Common Tactical Picture (CTP) of all relevant Marine Corps Systems and share Situational Awareness (SA) with the JTF’s Common Operational Picture (COP) and COP-Enhanced (E).


	Maneuver
	Maneuver Component of Force Application
	In support of Maneuver, synchronize the MEF’s actions with a widely dispersed joint force.

	
	
	In support of Maneuver, provide information access and assurance throughout the battlespace.

	Fires
	Employ Firepower Component of Force Application
	In support of Fires, integrate sensor to shooter linkages to all coalition weapons systems.

	
	
	In support of Fires, employ full range of information operations to shape the battlespace including melding national, operational, and tactical assets.

	
	
	In support of Fires, leverage strike options by enabling FORCENET (MCEITS is the Marine Corps’ implementation of DON’s FORCENET capabilities.)

	Logistics
	Focused Logistics
	In support of Logistics, provide network access via a self-healing, self-networking, scalable network to support joint, multinational, and MAGTF logistics

	Intelligence
	Intelligence
	In support of Intelligence, ensure reconnaissance assets are fully integrated within other service reconnaissance capabilities such that they provide a single complementary capability to the Joint Force Commander.

	Force Protection
	Force Protection
	In support of Force Protection, develop space based ability to tag and track enemy and non-combatant forces in real time.  (Integrate with network for dissemination capability.)


4.2 Key Attributes of Required Capabilities
DoD’s transformation to NCOW and the associated GIG and data management strategies requires capabilities provided by a physical IT infrastructure from which to deploy and evolve information capabilities supporting new modes of operations defined in the JOpsC, EMW, and other evolving warfare concepts designed to leverage ubiquitous net-centric information capabilities. 
4.2.1 Net-Centric Checklist

General attributes of the required net-centric capabilities will be guided by the OSD (NII) Net-Centric Checklist Version 2.1.3, dated May 12, 2004 or subsequent releases.  More key specific attributes of required capabilities to support Marine Corps Net-Centric transformation are provided in the following table:

Table 4‑2:  Key Attributes of Required Capabilities

	Key Enabling Attributes of Required Net-Centric Capabilities

	The capability to manage net-centric enterprise services including facilities, networks, network operations, servers, storage, hosting services, security, and certain personnel resources

	The capability to coordinate, develop, deploy and sustain enterprise C2 and IT net-centric core services for all Functional Area Managers (FAM) using best business practices by the end of Fiscal Year (FY) 06

	The capability to consolidate applications and databases into an optimal set of Enterprise Data Centers by promoting common net-centric access methods for reliable, sharable data and information by FY06

	The capability to improve management, asset visibility, and Quality of Service (QoS) for shared IT components and infrastructure components 

	The capability to realign and concentrate technical skills for IT operations and management

	The capability to improve time to fielding of new information capabilities and technologies

	The capability to increase efficiency and effectiveness of daily information operations

	The capability to deliver advanced IT functions and tools to all USMC commands

	The capability to enable rapid adaptation of IT systems to emerging requirements

	The capability to readily implement DoN and DoD policies and standards

	The capability to build and sustain a common standards-based IT services infrastructure

	The capability to leverage external tools and systems 

	The capability to develop a common foundation for USMC IT tactical and support operations

	The capability to provide resources to develop, test, and evaluate software to improve consistency, productivity, and effectiveness

	The capability to support fielded software and hardware training at IT Centers

	The capability to provide enhanced security and IA

	The capability to provide end-users with timely, accurate, validated, succinct information analysis.

	The capability to provide end-users with access to libraries of data and documents

	The capability to provide key USMC data to all authorized users in an authoritative and interoperable manner

	The capability to deliver common software functions (e.g. messaging, search) as reusable modules via industry standard transactional protocols

	The capability to eliminate redundant expenditures on facilities, networks, databases, and applications by providing consolidated capabilities staffed by expert personnel

	The capability to allow all commands to develop and deploy solutions based on new net-centric technologies, like the Semantic Web, quickly and inexpensively

	The capability to deliver IT infrastructure as a utility.  This means individual commands should be relieved of the burden of building a complete infrastructure (from retro-fitting server rooms, to buying and configuring hardware and software, to building a management capability, to manning the infrastructure with additional contractors or Marines serving collateral duty) each time they want to deploy a given capability

	The capability to provide a cohesive, integrated net-centric web environment for navigating USMC information sources and accessing USMC applications


4.2.2 Functional Capabilities Board (FCB) and Integrated Priority Lists (IPLs)

The capabilities deployed as part of the solution should be readily adaptive to change and will have elements that support a deployable, expeditionary, warfighting capability that will assist in addressing issues identified by COCOM’s IPLs as baselined in the Net-Centric or other relevant FCBs that mirror the JFCs.  These capabilities will directly enhance and support the execution of relevant tasks in the UJTL, especially those tasks defined under Command and Control, Maneuver, Fires, Focused Logistics, Force Protection, and Intelligence.

4.3 Desired Effects

Implementation of required capabilities will provide an environment that will enable all Marine Corps systems to accomplish mission objectives by leveraging NCOW and GIG concepts and assets throughout the DoD.  Desired operational outcomes are listed below.

4.3.1 Operational IT System Support
MCEITS shall provide the capability to coordinate all components of the Marine Corps Enterprise architecture to ensure reliable, high-quality network access, security, data access and formatting, advanced applications, and common and consistent user interactions and information presentation.  These capabilities shall be provided by operating and maintaining enterprise IT Centers with continuous availability.  This high QoS will extend to deployed forces by integrating access to the Marine Corps Enterprise Network including NMCI, Base Level Information Infrastructure (BLII), Tactical Data Network (TDN), and Integrated Shipboard Network System (ISNS) capabilities. 

4.3.2 Development, Test, and Evaluation 
The IT centers shall provide IA, hardware and software capabilities that will provide development, test, and evaluation support necessary for providing an Enterprise Portal Framework, an ESDE, and core Enterprise IT Services with the priority on providing Marine Corps Enterprise Net-Centric capabilities.  These capabilities will improve productivity by allowing functional commands to avoid expending funds, manpower, and time to establish baseline software environments, baseline IA capabilities, and by allowing commands to take advantage of lessons learned by providing permanent expert staff with deep technical knowledge.  This capability shall encompass the full lifecycle of software development and the transition to operations. 

4.3.3 Personnel Training 
A major lesson learned from current USMC operations, including Operation Iraqi Freedom, is that more active duty Marines and support contractors are required to be sufficiently trained in C4 systems configuration, information assurance, and hardware and software maintenance in order to support sustained field operations.  The IT Centers will be capable of permanently hosting complete configurations of fielded systems that will provide an available baseline to support units’ training program for maintaining their C4 systems operations proficiency. 

4.3.4 Technology Testbed

The rapid changes in commercial technology and government developed C2 and intelligence applications are increasingly taking advantage of information capabilities provided by a network-centric environment required to achieve IS.  These opportunities offer significant improvements in functionality to help solve operational requirements, yet require expensive and lengthy transition periods to evaluate and adapt them to specific operational environments and performance needs.  MCEITS will align with, use and mutually support the GIG’s globally interconnected, end-to-end set of information capabilities that will provide information on demand to warfighters, policy makers, and supporting personnel.  One of the main problems with the current USMC environment is a lack of an enterprise net-centric-capable validated test environment to evaluate new commercial and government IT tools according to the enterprise USMC infrastructure.  

The Marine Corps Tactical Systems Support Activity (MCTSSA) and the Marine Corps Operational Test and Evaluation Activity (MCOTEA) have been the leaders in testing and evaluating existing tactical systems and supporting tools.  In the future, the enterprise “to-be” and existing tactical and business environments will converge via NCOW concepts to include all Marine Corps strategic, operational, tactical and business missions and functions by providing information capabilities fused from all operating bases, posts, camps, stations, facilities, mobile platforms and deployed sites.  Existing facilities and expertise (tactical and business) should be leveraged for the implementation of a MCEITS testbed capability to support this type of convergence to NCOW.  The IT Centers will be an objective and well understood evaluation environment that will provide results to HQMC C4 for policy and standards specifications, MCSC for systems engineering and acquisition execution, C4/MCNOSC for security evaluations, and Marine Corps Operational Test & Evaluation Activity (MCOTEA) for operational evaluations.

4.3.5 Program Coordination
MCEITS will provide the required capabilities to coordinate related and dependent programs into a coherent framework of processes, applications, databases, networks, facilities, and standards. This will be done using a framework program management approach.

4.3.6 Obstacles to Overcome

4.3.6.1 Bandwidth and Network Availability

Obstacles to overcome include providing required communications bandwidth on demand to support NCOW that either eliminates or minimizes off-net requirements for disconnected operations and disadvantaged users.  However, the MCEITS ICD is a forward-looking document defining future capabilities that depend on enabling technologies as forecasted by the Assistant Secretary of Defense, Network and Information Integration (ASD(NII)), John Stenbit in June, 2003,  “Power to the edge is a result of technological advances that will, in the coming decade, eliminate the constraint of bandwidth, free us from the need to know a lot in order to share a lot, unfetter us from the requirement to be synchronous in time and space, and remove the last remaining technical barriers to information sharing and collaboration.”   
High operational tempo made possible by accurate and instantaneous net-centric acquired information will support decisions that will commit large numbers of joint forces in time intervals that minimizes any room for error.  The Net-Centric capabilities must, therefore, be available “at all times” during critical joint synchronous operations that involve net-centric generated operational tempos.
4.3.6.2 Personnel and Training

Design of new skill sets that leverage NCOW concepts and capabilities will need to be integrated with all relevant military occupational specialties (MOSs) in addition to the computer and communications MOSs.  Adjustments to manning levels necessitated by new skill sets within MOSs will need to reflect required numbers of trained active duty and contractor personnel necessary to conduct and sustain net-centric operations and warfare.    In an historical example of the importance of providing sufficient C2 personnel requirements, the 3d Battalion of the U.S. 26th Infantry attacked Hill 272 during the Meuse-Argonne offensive.  It was the 3d Battalion’s responsibility to maintain the communications wire from the regimental Command Post to the support battalion.  The 3d Battalion dedicated 74 men to maintain this section of a wire system 24/7.  Major Lyman S. Frasier, Commanding Officer of 3/26, wrote in his after action report:
“During the second phase of the Meuse-Argonne offensive it cost the 2d Battalion 74 men to maintain telephone communication, but had we not had communication at all times, the number of casualties that could have been charged to the lack of it might well have been 740 instead of 74.”  Quoted from a passage from “Infantry in Battle.”

5. THREAT/OPERATIONAL ENVIRONMENT

This section provides an overview of the threats Marine Corps IT Centers running enterprise services will face.  For further information see the Information Operations Capstone Threat Capabilities Assessment (IOCTCA), dated July 2003 (updated every six months), and other intelligence documents cited in Appendix D:  References.  The IOCTCA is the Defense Intelligence Agency (DIA)-validated authoritative source for all threats to DoD information systems and information technology.

5.1 Threat to be Countered

As net-centric and information-driven warfare become a reality, the security posture of the Marine Corps’ enterprise influences our ability to conduct warfare and support business operations.  In order to ensure the reliability of our enterprise, it is paramount to identify the threats to future systems and applications at the earliest possible point in the development/ acquisition cycle.  This practice is paramount to the security posture of MCEITS and its ability to support the enterprise.  

5.2 Projected Threat Environment

The projected threat environment is addressed in Table 5‑1 below.
Table 5‑1:  Projected Threat Environment
	THREAT
	DESCRIPTION

	Threat to Critical Infrastructure
	Vulnerability to disruption by physical and computer attack.

	Insider Threat
	Trusted insiders, terrorists, criminals, and other groups or individuals that are positioned to conduct well-coordinated strikes against selected critical nodes or to exploit accessible information.

	External Threat
	Adversarial pre-attack exploitation and attack preparations with nearly undetectable signatures.

	Threat to Allies
	Threats to allies may affect MCEITS, even though MCEITS may not be the primary target.

	Threat from Information Operations (IO)
	State-level adversaries could use IO tactics to enable military advantage, political/financial gain, and/or damage.  

	Tactical Threat
	The tactical threat to MCEITS comes from IO.

	Adversaries
	Adversaries recognize our civilian and military reliance on advanced information technologies and systems, and understand that information superiority provides the United States (U.S.) with unique advantages.

	Probing and Scanning
	Systems are regularly probed and scanned as prerequisites to exploitation and/or attack, via foreign locations in order to define network architectures and assess vulnerabilities.

	Electronic Warfare (EW) Tactics
	The rapid global growth of commercially available wireless communications systems has caused some countries to be interested in developing EW tactics against those systems, not necessarily against the U.S.

	Perception Management and Physical Attack
	Perception management and physical attack may be used against MCEITS personnel and facilities, including not only those controlled by United States personnel in host nations, but also those portions controlled by foreign personnel in host nations.

	Future Threats 
	Includes Commercial Off-The-Shelf (COTS) Technology, CNA/CNE Tools and Electromagnetic Pulse (EMP). 

	COTS Technology
	As DoD increasingly uses COTS technology and systems, the threat to unprotected systems will continue to grow.

	Computer Network Attack (CNA)/ Computer Network Exploitation (CNE)  Tools
	CNA/CNE tools will become increasingly available on the Internet and will continue to grow in capability while the required level of user experience and knowledge to use them effectively decreases.

	Environmental
	Environmental threats include Destructive Weather, Tsunami, Seismic and Geothermal Events, and other naturally occurring events that have proven harmful to either equipment or personnel.

	Unintentional
	The Unintentional Threat encompasses disruptions and/or destruction or compromise of information and assets caused by authorized users and connected systems.  This threat increases as we shift to a net-centric environment.

	EMP
	The effects of the nuclear EMP against MCEITS and its supporting infrastructure must be considered and calculated.


6. FUNCTIONAL SOLUTION ANALYSIS SUMMARY

The Marine Corps MCEITS program is directly related to implementing National Strategy.  DoD's strategy for NCOW is based upon (1) setting priorities to enable, develop, and implement network-centric concepts and capabilities, (2) establishing specific goals and measuring progress toward these goals, and (3) overcoming impediments to progress.  The National Strategy calls for networking a critical mass of the Joint Force as the entry fee for transformation to provide NCOW capabilities.  Priorities include increased emphasis on awareness, shared situational awareness, and new organizational approaches to achieving synchronization.  Battlespace entities (platforms, units, sensors, shooters) must be designed "net-ready."  The MCEITS program is designed to develop a Marine Corps NCOW investment and implementation plan to achieve the National Strategic goal of Net-Centricity.  

JV 2020 also highlights the importance of a NCOW environment that will dramatically improve information sharing through the robust networking of warfighting forces.  The proposed capabilities identified by the MCEITS program are driven mainly by the requirement to provide superior information to warfighters at all levels to aid in superior decision-making that creates conditions for achieving full spectrum dominance in all conflicts.  MCEITS will provide the enabling foundation to support NCOW that leads to information superiority, decision superiority, and, ultimately, full spectrum dominance. 
A JCIDS-guided FAA and FNA was used to reconcile operational tasks, conditions, and standards identified in DoD’s NCOW Reference Model Version 1.0 derived from the UJTL with existing Marine Corps IT capabilities.  The gaps are initially identified in this ICD and further defined in the MCEITS CDD.  The effort also resulted in the MCEITS DoD Architecture Framework (DoDAF) Operational Architecture (OA) product represented in the MCEITS CDD.  This Operational View (OV-5) Activity Model describes the applicable activities associated with the MCEITS Net-Centric architecture, the data and/or information exchanged between activities, and the data and/or information exchanged with other activities that are outside the scope of the model (i.e., external exchanges).  The OV-5 Activity Model captures the activities performed by providers and subscribers of MCEITS IT Center Infrastructure Services offering and using Net-Centric capabilities.  The scope of this model is the Interim “to-be” (planned) IT Center Infrastructure activities that will be performed in the 2008 timeframe to provide network-centric information transport, information management, information computing, and network operations for mission and functional applications.  This model derived from the FAA and FNA activities describes what the Marine Corps will require to implement IT Services in support of NCOW and in accordance with the GIG CRD.
6.1 Doctrine, Organization, Training, Materiel, Leadership, Personnel and Facilities (DOTMLPF) Analysis

Nonmateriel changes alone have been judged by the Marine Corps to be inadequate in addressing the complete capability required by the MCEITS program.  The transformation required to support NCOW is inherently dependent on material solutions as expected advances in computer hardware, software, and communications make NCOW a reality.  The following DOTMLPF analysis, however, begins to identify the required changes in U.S. and allied doctrine, operational concepts, tactics, organization, and training that will be required to maximize the effectiveness of material solutions that will support future operations leveraging organic and DoD-wide NCOW capabilities.   The Marine Corps, therefore, also will coordinate with the appropriate DoD component to take action, where relevant, through the process outlined in the Chairman, Joint Chiefs of Staff Instruction (CJCSI) 3180.01 series.  

“We need to change not only the capabilities at our disposal, but also how we think about war.  All the high-tech weapons in the world will not transform the US armed forces unless we also transform the way we think, the way we train, the way we exercise and the way we fight.”

Secretary of Defense Rumsfeld’s Remarks to National Defense University, January 31, 2002

6.1.1 Marine Corps Doctrine Changes 

Doctrine for information-intensive, net-centric operations and processes will be impacted by capabilities provided by the MCEITS initiative.  Appendix F identifies USMC doctrinal publications potentially affected by a MCEITS implementation of NCOW capabilities.  The Marine Corps will continue also to be fully involved in the joint doctrine process as it evolves and becomes more streamlined and directly linked to the concept development and experimentation process.  Once approved by the JROC, doctrine change recommendations, based on joint experimentations, should be incorporated into doctrine without delay.  This process may develop joint and multinational doctrine during the Joint Concept Development and Experimentation (JCDE) cycle.  

6.1.2 Organizational Changes 

It is anticipated that development, implementation and sustainment of MCEITS capabilities, as a framework and program for enterprise-level capabilities, will require organizational (force) and command-chain alignment within the Marine Corps Supporting Establishment (SE) especially when IT operations, development, test, and production facilities and services begin to be established to support MAGTF and joint operations.  For MCEITS support in an expeditionary environment, under the command of a Marine Air-Ground Task Force commander, it is anticipated that staff adjustments will be necessary for the proper support of net-centric services available on a ubiquitous network.  Organizational changes will evolve as MCEITS capabilities are phased in over time.

The Marine Corps also intends to stay involved in any joint organizational changes that will take place at the operational level.  The Marine Corps anticipates that the Joint Force will be organized into tailorable, capabilities-based force packages for employment designed to produce a set of synergistic joint capabilities not currently available to the JFC.  These force packages will not necessarily be based on previous unit configurations.  They must be capable of “plugging” into an adaptable standing joint C2 structure for immediate employment by the JFC and networked with ubiquitous net-centric services.  The Marine Corps will also coordinate with the Joint Staff and combatant commands as they examine organizational and technological changes needed to fully integrate and network service, interagency and multinational partners.  The Marine Corps recognizes the need for a more formalized and direct force-provider relationship among United States Joint Forces Command (USJFCOM), U.S. Special Operations Command and the Services that will enable more flexible and responsive deployment and employment of joint capabilities that use a networked joint force paradigm.     

6.1.3 Training and Education 

Technical training, cultural transformation, organizational change and sufficient time for acceptance will be required before the full benefits of MCEITS net-centric infrastructure capabilities will be realized.  For example, changes in point-to-point system interface paradigms that now characterize USMC architectures will affect communications requirements and system planning as the architecture evolves to support a publish / subscribe net-centric model.

Joint training and exercises maximizing NCOW concepts and net-centric services are also essential to building a joint team that includes other services, interagency and multinational partners.  The Marine Corps welcomes and anticipates realistic joint training using NCOW concepts that will forge teams and foster a joint mindset between leaders and within staffs.  Capabilities-based force packages, designated as components and not permanently assigned, will conduct routine net-centric training exercises in the live, virtual and constructive training environments.  Joint net-centric training scenarios should be built around an adaptive and complex opposing force or a dynamic crisis situation that may be conducted in a “free play” environment that stresses the JFCs, their staffs and leaders to the point of network failure and beyond.  Training will be based on lessons learned and designed to improve adaptability to the challenges posed in dynamic and uncertain environments – especially where net-centric services might be unavailable for certain periods of time and alternate, off-net decision aids and individual leadership abilities are exercised. 
6.1.4 Leadership and Education

“To prevail on the complex battlefields of the future, Sailors and Marines will require judgment, strength of character, and the ability to make sound, timely, independent decisions.”

Department of the Navy, Posture Statement 2000

The Marine Corps will continue education and leadership development that will prepare leaders to succeed on chaotic and complex battlefields with and without automated decision aids.  Even in a net-centric environment, there will continue to be requirements for adaptive, innovative and decisive leaders capable of making sound, timely, independent decisions in an uncertain operating environment.  Leadership education and training will focus on developing skilled and knowledgeable leaders capable of meeting the increasingly complex requirements of joint operations and the increased operational tempo made available by net-centric acquired superior information.  Personnel must expand their understanding of individual, Service and joint core competencies.  A coordinated approach to both Marine Corps and Joint professional military education provided throughout the careers of both officers and enlisted will broaden their understanding of the uncertain strategic and operational environments influenced by net-centric operations and warfare.  

Implementation of MCEITS capabilities will enable the leader or his staff to execute intelligent pulling of mission-tailored information from anywhere within the networked environment.  This environment will significantly enhance the leader’s ability to make more superior decisions based on the improved quantity, quality, and timeliness of information. MCEITS capabilities will support a leader’s policy for development and enforcement of business rules supporting dissemination of critical information within their organization.  Access to information will have the effect of flattening the leadership hierarchy by making authorized information available to all levels of the organization.  New policies and approaches for control of information access and dissemination will be needed.  However, lessons learned on leadership from past wars are summed up in a quoted passage from the book, Infantry in Battle:

“The instruction given by leaders to their troops, by professors of military schools, by historical and tactical volumes, no matter how varied it may be, will never furnish a model that need only be reproduced in order to beat the enemy.  It is with the muscles of the intellect, with something like cerebral reflexes that the man of war decides, and it is with his qualities of character that he maintains the decision taken.” 

6.1.5 Personnel  

Personnel changes will evolve as MCEITS capabilities evolve.  Design of new skill sets that leverage NCOW concepts and capabilities will need to be integrated with all military occupational specialties (MOS) in addition to the computer and communications MOSs.  Adjustments to manning levels necessitated by new skill sets within MOSs will need to reflect required numbers of personnel necessary to conduct and sustain net-centric operations and warfare.  

In an historical example of the importance of C2 personnel requirements, the 3d Battalion of the U.S. 26th Infantry attacked Hill 272 during the Meuse-Argonne offensive.  It was the 3d Battalion’s responsibility to maintain the communications wire from the regimental Command Post to the support battalion.  The 3d Battalion dedicated 74 men to maintain this section of a wire system 24/7.  Major Lyman S. Frasier, Commanding Officer of 3/26, wrote in his after action report:

“During the second phase of the Meuse-Argonne offensive it cost the 2d Battalion 74 men to maintain telephone communication, but had we not had communication at all times, the number of casualties that could have been charged to the lack of it might well have been 740 instead of 74.”  Quoted from a passage from “Infantry in Battle”

High operational tempo made possible by accurate and instantaneous net-centric acquired information will support decisions that will commit large numbers of joint forces in time intervals that minimizes any room for error.  The Net-Centric capabilities must, therefore, be available “at all times” during critical joint synchronous operations that involve net-centric generated operational tempos. 

6.1.6 Facilities 

No additional military construction should be necessary nor is it planned for MCEITS.  Every effort will be made for MCEITS to use existing facilities including C2 infrastructure.  It is anticipated that MCEITS will reduce the footprint of the total hardware required to support warfighters in forward operating areas.  The Marine Corps must optimize its infrastructure both at home and abroad.  To conduct fully integrated operations, MCEITS capabilities will seamlessly connect to joint facilities to foster a joint culture and collaboration on ideas, doctrine, plans and training.  To plan and operate effectively in a global common operational network, the Marine Corps supports linking combatant commands, Services, and multinational, interagency and industrial partners.
6.2 Ideas for Materiel Approaches

The MCEITS concept was conceived out of concerns regarding interoperability and end-to-end integration of automated information systems.  Issues such as streamlined management and the improvement of information infrastructure investment have also contributed to the necessity for a MCEITS-type framework.  However, the proposed capabilities identified by the MCEITS program is driven mainly by the requirement to provide superior information to warfighters at all levels to aid in superior decision-making that creates conditions for achieving full spectrum dominance in all conflicts, as expressed in JV 2020.  JV 2020 also highlights the importance of a NCOW environment that will dramatically improve information sharing through the robust networking of warfighting forces.  This NCOW environment will be enabled by capabilities provided by MCEITS.  MCEITS will provide the enabling foundation to support NCOW that leads to information superiority, decision superiority, and, ultimately, full spectrum dominance. 
6.2.1 Leveraging of Existing and Future Materiel Programs.

The DoD is committed to transforming the existing globally interconnected, end-to-end set of information capabilities, associated processes, and personnel to a NCOW environment that will disseminate and manage information on demand to warfighters, policy makers, and support personnel.  This commitment includes major transformation capabilities to be provided to the joint community by programs such as the GIG-BE, TCA, JTRS, NCES, and end-to-end IA.  When implemented, these programs will provide the Marine and/or Joint Force Commander an unprecedented level of battlespace awareness by providing end-to-end information capabilities for accessing timely and relevant critical information in order to accomplish all assigned mission objectives.

6.2.2 Complying with GIG Architecture, NCOW Reference Model, and DoD Directives

In accordance with DoDD 8100.1 and other related directives, the Marine Corps is required to use GIG common computing and communications assets in addition to ensuring that all Marine Corps leased, owned, operated, or managed GIG systems, services, upgrades, or expansions to existing systems or services are acquired or procured in compliance with the current version of the GIG architecture.  All Marine Corps architectures must be developed and maintained consistent with the GIG architecture as well as populating and maintaining the Marine Corps portion of GIG assets.  These architecture activities will be guided by the current version of the NCOW RM.
6.2.3 Summary of Materiel Analysis
Due to the DoD transformation strategy and technological direction described above, achieving information superiority (IS) in future Marine Corps operations will be dependent on the information capabilities provided by a network-centric environment required to achieve IS.  To remain synchronized and interoperable with National, DoD, and other services strategies and technological directions, the Marine Corps requires a net-centric based, secure, robust, integrated, scaleable, self-reconfiguring, fully distributed information processing and transport infrastructure that provides access to enterprise tailored information from any source to any destination through intelligent pull.  This infrastructure must integrate legacy Command, Control, Communications, Computers, Intelligence, Surveillance, and Reconnaissance (C4ISR) as well as business applications and systems, and permit full exploitation of sensor, weapons, and platform capabilities.  Furthermore, this infrastructure must permit the integration of, or connection to, compatible C4ISR systems of allies and coalition partners.

6.2.4 Recommended Materiel Approach

For the Marine Corps to maintain its combat overmatch capabilities in future operations, the Marine Corps Enterprise IT environment shall focus on providing capabilities that support tactical and support operations with a particular emphasis on the expeditionary nature of the Marine Corps warfighting operations. To establish the Marine Corps’ net-centric environment, a new IT architecture must be transformed from the old environment using network-centric systems engineering concepts conceived from a Marine Corps Enterprise perspective.  It must be deployed and maintained using the modular and interoperable architecture of the GIG.  This approach will be a program and a framework that will represent a transformation strategy that will provide and use NCOW capabilities.  It is the intent of the USMC to meet GIG and GES strategic plans and technological guidance in accordance with the GIG CRD.
Implementation of MCEITS capabilities will provide this infrastructure and is the instrument that will enable the Marine Corps to use and provide net centric warfighting capabilities.  MCEITS will align with, use, and mutually support the GIG’s globally interconnected, end-to-end set of information capabilities that will provide information on demand to warfighters, policy makers, and supporting personnel.  The Marine Corps Enterprise “to-be” and existing environments will eventually converge via NCOW concepts to include all Marine Corps strategic, operational, tactical, and business missions and functions by providing information capabilities fused from all operating locations.  This environment will create the ability to ingest, analyze, and distribute key information in real-time across the DoD’s global operations.
6.2.5 The MCEITS Framework Solution

The transformation required to support NCOW is inherently dependent on material solutions as expected advances in computer hardware, software, and communications make NCOW a reality. The MCEITS initiative will establish a scalable, net-centric supporting IT infrastructure.  This infrastructure will be enabled by an optimal set of mutually supporting regional IT Centers built, deployed, and maintained based on the interoperable architecture of the GIG and designed to support USMC migration to NCOW.  The IT Centers will host net-centric services made available through a single sign-on Enterprise Portal Framework accessing information resident in an Enterprise Shared Data Environment (ESDE).  An enterprise governance component will coordinate and guide major aspects of MCEITS evolution.
6.3 Analysis of Materiel Approaches 

A combination of material solutions supported by relevant changes in U.S. and allied doctrine, operational concepts, tactics, organization, and training will be required to support future NCOW capabilities enabled by the MCEITS and underlying GIG framework.  MCEITS will be a coordinated set of material solutions consisting of enterprise IT centers, reusable software services, specifications of data and application interface standards, and architecture products to guide system design, development, usage, and programs.  MCEITS is not a conventional information technology system.  Rather, MCEITS is an integrated suite of information capabilities designed to improve user access to relevant information by mitigating existing system-specific limitations or restrictions.  These capabilities are intended to improve the timeliness, quality of information, and reach of information access for the warfighter or manager while maintaining the confidentiality of sensitive information.  The component services that make up MCEITS are not necessarily new services. Many of them are provided at some level today by existing systems operating throughout the Marine Corps.  The benefits to be gained for the Marine Corps are in operating core enterprise services in a controlled environment, providing them to users in a consistent manner, and leveraging the best-of-breed concepts that will maximize the performance of the GIG in providing the benefits of net-centric operations.  This material approach is consistent with and will mutually support the DoD transformation to NCOW that inherently requires material solutions guided by the JTA, the GIG CRD, the NCOW reference model, and other related technical support concepts and programs.  

Analysis for each material solution required for a complete set of MCEITS capabilities will be summarized in the MCEITS CDD.  The MCEITS CDD will identify capabilities addressing the four main MCEITS components, to include 1) IT Centers, 2) an Enterprise Portal Framework, 3) Enterprise IT Services, and 4) an ESDE.  The effectiveness analysis will be based on a foundation of metrics that progressively define and assess the performance of each material solution.  These metrics will be defined through an effects-based approach that addresses critical mission capabilities and establishes a hierarchy of performance analysis elements.  The elements of the effectiveness analysis include identification of GIG and GES Analysis of Alternatives (AOA) Mission Tasks (MTs), development of Measures of Effectiveness (MOEs), and development of Measures of Performance (MOPs).  One of the initial tasks of the AOA will be to fully define and justify these parameters.

7. FINAL MATERIEL RECOMMENDATIONS

The GES Definition Study determined that developing an interoperable, standards based architecture with core services provided to all users, augmented by domain specific capabilities, had the greatest benefit to DoD.  MCEITS will provide capabilities similar to the GES Net-Centric Core Enterprise Services (NCES), including Enterprise Services Management, Discovery, Messaging, Collaboration, Mediation, Storage, IA/Security, Application, and User Assistant services. MCEITS augments GIG and NCES capabilities by guiding the transformation of the existing USMC environment of applications, databases, networks, and facilities into an integrated enterprise information architecture capable of supporting NCOW.  The best approach is to develop the infrastructure, support services, and policies described in this document.  This approach has the following benefits over continuing without a unifying approach to achieve net-centric transformation and capabilities. 

· Most efficient approach for supporting ASD(NII) transformation goals

· Provides a range of enterprise services to all USMC users

· Uses pilot projects already underway

· Supports rapid insertion of commercial technology.
· Formalizes the requirements and program management process.
7.1 Short Term Capability 

MCEITS will initially focus on the stand up early MCEITS capabilities to provide a baseline from which to incorporate future capabilities.  Short-term capabilities to be developed include:  policy changes to support the Task-Post-Process-Use (TPPU) paradigm shift defined as integration of the CESs into an enterprise approach; the first few regional IT centers, including repurposing the newly built IT center at the Navy Annex; data management and access services for a pilot ESDE; integration of applications and ESDE into a pilot portal via existing and  emerging DISR (formerly the JTA) web standards; evaluation and implementation of basic software services for search, messaging, collaboration, and security.  

7.2 Long Term Capability 

MCEITS long-term capability will be satisfied through a spiral development and an evolutionary acquisition process that is responsive to mission requirements of the Marine Corps and DoD as they transform. 

7.3 AOA Key Boundary Conditions 

MCEITS AOA must support the implementation of the GIG and GES, and provide for the producer and consumer the exchange of information using the TPPU paradigm with the maximum utilization of COTS applications supporting CESs.  The AOA must adhere to the GIG architecture and the evolution of that architecture while enforcing standards to support TPPU for the producers and consumers.

APPENDIX A:  ACRONYMS
	Acronym
	Definition

	AOA
	Analysis of Alternatives

	AOR
	Area of Responsibility

	ASD(NII)
	Assistant Secretary of Defense, Network and Information Integration 

	BLII
	Base Level Information Infrastructure

	BMMP
	Business Management Modernization Program

	C2
	Command and Control

	C3
	Command, Control, and Communications

	C4
	Command, Control, Communications, and Computers

	C4ISR
	Command, Control, Communications, Computers, Intelligence, Surveillance, and Reconnaissance

	CDD
	Capabilities Development Document

	CES
	Core Enterprise Services

	CG
	Command Guidance

	CI
	Counter Intelligence

	CIO
	Chief Information Officer

	CIP
	Critical Infrastructure Protection

	CJCSI
	Chairman of the Joint Chiefs of Staff Instruction

	CJCSM
	Chairman of the Joint Chiefs of Staff Memorandum

	CMC
	Commandant of the Marine Corps

	CNA
	Computer Network Attack

	CNE
	Computer Network Exploitation

	COCOM
	Combatant Commander

	COI
	Community Of Interest

	COOP
	Continuity of Operations

	COTS
	Commercial Off-The-Shelf

	CR #
	Change Request Number

	CRD
	Capstone Requirements Document

	DCN
	Document Control Number

	DDMS
	DoD Discovery Metadata Specification

	DIA
	Defense Intelligence Agency

	DIAP
	Defense Information Assurance Program

	DISR
	Defense Information Technology Standards Registry

	DMI
	Data Management and Interoperability

	DoD
	Department of Defense

	DoDAF
	Department of Defense Architecture Framework

	DoDD
	Department of Defense Directive

	DON
	Department of the Navy

	DOTMLPF
	Doctrine, Organization, Training, Material, Leadership, Personnel and Facilities

	EMP
	Electromagnetic Pulse

	ESDE
	Enterprise Shared Data Environment

	EW
	Electronic Warfare

	FAA
	Functional Area Analysis

	FAM
	Functional Area Manager

	FMFM
	Fleet Marine Force Manual

	FNA
	Functional Needs Analysis

	FY
	Fiscal Year

	GES
	Global Information Grid Enterprise Services

	GIG
	Global Information Grid

	GIG-BE
	Global Information Grid-Bandwidth Expansion

	GSA
	General Services Administration

	HAIPE
	High Assurance Internet Protocol Encryptor

	HFES
	Horizontal Fusion Enterprise Services

	HQMC
	Headquarters, U.S. Marine Corps

	HVAC
	Heating, Ventilation, and Air Conditioning

	IA
	Information Assurance

	ICD
	Initial Capabilities Document

	IO
	Information Operations

	IOC
	Initial Operational Capability

	IOCTCA
	Information Operations Capstone Threat Capabilities Assessment

	IP
	Internet Protocol

	IS
	Information Superiority

	ISNS
	Integrated Shipboard Network System 

	IT
	Information Technology

	IT-21
	Information Technology for the 21st Century

	ITI
	Information Technology Infrastructure

	JTA
	Joint Technical Architecture

	JTF
	Joint Task Force

	JTRS
	Joint Tactical Radio System

	JV
	Joint Vision

	KPP
	Key Performance Parameter

	MAGTF
	Marine Air-Ground Task Force

	MCCDC
	Marine Corps Combat Development Command

	MCDP
	Marine Corps Doctrinal Publication

	MCEITS
	Marine Corps Enterprise Information Technology Services

	MCNOSC
	Marine Corps Network Operations and Security Command

	MCO
	Marine Corps Order

	MCOTEA
	Marine Corps Operational Test & Evaluation Activity

	MCSC
	Marine Corps Systems Command

	MCTSSA
	Marine Corps Tactical Systems Support Activity

	MCWP
	Marine Corps Warfighting Publication

	MOE
	Measure of Effectiveness

	MOP
	Measure of Performance

	MOS
	Military Occupational Specialty

	MT
	Mission Task

	NCES
	Net-Centric Enterprise Services

	NCOW
	Network-Centric Operations and Warfare

	NCOW RM
	Network-Centric Operations and Warfare Reference Model

	NETOPS
	Network Operations

	NMCI
	Navy-Marine Corps Intranet

	NMCP
	Navy Marine Corps Portal

	NR
	Net Ready

	NSS
	National Security Systems

	O&M
	Operations and Maintenance

	OA
	Operational Architecture

	OV
	Operational View

	P&R
	Personnel & Readiness

	PE
	Program Element

	QoS
	Quality of Service

	SDE
	Shared Data Environment

	TBD
	To Be Determined

	TCA
	Transformational Communications Architecture

	TDN
	Tactical Data Network

	TPPU
	Task-Post-Process-Use

	TTP
	Tactics, Techniques, and Procedures

	UJTL
	Universal Joint Task List

	UNTL
	Universal Naval Task List

	U.S.
	United States

	USMC
	United States Marine Corps

	XML
	Extensible Markup Language


APPENDIX B:  DEFINITIONS
Community of Interest (COI):  A collaborative group of users who exchange information in pursuit of their shared goals, interests, missions or business processes.

Core Enterprise Services (CES):  Fundamental set of computing, networking, and data services provided for enterprise user support.

Domain:  Major area of functional responsibility, less than DoD enterprise in scope, comprised of a persistent set of requirements and resources, spanning organizations and COIs.

GIG Enterprises Services (GES):  Network capabilities and services available to systems and users of the GIG.

Net-Centric Enterprise Services (NCES):  Program designated to provide CES to the GIG.

APPENDIX C:  MANDATORY ARCHITECTURE FRAMEWORK DOCUMENT
Figure C-1:  OV-1 High-Level Operational Concept
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APPENDIX E:  NCOW REFERENCE MODEL TASKS TABLE
NCOW Reference Model Tasks (3rd-level decomposition)

	Task
	Description

	A0
	Provide net-centric information environment.

	A1
	Interact with the net-centric information environment.

	A11
	Request access to the information environment.

	A111
	Login to information environment.

	A112
	Request new user account.

	A12
	Request services/functional capabilities.

	A121
	Request core services.

	A122
	Request COI services.

	A13
	Create/maintain user/entity profile.

	A131
	Identify user-defined profile requirements.

	A132
	Determine user-defined profile criteria.

	A133
	Build and submit user/entity profile.

	A14
	Provide information/objects to the information environment.

	A141
	Develop information/objects.

	A142
	Post information/objects.

	A143
	Import information/objects.

	A15
	Get information/objects.

	A151
	Subscribe to information.

	A152
	Discover information.

	A16
	Request collaborative services.

	A161
	Identify collaboration requirements.

	A162
	Identify participants.

	A163
	Request collaboration.

	A164
	Conduct collaboration.

	A2
	Perform net-centric user/entity services.

	A21
	Evaluate/ingest inputs.

	A22
	Assist user/entity.

	A221
	Personalize user environment.

	A23
	Invoke net-centric capabilities/services.

	A3
	Provide net-centric services.

	A31
	Provide core services.

	A311
	Perform discovery services.

	A312
	Provide collaboration services.

	A313
	Provide messaging services.

	A314
	Perform information mediation services.

	A315
	Perform information storage services.

	A316
	Provide core applications/functions.

	A32
	Provide COI services.

	A321
	Provide COI mission-specific functions.

	A322
	Provide COI global support functions.

	A33
	Perform environment control services.

	A331
	Provide infrastructure control services.

	A332
	Enforce net-centric environment policy.

	A4
	Resource service requests.

	A41
	Provide computing resources.

	A42
	Provide communications resources.

	A43
	Provide media resources.

	A5
	Manage net-centric information environment.

	A51
	Develop information environment capabilities.

	A511
	Architect information environment capabilities.

	A512
	Plan and engineer information environment capability increments.

	A513
	Implement information environment increments.

	A52
	Manage system and network configurations.

	A521
	Configure protection capabilities.

	A522
	Configure monitoring capabilities.

	A523
	Configure system and network controls.

	A524
	Recover from incident.

	A53
	Manage core enterprise services.

	A531
	Manage user/entity profile resources.

	A532
	Manage storage resources.

	A533
	Manage messaging resources.

	A534
	Manage COI resources.

	A535
	Manage collaboration resources.

	A536
	Manage restoration resources.

	A54
	Manage accounts.

	A541
	Create accounts.

	A542
	Maintain accounts.

	A543
	Close Accounts.

	A544
	Manage authentication.

	A545
	Manage authorizations.

	A546
	Activate accounts.

	A55
	Manage cryptographic service infrastructure.

	A551
	Manage cryptographic support infrastructure.

	A552
	Manage cryptographic materials and devices.

	A553
	Manage cryptographic policy.

	A554
	Provide data recovery key management.

	A56
	Manage monitoring activity.

	A561
	Maintain Network Operations (NETOPS)-related threat assessment.

	A562
	Test configuration.

	A563
	Analyze configuration.

	A564
	Monitor operational use.

	A565
	Perform environment situation awareness.

	A566
	Perform help desk/customer support.

	A57
	Manage response activity.

	A571
	Assess incidents.

	A572
	Implement automatic incident response.

	A573
	Participate in law enforcement/Counter Intelligence (CI) investigation.

	A574
	Support computer network attack operations.


Appendix F:  USMC Doctrine Table
USMC Doctrinal Publications

	Number
	Title
	Impact

	MCDP 1
	Warfighting
	To Be Determined (TBD)

	MCDP 1-0
	Marine Corps Operations
	TBD

	MCDP 2
	Intelligence
	TBD

	MCDP 4 
	Logistics
	TBD

	MCDP 5
	Planning
	TBD

	MCDP 6
	Command and Control
	TBD

	MCWP 2-1
	Intelligence Operations
	TBD

	MCRP 2-1C
	Marine Air-Ground Task Force (MAGTF) Intelligence Dissemination
	TBD

	MCWP 2-12
	MAGTF Intelligence Production and Analysis
	TBD

	MCWP 2-12.1
	Geographic Intelligence
	TBD

	MCWP 2-15.1
	Remote Sensor Operations
	TBD

	MCWP 2-15.2
	Signals Intelligence
	TBD

	MCWP 2-15.4
	Imagery Intelligence
	TBD

	FMFM 3-21
	MAGTF Intelligence Operations
	TBD

	MCWP 3-1
	Ground Combat Operations
	TBD

	MCWP 3-16
	Fire Support Coordination in the Ground Combat Element
	TBD

	MCWP 3-2
	Aviation Operations
	TBD

	MCWP 3-25
	Control of Aircraft and Missiles
	TBD

	MCWP 3-25.3
	Marine Air Command and Control System Handbook
	TBD

	MCWP 3-25.4
	Marine Tactical Air Command Center Handbook
	TBD

	MCWP 3-25.5
	Direct Air Support Center Handbook
	TBD

	MCWP 3-25.6
	Sector Anti-Air Warfare Coordinator Handbook
	TBD

	MCWP 3-25.8
	Marine Air Traffic Control Detachment Handbook
	TBD

	MCWP 3-26
	Air Reconnaissance
	TBD

	MCWP 3-3
	Type Operations Series
	TBD

	MCWP 3-33.3
	Marine Corps Public Affairs
	TBD

	MCWP 3-33.7
	Combat Camera and Visual Information in Expeditionary Operations
	TBD

	MCWP 3-35.7
	MAGTF Meteorological and Oceanographic Support
	TBD

	MCWP 3-4
	MAGTF Operations Series
	TBD

	MCWP 3-40.1
	MAGTF Command and Control
	TBD

	MCWP 3-40.2
	Information Management
	TBD

	MCWP 3-40.3
	Communications and Information Systems
	TBD

	MCWP 3-40.4
	MAGTF Information Operations
	TBD

	MCWP 3-40.5
	Electronic Warfare
	TBD

	MCWP 3-42.1
	Unmanned Aerial Vehicle Operations
	TBD

	MCWP 3-43.3
	Fire Support in MAGTF Operations
	TBD

	MCWP 4-1
	Logistics Operations
	TBD

	MCWP 5-1
	Marine Corps Planning Process
	TBD

	MCWP 6-1
	Command Series
	TBD















































�Please define.






