[image: image18.wmf] 

PROGRAM

 

APPLICABILITY

 

CCA

 

APPROVAL

 

PROCESS

 

MDP/MTA PROCESS

 

[image: image19.wmf] 

CCA

 

ASSESSMENT

 

 

CCA

 

APPROVAL

 

PROCESS

 

MDP/MTA PROCESS

 

[image: image20.wmf] 

PROGRAM

 

APPLICABILITY

 

CCA

 

ASSESSMENT

 

CCA

 

APPROVAL

 

PROCESS

 

[image: image21.wmf] 

CCA

 

APPROVAL

 

PROCESS

 


[image: image22.wmf] 

PROGRAM

 

APPLICABILITY

 

CCA

 

ASSESSMENT

 

MDP/MTA PROCESS

 


[image: image23.wmf]"CCA ACAT III & IV 

Cover Letter Template.doc"


If you are acquiring   IT systems,

the Clinger-Cohen Act (CCA) will impact your program execution.

The impact of not complying with the CCA…

·  Contracts cannot be awarded

· MDA cannot render Milestone decisions
This guide was prepared to assist in providing the latest CCA

requirements, guidance and timesaving techniques for achieving compliance…
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PREFACE

The impetus for the enactment of the Clinger Cohen Act was the Federal Government’s increased reliance on IT, and the resulting increased attention and oversight on its acquisition, management and use.  For example, the “Computer Chaos” report, released by U.S. Senator William S. Cohen of Maine in 1994, highlighted some long-standing, systemic problems such as those identified below that the Clinger-Cohen Act was intended to resolve.

· Insufficient attention to (a) the way business processes are conducted, and (b) opportunities to improve these processes before investing in the IT that supports them;

· Investments in new systems for which Agencies had not adequately planned, and which did not work as intended and did little to improve mission performance;

· Implementation of ineffective information systems resulting in waste, fraud, and abuse; and

· Outdated approaches to buying IT that do not adequately take into account the competitive and fast pace nature of the IT industry.

On February 10, 1996, the President signed the Information Technology Management Reform Act (ITMRA) into law; ITMRA together with the Federal Acquisition Reform Act became known as the Clinger-Cohen Act.  Coupled with other reform legislation, the Clinger-Cohen Act provides the statutory foundation for correcting the deficiencies described above.
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INTRODUCTION

What is this guide for?

This guide describes the Clinger-Cohen Act Confirmation and Certification processes, which are applicable to Mission Critical (MC) and Mission Essential (ME) Information Technology (IT).  These processes are required to be completed prior to a contract award or a milestone decision for MC/ME IT.  Confirmation is required for all MC/ME IT (except Major Automated Information Systems (MAIS)); Certification is required only for Major Automated Information Systems (MAIS).

Why do we need this guide?

Law and policy require that we follow a process to ensure IT complies with the Clinger-Cohen Act (CCA).  Confirmation of compliance with CCA has been defined by the Department of Defense as verifying compliance with eleven (11) key items.  

To ensure that Confirmation or Certification process requirements do not impact program schedules, it is extremely important that program planning include adequate time to accomplish that process.  Why? Milestone Approvals cannot occur nor can contract awards be made without confirmation of CCA compliance.
The key applicable legislation and policy are cited below.  This guide is consistent with these references.  Click on any of the listed items to review:

Legislation

FY 2000 DoD Appropriations Act (Sec 8121)
FY 2001 National Defense Authorization Act (Sec. 811)
FY 2001 DoD Appropriations Act (Sec. 8102)
FY 2002 DoD Appropriations Act (Sec. 8104)
FY 2003 DoD Appropriations Act (Sec. 8088)
Policy

DoD Joint Memorandum, Clinger-Cohen Act Compliance Policy, 08 March 2002 

DON Joint Memorandum, Clinger-Cohen Act Compliance Policy, 06 June 2002
DoD Joint Memorandum, Clinger-Cohen Act Compliance Policy for Major Automated Information Systems, 19 June 2002
Deputy Secretary of Defense, Defense Acquisition Interim Guidance of 30 Oct 02
Who needs to read this guide?

This guide is intended for all Marine Corps participants in the CCA confirmation/certification
 process.  This includes Project Officers (PO)/Project Team Leaders, Program Managers (PM), subject matter experts related to the 11 CCA items, and approval authorities.  However, the guide is primarily targeted at the PO/PM who is responsible for managing an MC/ME IT program. 

Where can I get additional help?

The process established by this guide identifies CCA coordinators, who are the CCA focal points at Marine Corps Systems Command (MARCORSYSCOM) and Headquarters, Marine Corps (HQMC).  They facilitate the process and as such, are intimately familiar with it.  The CCA Coordinators may be contacted for any questions regarding this guide or the process it describes.  In addition, there is a list of Points of Contacts (POCs) at the back of this guide that will allow for help on specific topics.

CCA Coordinators:  

MARCORSYSCOM – AC PROG, webpubclingcoh@mcsc.usmc.mil, 703-784-0303

HQMC – C4, webpubclingcoh@mcsc.usmc.mil, 703-614-9469/9664/9792

How do I use this guide?

This guide provides an overall process flow for the CCA confirmation/certification processes.  It then breaks the process flow into four distinct lettered blocks (A-D) for the purpose of discussion.  It lays out entrance criteria for commencing each block, provides a discussion of the critical events or products associated with each block, and walks the reader through the process details and provides exit criteria, which indicate completion of all block activities.  In addition, within each block, “Special Considerations” are discussed.  “Special Considerations” are unique circumstances that one might encounter when navigating a particular block.

This guide may be used in printed form, however, users are strongly encouraged to use the online version to take advantage of the many hyperlinks that will assist you in navigating through the CCA compliance process and associated guidance provided herein.  

All of the process steps in the included CCA process flowchart (Figure 1) have active hyperlinks and “screen tips” (screen tips can be seen when the pointer is moved across an active link).  Use the “back-arrow” to return to the prior page. 3
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This guide will be updated as required.  Users are encouraged to submit recommendations for improvements.  Address inquiries to:  Commanding General, Marine Corps Systems Command, ATTN:  Assistant Commander, Programs, 2033 Barnett Avenue, Quantico, VA 22134-5010.
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BLOCK A – Program Applicability

 TC "Purpose"Purpose. To determine if the program needs CCA Compliance and if so, to what extent.

 TC "Entrance Criteria"Entrance Criteria: There is a validated requirement.  (e.g., Universal Need Statement (UNS), Mission Need Statement (MNS), Capstone Requirements Document (CRD), Operational Requirements Document (ORD), Initial Capabilities Document (ICD) at MS A, Capability Development Document (CDD) at MS B, Capability Production Document (CPD) at MS C, Revised IT Procurement Approval Process, or in accordance with local requirements validation procedures for IT that has been delegated to Base, Post and Station senior officials). 

 TC "Discussion"Discussion. Block A (below) describes the flow process for determining the applicability of the CCA Confirmation /Certification Process for a particular system.

 TC "Procedures"Procedures.


1.  Is Your System IT?  The Clinger-Cohen Act only applies to the acquisition and management of Information Technology (IT). Whether a system also meets the definition of National Security System (NSS), or the definition of a weapons system, does not affect the applicability of the Clinger-Cohen Act confirmation/certification requirements.

2.  Stop.  If your system does not meet the definition of IT, the Clinger-Cohen Act does not apply.

3.  Is Your System Mission Critical (MC) or Mission Essential (ME) Information Technology (IT)?  All IT must be compliant with the CCA.  All MC or ME IT systems must be confirmed/certified as CCA compliant prior to milestone decisions or contract awards.

The Secretary of the Navy (SECNAV), per SECNAV memo of 28 Mar 2001, authorized system owners, program managers (PMs), and major claimants to make mission critical and mission essential information system designations.

Failure to designate a system as MC or ME, when in fact that system satisfies the MC or ME definition, will result in failure to properly register the system in the DoD IT Registration Database, which in turn could result in an Anti-Deficiency Act violation.  

4.  Upcoming Contract Award or Milestone? Per Deputy Secretary of Defense, Defense Acquisition Interim Guidance of 30 Oct 02, MARCORSYSCOM is prohibited from awarding contracts for the acquisition of a MC or ME IT system until:

· The system is registered with the Department of Defense (DoD) IT Registration Database.

· The appropriate Chief Information Officer (CIO) determines the Information Assurance (IA) strategy is appropriate.

· The appropriate CIO confirms/certifies CCA compliance.

Furthermore, a Milestone Decision Authority (MDA) shall not approve program initiation or entry into any phase that requires milestone approval for any MC or ME IT acquisition program until the appropriate CIO confirms/certifies CCA compliance.
The appropriate CIO is the Deputy Cdr C4II/ Deputy USMC CIO, Department of the Navy (DoN) CIO, or DoD CIO, depending on the Acquisition Category (ACAT) or Special Interest designation of the program.   

5.  System Must comply with CCA.  MC or ME IT systems that do not have a future milestone or contract award shall be CCA compliant and registered in the DoD IT Registration Database, but these systems do not require CCA confirmation, certification, or a determination that the IA Strategy is appropriate.

 TC "Special Considerations"Special Considerations.  For a Joint Program or a Program whose IT component is from another service acquisition program, see FAQ #13 and #14.

 TC "Exit Criteria"Exit Criteria:

· The program’s system(s) are Information Technology in nature.

· The program’s system(s) are mission critical or mission essential.

· The program has an approaching milestone and/or IT contract award.

BLOCK B – CCA Assessment

 TC "Purpose"Purpose. To ascertain through analysis of project documentation if the IT system does meet the compliance requirements of the law as interpreted by DoN and DoD guidance and policy.

 TC "Entrance Criteria"Entrance Criteria: Before starting any analysis, a formal determination must be made that:
· The program’s system(s) are Information Technology in nature.

· The program’s system(s) are mission critical or mission essential.

· The program has an approaching milestone and/or IT contract award.

 TC "Discussion"Discussion. The desired outcome of the CCA Assessment block is a final CCA confirmation/certification assessment that recommends the program under review be formally confirmed/certified as CCA compliant.  Therefore, it is in the best interest of all parties to resolve any findings of non-compliance to the satisfaction of the PM and the CCA Coordinators.  Hence, there may be a few iterations of the CCA Compliance Table and Supporting Documentation in advance of preparing the final CCA confirmation /certification assessment for submission with the CCA package to the approval authorities. 

In the event of a disagreement between the PM and the CCA coordinators regarding the evaluation of CCA compliance overall, or on any individual item, the process allows for presenting both parties positions to the CCA confirmation/certification approval authorities for final determination.  

 TC "Procedures"Procedures. 



6. PM Completes or Updates CCA Compliance Table.  A “CCA Compliance Table” was developed to illustrate the Defense Acquisition System documents that may typically be used to address individual CCA requirements. The PM team is expected to fill out the table with the most current information available. 21
The “Example of Source Documents” column in the table below illustrates the program-level documents that may typically be used to address individual CCA requirements.  However, other documents, actions or events may be cited in place of, or in addition to those listed.

Clinger-Cohen Act (CCA) Compliance Table
	CCA Requirement

(Paragraph 4.7.3.2.3.2 DoDI 5000.2)
	Compliance Source


	Latest/Pending Approval Date  for compliance
	Page
	Paragraph or Figure /Table #
	Example of Source Documents**

	***Make determination that the acquisition supports core priority functions of the Department

	
	
	
	
	MNS/ICD Approval

	*** Establish outcome-based performance measures linked to strategic goals.

	
	
	
	
	MNS,ORD, ICD, CDD, CPD and APB approval

	*** Redesign the processes to reduce costs, improve effectiveness and maximize the use of COTS technology.


	
	
	
	
	Approval of the MNS, Concept of Operations, AoA, ORD, ICD, CDD, and CPD

	* No private sector or government source can better support the function. 

	
	
	
	
	Acquisition Strategy page XX,  & AoA page XX

	* An Analysis of Alternatives has been  conducted. 

	
	
	
	
	AOA

	*  An economic analysis has been conducted that includes a calculation of the return on investment; or for non-AIS programs, an LCCE  has been conducted. 

	
	
	
	
	Program LCCE, Program Economic Analysis for MAIS 

	There are clearly established measures and accountability for program progress


	
	
	
	
	Acquisition Strategy page XX;

APB

	The acquisition is consistent with the Global Information Grid policies and architecture, to include relevant standards


	
	
	
	
	APB (Interoperability KPP);

C4ISP (IERS);

COE

	The program has an information assurance strategy that is consistent with DoD policies, standards, and architectures, to include relevant standards

	
	
	
	
	Information Assurance  Strategy 

	To the maximum extent practicable, (1) modular contracting has been used, and (2) the program is being implemented in phased, successive blocks, each of which meets part of the mission need and delivers a measurable benefit, independent of future blocks.


	
	
	
	
	Acquisition Strategy page XX

	
	DoN or OSD
	Registration ID #
	Last Update Date
	

	The system being acquired is registered
.  


	
	
	
	Registration database 


* For weapons systems and command and control systems, these requirements apply to the extent practicable (40 U.S.C. §1451)

** The system documents/information cited are examples of the most likely but not the only references for the required information.  

     If other references are more appropriate, they may be used in addition to or instead of those cited.

*** These requirements are presumed to be satisfied for Weapons Systems with embedded IT and for Command and Control Systems that are not themselves IT systems.  

For additional information on completing the table, see Appendix A, which provides benchmarks for each of the table items and additional recommendations regarding potential sources.
7.  PM submits CCA Compliance Table and Supporting documentation to USMC CIO/ACPROG CCA Coordinator for review.  The CCA Coordinators are individuals from USMC CIO, Plans and Policies Branch, and MARCORSYSCOM, Assistant Commander, Programs (ACPROG) Assessment Branch.

The supporting documentation consists of a copy of paragraph(s), figure(s)and/or table(s) of source documents referenced in column 5 of the CCA Compliance Table. This precludes the need to submit the entire source document.  Source documents will also be hyperlinked to CAPS in MS Word format for ease of review. After staffing described in Block 8, below, the PM may be required to amplify the CCA Compliance Table and/or supporting documentation to address any issues. 
8.  USMC CIO/ACPROG CCA Coordinators conduct staffing/assessment. 1 The CCA Coordinators will staff the CCA Compliance Table and supporting documentation to appropriate Subject Matter Experts (SMEs) within their respective organizations using a standardized SME staffing package.  The SMEs will review the CCA Compliance requirements that pertain to their area of expertise and provide an item level assessment consisting of a brief narrative assessment and a recommended evaluation criteria (i.e., compliant, marginal, or non-compliant). Appendix A (CCA Assessment Criteria Guide) may be used by SMEs for assessing compliance by comparing the PM’s submission to the benchmarks.  The collective SME item level assessments will be used by the CCA coordinators to compile the final CCA Assessment described in block 9, below. 2
A sample SME Staffing package and item level assessment is provided in enclosure #2.  

9.  USMC CIO/ACPROG CCA Coordinators prepare CCA  Assessment.   The CCA coordinators will compile the results of the staffing and incorporate them into a comprehensive CCA Assessment that will be provided to the Deputy USMC CIO/Deputy Cdr C4I Integration for review and/or approval of CCA  requirements.  An example of a completed CCA Assessment is provided in (enclosure #3).   

10.  USMC CIO/ACPROG CCA Coordinator provides copy of CCA  Assessment to PM for Review/Concurrence.  The CCA Coordinator will provide the CCA  Assessment to the PM, with a courtesy copy to the SMEs, for information and action as required prior to forwarding to the approving authority.  The CCA Coordinators will work with the PM to address any corrective action required for marginal or non-compliant CCA requirements prior to submitting for approval. There may be situations in which the PM and CCA Coordinators are in disagreement as to the evaluation of CCA compliance, and the resulting required supporting documentation changes.  
11.  PM/PGD signs CCA Cover Letter. The final submission of the CCA Compliance Table and supporting documentation will include a cover letter prepared in accordance with the sample in enclosure (#4) and signed by the PM. In cases where the PM and CCA Coordinators are unable to resolve disagreements, the PGD’s signature on the CCA Cover Letter constitutes his/her agreement for the package to proceed to the approval process.  It does not indicate agreement with the CCA Coordinator’s assessment, which may recommend a non-compliance letter be issued.  It will be up to the approval authorities to make the final decision on CCA compliancy, based on information provided supporting both positions.  Therefore, in addition to signing the CCA  Cover letter, the PGD may chose to submit an addendum to the CCA  Assessment that documents his/her position. 2
12.  USMC CIO/ACPROG CCA Coordinator forwards CCA  Package.  Once the PM/PGD has signed the CCA Cover Letter, the CCA Coordinators compile the CCA  Package for forwarding to the appropriate approval authorities.  The CCA Package consists of: 

· CCA Compliance Table prepared by the PM with supporting documentation.

· A CCA Cover Letter signed by the PM or PGD.

· A CCA Assessment completed by the CCA Coordinators.

 TC "Special Considerations"Special Considerations.  NA. 
 TC "Exit Criteria"Exit Criteria: 

· A completed CCA Package. 

BLOCK C – CCA Approval Process


 TC "Purpose"Purpose.  To provide the formal confirmation/certification that a program is compliant with CCA in accordance with DoD and DON policy and guidance.

 TC "Entrance Criteria"Entrance Criteria:  A completed CCA Package.

 TC "Discussion"Discussion.  The approval process varies depending upon ACAT level.  Both approval authorities and distribution codes vary with ACAT level.  In all cases, the approved documentation should be posted by the PM to CAPS to maintain a historical record and to establish an audit trail for CCA compliance.  

 TC "Procedures"Procedures.




13.  Deputy Commander C4II/Deputy USMC CIO concurrence.  For ACAT II and above MC and ME IT programs, concurrence of CCA Confirmation requirements is the joint responsibility of the Deputy Commander, Command, Control, Communications, Computers, Intelligence Integration (C4II) and the Deputy USMC Chief Information Officer (CIO).  The signature on the CCA Cover Letter by the Deputy Cdr C4II and the Deputy USMC CIO, respectively, will constitute concurrence and allow the package to proceed to the appropriate level of approval authority.

14.  DON CIO and DASN (Space and C4I) approval.  For ACAT II and above MC and ME IT programs, CCA Confirmation approval is the joint responsibility of the DON CIO and Deputy Assistant Secretary of the Navy (DASN) (Space and C4I).  The signature on the CCA Cover Letter by the DON CIO and DASN (Space and C4I), respectively, will constitute CCA Confirmation and, in most cases, IA strategy approval.  A sample CCA cover letter is provided in enclosure #4.  

15. DON CIO & DASN (Space and C4I) provides copies to DoD CIO, MDA and PM. For ACAT IAM, IAC, ID and IC programs, copies of the CCA Cover Letter and the CCA Compliance Table will be provided to DoD CIO, MDA, and PM.   The PM shall post a copy of the approved CCA Cover Letter, CCA Compliance Table and enter the Confirmation/Certification date within CAPS.

16. DON CIO & DASN (Space and C4I) provides copies to MDA and PM. For ACAT II programs, copies of the CCA Cover Letter and the CCA Compliance Table will be provided to MDA and PM.   The PM shall post a copy of the approved CCA Cover Letter, CCA Compliance Table and enter the Confirmation/Certification date within CAPS.

17. Deputy Commander C4II/Deputy USMC CIO review/approval.  For ACAT III and below MC and ME IT programs, CCA Confirmation is the joint responsibility of the Deputy Cdr C4II and the Deputy USMC CIO.  The Deputy Cdr C4II is the reviewer and the Deputy USMC CIO is the approval authority.  The signature on the CCA Cover Letter by the Deputy Cdr C4II and the Deputy USMC CIO, respectively, will constitute CCA Confirmation and, in most cases, IA strategy approval. A sample CCA cover letter is provided in enclosure #4.
18.  Deputy Commander C4II/Deputy USMC CIO provides copies to DASN, DON CIO, MDA and PM.  For ACAT III and below MC and ME IT programs, copies of the CCA Cover Letter and the CCA Compliance Table will be provided to DASN, DON CIO, MDA and PM. The PM shall post a copy of the approved CCA Cover Letter, CCA Compliance Table and enter the Confirmation/Certification date within CAPS. 

19.  Confirmation Complete.  After having accomplished (1) registration, (2) IA Strategy determination of appropriateness and (3) confirmation of CCA compliance, two key events may occur:

· The PM is now able to pursue IT contract awards related to that program.

· The MDA is now able to render Milestone decisions for that program.

20.  DoD CIO certifies to Defense Congressional Committees.  For Major Automated Information Systems (MAIS) programs, the DoD CIO must certify that the system is being developed in accordance with the Clinger-Cohen Act.   The DoD CIO will base his certification on the CCA Compliance Table and the CCA Cover Letter provided by the DASN (Space and C4I) and the DON CIO under block 15, above.  The DoD CIO is required to provide timely notification of such certifications to the congressional defense committees. The notifications are required to include the funding baseline and milestone schedule for each system covered by the certification.

21.  Certification Complete. After having accomplished (1) registration, (2) IA Strategy determination of appropriateness and (3) certification of CCA compliance, two key events may now occur:

· The PM is now able to pursue IT contract awards related to that program.

· The MDA is now able to render Milestone decisions for that program.
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Approval
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copies of the cover letter and the CCA Compliance Table will be provided to DON CIO, DASN, MDA and PM
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	*Sign & Date
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copies of the cover letter and the CCA Compliance Table will be provided to
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*The confirmation/concurrence/certification date will be recorded in CAPS.  

 TC "Special Considerations"Special Considerations. In the event that a non-compliance determination is made, the PM and CCA Coordinators will assess whether the determination is a result of lack of information or actual lack of compliance in the IT systems.  If the information is lacking then the PM and CCA coordinators will work to resolve discrepancies with the CCA  Package until compliance can be appropriately shown.  The impending contract award/milestone decision may not proceed without the CCA Confirmation.

 TC "Exit Criteria"Exit Criteria:  

· Approval authorities have signed and distributed the CCA Cover Letter.

· DOD CIO has certified to Defense Congressional Committees that the program is CCA Compliant (ACAT IAM and IAC only).

· The Approved CCA Cover Letter ,CCA Compliance Table and Confirmation/Certification date have been entered into CAPS.
BLOCK D – MDP/MTA Process


 TC "Purpose"Purpose. To understand the interrelationship between the CCA confirmation/certification process and the Milestone Decision Process/Milestone Team Assessment (MDP/MTA).

 TC "Entrance Criteria"Entrance Criteria:  Upcoming Milestone Decision

 TC "Discussion"Discussion.  A Milestone results in a decision to initiate, continue, advance, or terminate a project or program work effort or phase.  At each milestone the MDA reviews each acquisition program.  The MDA reviews the program, as informed by the Program Manager and the Milestone Team Assessment (MTA).  The MTA is an analysis of a weapon system or an information technology program, tailored to the complexity and the acquisition phase of the program, conducted to assess maturity, executability, and supportability at major milestones.  The MTA provides a recommendation to the MDA regarding the readiness of the program to proceed to the next acquisition phase.  The MTA examines the program in terms of “core acquisition issues,” (e.g. Does a valid requirement exist?, Is the program supportable?, Is the program affordable? Is the program compliant with the CCA?).  

 TC "Procedures"Procedures.


The Milestone Assessment Team (MAT) Lead along with the PM chairs the Marine Corps Program Decision Meeting (MCPDM) planning meeting.  The purpose of a planning meeting is to assess the status of the program, and to establish the schedule of activities necessary for the execution of the Milestone Review.  At the start of the meeting, the PM should provide a briefing describing the program and providing its status.  Each attendee has the opportunity to question the PM with regard to status within that individual area of interest.  For their part, each attendee should clearly articulate issues and actions requiring PM attention.  All participants get the opportunity to voice opinions and concerns as well as to gain an understanding of what supporting actions they must complete.  At this meeting the CCA advocate will raise his/her concerns with the program complying with the CCA requirement.  The PM will be informed of the CCA process and the necessary activities required for CCA compliance.  

As part of the MTA process, the MAT will verify whether or not the program has been confirmed/certified as CCA compliant.  The results of the CCA will be noted in the final MTA that the MAT leader submits to the MDA.  

 TC "Special Considerations"Special Considerations.  NA

 TC "Exit Criteria"Exit Criteria:  

· The MAT Lead provides the approved MTA to the MDA.

 TC "Frequently Asked Questions (FAQs)Frequently Asked Questions (FAQs)

1.  Q - What is the difference between certification and confirmation of Clinger-Cohen Act (CCA) compliance?

     A - Major Automated Information System (MAIS) programs (ACAT IAM or IAC) require a certification of compliance with the CCA by the Department of Defense (DoD) Chief Information Officer (CIO).   Certification differs from confirmation in that certification requires that the DOD CIO certify to the congressional defense committees that the program is being developed in accordance with CCA.  As part of the notification to the congressional defense committees, a funding baseline and milestone schedule is required to be submitted.

ACAT ID, IC, II, III and IV programs (all non-MAIS ACAT programs) that contain Mission Critical (MC) or Mission Essential (ME) Information Technology (IT) systems require a confirmation of compliance with the CCA.  Confirmation does not require notification to the congressional defense committees and confirmation authorities are at a lower level than the certification authority (DOD CIO).

2.  Q - What is the difference between Mission Critical and Mission Essential?

     A – Definitions for MC and ME information systems are provided in the glossary.

3.  Q - How do I meet the requirement to provide an Information Assurance Strategy?

     A - Two areas must be addressed.  The policies, standards, and architectures content can be satisfied through the Command, Control, Communications, Computers and Intelligence Support Plan (C4ISP), and/or the ORD.  The certification and accreditation content can be met through the DoD Information Technology Security Certification and Accreditation Process (DITSCAP), and C4ISP .  Further guidance on IA strategies is provided in the glossary.  Contact C4II (IA) for additional guidance, or send an email to webpubclingcoh@mcsc.usmc.mil.

4.  Q - From a Program Manager’s perspective, what’s the difference in what I have to do for a program if designated a MAIS rather than a MDAP?

A All IT systems need to be compliant with the CCA.  From a process perspective,  the differences are as follows:

MAIS programs require CCA Certification;  MDAP programs require CCA Confirmation.  See FAQ #1, above.

5.  Q - Since my program is post-Milestone C, I don’t have any Clinger-Cohen Act “wickets” to go through, do I?

A - If there are any post-Milestone C IT contracts to be awarded, the PM must have either confirmation or certification (depending upon ACAT designation) of CCA compliance, the system must be registered, and the system must have an appropriate information assurance strategy, 

6.  Q – If I am exercising an option under an existing contract, or issuing a delivery/task order under an existing contract, am I required to go through the CCA confirmation/certification process prior to initiating either contract action?

A – No, as long as the contract under question is a DON contract and not a Federal Supply Schedule or other federal agency contract
7.  Q - If I am increasing the scope of an existing contract to such an extent that a J&A must be executed prior to that contract being modified for those increased requirements, am I required to go through the CCA  process prior to the modification being executed?

A – Under the Competition In Contracting Act, there is no difference between modifying an existing contract to add requirements outside scope of that contract and awarding a contract for those new requirements.  Therefore, the answer is “Yes”.
8.  Q - Does the Clinger-Cohen Act apply to all IT?  

 A - YES.  This is easier if you remember the three 'C's of Clinger-Cohen.  All IT must be Clinger-Cohen Act  compliant; Mission Critical and Mission Essential IT  must be confirmed; and all MAIS (ACAT IAM and ACAT IAC) programs must be certified.
9. Q - Does the Clinger-Cohen Act apply to National Security Systems (NSS) and/or Weapon Systems?  

A - YES.  NSS or Weapon Systems designation does not exempt IT systems from CCA compliance. 
10. Q - What is meant by the phrase, "Command and Control Systems that are not in themselves IT systems"?   
 A- Examples of Command and Control systems that are not IT systems could be an AAV, LAV or M1A1.  Programs such as GCCS are Command and Control IT systems
11. Q – Do Abbreviated Acquisition Programs need CCA Compliance Confirmation?

     A – Yes, Defense Acquisition, Interim Guidance, says that CCA confirmation applies for an acquisition program AT ANY LEVEL.  CCA compliance confirmation authority is the Deputy Cdr, C4II and the Deputy USMC CIO.

12. Q – How do I register my system in the DoD IT Registration Database?

      A - HQMC C4 CP CIO and MARCORSYSCOM C4II/IA are responsible for coordinating Marine Corps updates to the OSD IT Systems Registry.  Detailed guidance on IT system registration requirements are available from MARCORSYSCOM C4II/IA or HQMC C4 CP CIO.  An IT system information spreadsheet template is also available from MARCORSYSCOM C4II /IA and HQMC C4 CP CIO that identifies the IT system information required for proper IT system registration.  Send information on IT systems to be registered to MARCORSYSCOM C4II/IA or via webpubclingcoh@mcsc.usmc.mil.  Also, provide MARCORSYSCOM C4II/IA with a point of contact for system information updates. On a quarterly basis, C4II will request and compile additions and updates to all USMC systems information contained in the IT Systems Registry, in accordance with OSD (C3I) Memo, "DoD Information Technology (IT) Registry," dated February 21, 2001.  

13. Q - If I manage an IT system that becomes part of a Joint Program that has done a CCA confirmation, do I need to do one also? (example:  JFRG II becomes part of GCCS;  GCCS has done a CCA confirmation).

      A - If either the CCA confirmation documentation, or the acquisition documentation for the Joint Program specifically mention your IT system, then you do not need to do a separate CCA confirmation – you can rely on the Joint Program CCA confirmation to suffice for your system.  If, however, your program is not specifically addressed in the Joint Program documentation, then you must initiate your own CCA confirmation.

14. Q - If I manage a weapons system program whose IT component is from another service acquisition program and that other service has done a CCA confirmation for the component, do I need to do another CCA confirmation if that component is the only IT related to my weapons system? (example:  HIMARS is an integration program.  The only IT has been confirmed as CCA compliant by the Army).

     A - No, if the only IT component of your system is identical to the other service IT component that has had a CCA confirmation done, then you do not need to do another CCA confirmation.  If, however, the IT component you are using is not identical to the other service IT component or there is additional IT in your weapon system that has not been otherwise confirmed as compliant, you must initiate your own CCA confirmation.

15. Q - If my system is post-milestone C and maintenance is handled under a Service Level Agreement (SLA) type arrangement (i.e., not via contract award), am I required to confirm/certify that my system complies with CCA?

     A - No, if work is being done under a previously established SLA, it is not considered a contract award.  Hence, the system is not required to formally confirm or certify compliance with CCA.  However, if the system is IT, it is still required to comply with CCA.

 TC "Glossary"Glossary 
Acquisition Program.  A directed, funded effort designed to provide a new, improved, or continuing materiel, weapon, or information system or service capability in response to a validated operational or business need.  Acquisition programs are divided into different categories that are established to facilitate decentralized decision-making, execution, and compliance with statutory requirements.  Technology projects are not acquisition programs. (source: DAU Glossary of Defense Acquisition Terms and Acronyms)

DON IT Registration / DON IT Registration Database.  The IT Registration Database is a consolidated inventory of Department of Defense mission critical and mission essential information systems. (source: Section 811 of the FY 2001 National Defense Authorization Act)

Section 811 (a) of the Floyd D. Spence National Defense Authorization Act, FY 2001 requires a consolidated inventory of the Department of Defense (DoD) mission critical and mission essential information systems to be maintained; interfaces between these systems and other systems be identified; and contingency plans for responding to a disruption in the operation of any of these systems be developed and maintained. (DON CIO issued specific guidance for DON implementation of this requirement via DON CIO memo dated 26 February 2002)

It also requires DoD to prohibit the award of any contract for the acquisition of a mission critical or mission essential information system until the system is registered with the DoD    CIO .  This requirement has been implemented in DoD Instruction 5000.2.

Section 8102 (a) of the National Defense Appropriations Act, FY 2001 also provided that none of the funds appropriated in the FY 2001 National Defense Appropriations Act may be used for a mission critical or mission essential information system that is not registered with the DoD CIO.

In 2002, DoD expanded the Information Technology (IT) registry to collect additional information required to address the requirements of the Government Information Security Reform Act (GISRA), Title 44 United States Code, Chapter 35, and Subchapter II.  DoD will use the DoD IT Registry as the source for the IT system registration, to comply with GISRA, and to comply with congressional requirements.

The Department of the Navy   will use the DON IT Registration Database for collecting the required data and uploading the data to the DoD IT Registry.  The DON IT Registration Database, along with DON 2002 IT Registration Database Guidance, is currently located on the web at:

http://www.don-imit.navy.mil/cca/registration/
Section 8104 (a) of the National Defense Appropriations Act, FY 2002 and Section 8088 of the National Defense Appropriations Act, FY2003, prohibits any funds appropriated in the Fiscal Year 2002 or 2003 National Defense Appropriations Act, respectively, from being used for a financial management information technology system (including a system funded by the defense working capital fund), which meets Under Secretary of Defense (Comptroller) criteria, that is not registered with the DoD CIO.  Under Secretary of Defense (Comptroller) has identified as reportable all financial and related non-financial information systems, software applications and supporting data bases that support the mission support areas with the exception of systems, applications and data bases that are either (1) used solely for warfighting purposes (e.g., command and control), or (2) that do not exceed the following thresholds: 

· Those in the acquisition process that are estimated to require program costs in any single year in excess of $150 thousand in fiscal year (FY) 2000 constant dollars, total program costs in excess of $650 thousand in FY 2000 constant dollars, or total life-cycle costs in excess of $2 million in FY 2000 constant dollars.

· Those that are fielded that are estimated to exceed operations and support costs in any single year in excess of $25 thousand in constant FY 2000 dollars.

Information Assurance (IA) Strategy   The Information Assurance (IA) Strategy should provide a concise, assertive statement describing how the program’s IA features comply with applicable DoD mandates, and describing the program’s certification and accreditation approach.  The IA Strategy is typically a very short document (e.g., 2-3 pages) and contains just two sections, as described below.

(1) Policies, Standards, and Architectures.  This section provides an overview of the IA features and describes how those features are consistent with DOD policies, standards, and architectures.

The following are examples of topics that should be addressed in the Policies, Standards, and Architectures section, as applicable.

· Are IA requirements defined such that program documentation identifies what information and/or systems are protected from what threats to what degree?

· Are IA requirements addressed throughout the program’s life cycle?

· Are IA requirements derived from the operational requirements document (ORD) and incorporated into program design activities?

· Are interoperability requirements impacted by the IA design?

· Are requirements for support from the DOD IA infrastructure (e.g., Public Key Infrastructure (PKI) keys and certificates, Type 1 cryptographic keying material, IA Vulnerability Alerts (IAVAs) and advisories, etc.) specified?

· Has the impact of the DOD Cryptographic Modernization Program upon cryptographic functions been considered?

· Does the testing program include system certification testing to validate that ORD security requirements are met?

· Is information system survivability addressed through incorporation of protection, detection, reaction, and reconstitution capabilities into the system design?

· Have the relevant DON/DOD policies concerning the use of evaluated commercial-off-the-shelf (COTS/government-off-the-shelf (GOTS) IA products in accordance with NSTISSP No. 11 been considered?

(2) Certification and Accreditation.  The section describes the overall certification and accreditation approach.

The following are examples of topics that should be addressed in the Certification and Accreditation section, as applicable.

· Are security requirements included in the testing strategy for developmental test and evaluation (DT&E) and operational test and evaluation (OT&E)?

· Is the system on track for successful certification and accreditation in accordance with DITSCAP as defined in DoD Instruction 5200.40 and DoD Manual 8510.1-M?

· Have the responsible DAA(s) been designated?

· Is there agreement with the DAA(s) on the certification and accreditation approach to be used, or as a minimum have the DAA(s) been integrally involved in system security design activities to date?

· Is the status of the program’s System Security Authorization Agreement (SSAA) appropriate for where the program currently is in its development lifecycle? If the SSAA is still in draft form, is a top-level timeline for SSAA development and approval been provided?

(source: Clinger-Cohen Act SPAWAR PM Survival Guide, Ver 2.0, August 2002)

Information Technology (IT).  Any equipment, or interconnected system or subsystem of equipment, that is used in the automatic acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information.


The term "equipment" means any equipment used by a Component directly or used by a contractor under a contract with the Component that requires the use of such equipment, or the use, to a significant extent, of such equipment in the performance of a service or the furnishing of a product.


The term "IT" includes computers, ancillary equipment, software, firmware and similar procedures, services (including support services), and related resources.  The term "IT" also includes National Security Systems (NSSs)  .  It does not include any equipment that is acquired by a Federal contractor incidental to a Federal contract.

(source: Clinger-Cohen Act Section 5002 (3))

IT System – A discrete set of information resources organized for the collections, processing, maintenance, use, sharing, dissemination, or disposition of information.  (source:  Title 44, US Code, Section 3502.  Actually, this is the definition of an information system, but DoD has recognized that an IT system has the same meaning as an information system).

Major Automated Information System (MAIS) (ACAT IAM or IAC).  An AIS that is designated by ASD(C3I) as a MAIS, or estimated to require program costs in any single year in excess of $32 million in fiscal year (FY) 2000 constant dollars, total program costs in excess of $126 million in FY 2000 constant dollars, or total life-cycle costs in excess of $378 million in FY 2000 constant dollars.


MAISs do not include highly sensitive classified programs (as determined by the Secretary of Defense) or tactical communication systems.


For the purpose of determining whether an AIS is a MAIS, the following shall be aggregated and considered a single AIS:



The separate AISs that constitute a multi-element program.



The separate AISs that make up an evolutionary or incrementally developed program.



The separate AISs that make up a multi-DoD Component AIS program.

(source: Operation of the Defense Acquisition Program, 30 Oct 2002, Tab B)

Major Defense Acquisition Program (MDAP) (ACAT ID or IC).  An acquisition program that is not a highly sensitive classified program (as determined by the Secretary of Defense) and that is designated by the Under Secretary of Defense (Acquisition, Technology, and Logistics) (USD(AT&L)) as an MDAP, or estimated by the USD(AT&L) to require an eventual total expenditure for research, development, test and evaluation of more than $365 million in fiscal year (FY) 2000 constant dollars or, for procurement, of more than $2.190 billion in FY 2000 constant dollars.


The estimate shall consider all blocks that will make up an evolutionary acquisition program (to the extent that subsequent blocks can be defined).


(source: 10 U.S.C. 2430.  The dollar requirements are established in statute in FY 1990 dollars.  The dollar amounts have been updated in accordance with procedures identified in the statute).

Major System (ACAT II).  A combination of elements that shall function together to produce the capabilities required to fulfill a mission need, including hardware, equipment, software, or any combination thereof, but excluding construction or other improvements to real property.



A system shall be considered a major system if it is estimated by the DoD Component Head to require an eventual total expenditure for RDT&E of more than $140 million in FY 2000 constant dollars, or for procurement of more than $660 million in FY 2000 constant dollars, or if designated as major by the DoD Component Head (source: 10 U.S.C. §2302d) The dollar requirements are established in statute in FY 1990 dollars.  The dollar amounts have been updated in accordance with procedures identified in the statute.).

The estimate shall consider all blocks that will make up an evolutionary acquisition program (to the extent subsequent blocks can be defined).

Mission Critical Information System.  A "mission critical information system" is a system that meets the definition of "information system" and "national security system" in the Clinger-Cohen Act, the loss of which would cause the stoppage of warfighter operations or direct mission support of warfighter operations.  (Note: The designation of "mission critical" should be made by a Component Head, a Combatant Commander, or their designee)  A "mission critical information technology system" has the same meaning as a "mission critical information system."

(source: Operation of the Defense Acquisition System, 30 Oct 2002, Tab D)

SECNAV memo of 28 Mar 2001 authorized DON System Owners, Program Managers, and major claimants to make mission critical or mission essential information system designations. 

Mission Essential Information System.  A system that meets the definition of "information system" in the Clinger-Cohen Act, that the acquiring Component Head or designee determines is basic and necessary for the accomplishment of the organizational mission.  (Note:  The designation of "mission essential" should be made by a Component Head, a Combatant Commander, or their designee).  A "mission essential information technology system" has the same meaning as a "mission essential information system."

(source: Operation of the Defense Acquisition System, 30 Oct 2002, Tab D)

SECNAV memo of 28 Mar 2001 authorized DON System Owners, Program Managers, and major claimants to make mission critical or mission essential information system designations. 

National Security System (NSS).  Any telecommunications or information system operated by the U.S. Government, the function, operation, or use of which:

· Involves intelligence activities;

· Involves cryptologic activities related to national security;

· Involves command and control of military forces;

· Involves equipment that is an integral part of a weapon or weapons system; or,

· Subject to the limitation below, is critical to the direct fulfillment of military or intelligence missions.  This does not include a system that is to be used for routine administrative and business applications (including payroll, finance, logistics, and personnel management applications). (source: Clinger-Cohen Act, Section 5142)

Weapon System.  An item or set of items that can be used directly by warfighters to carry out missions.

(source: DAU Glossary of Defense Acquisition Terms and Acronyms)

CCA Compliance POCs

Who to contact if you need help…

	SUBJECT
	CODE
	PHONE
	EMAIL

	General CCA
	MCSC ACPROG
	703-784-0303
	webpubclingcoh@mcsc.usmc.mil

	General CCA
	HQMC CIO
	703-614-9469
	webpubclingcoh@mcsc.usmc.mil

	IA Strategy
	MCSC C4II/IA
	703-784-0844
	webpubclingcoh@mcsc.usmc.mil

	IT Registration
	HQMC C4 CP/CIO
	703-614-9792
	webpubclingcoh@mcsc.usmc.mil

	IT Registration
	MCSC C4II/IA
	703-784-0899
	webpubclingcoh@mcsc.usmc.mil

	IT Registration
	MCSC C4II/IA
	703-784-0900
	webpubclingcoh@mcsc.usmc.mil

	GIG Architecture
	MCSC

C4II/SE&I
	703-784-0721
	webpubclingcoh@mcsc.usmc.mil

	GIG Architecture
	HQMC C4

CP/CIO
	703-614-9792
	webpubclingcoh@mcsc.usmc.mil

	Business/

Performance Measurement
	HQMC C4

CP/CIO
	703-614-3490
	webpubclingcoh@mcsc.usmc.mil


You may also seek CCA guidance and assistance from your cognizant PROG analyst.

 TC "Enclosure 1 Excert From DoD Interim Guidance" EXCERPT FROM DOD Interim Guidance of 30 Oct 2002

“Operation of the Defense Acquisition System”

Per the Deputy Secretary of Defense, Defense Acquisition Interim Guidance of 30 Oct 02: 

TAB D

IT CONSIDERATIONS

D1. Mission Critical/Mission Essential IT Requirements.  Table 1 depicts Mission Critical/Mission Essential IT Requirements.

D1.1. Mission-Critical Information System.  A system that meets the definitions of “information system” and “national security system” in the Clinger-Cohen Act, the loss of which would cause the stoppage of warfighter operations or direct mission support of warfighter operations.  (Note: The designation of mission critical should be made by a Component Head, a Combatant Commander, or their designee.)  A “Mission-Critical Information Technology System” has the same meaning as a “Mission-Critical Information System.”
D1.2. Mission-Essential Information System.  A system that meets the definition of “information system” in the Clinger-Cohen Act, that the acquiring Component Head or designee determines is basic and necessary for the accomplishment of the organizational mission.  (Note: The designation of mission essential should be made by a Component Head, a Combatant Commander, or their designee.)  A “Mission-Essential Information Technology System” has the same meaning as a “Mission-Essential Information System.”
D.T1. Table 1.  Mission Critical/Mission Essential IT Requirements

	
	Mission Critical (MC) or
Mission Essential (ME)
	
	Non-MC or -ME

	Mission-Critical and Mission-Essential Information Systems
	NSS MDAP (MC)
	NSS (non-MDAP) (MC or ME)
	AIS (MC or ME)
	MAIS (ME)
	IT System
(non-Program) (ME)
	
	NSS (lower than ACAT I or IA)
	AIS  (lower than ACAT I or IA)
	IT System
(non-programs)

	Comply with CCA
	Yes
	Yes
	Yes
	Yes
	Yes
	
	Yes
	Yes
	Yes

	Confirm CCA Compliance to MDA and DoD CIO
	Yes
	Yes
	Yes
	Yes
	Yes
	
	No
	No
	No

	Register System with DoD CIO
	Yes
	Yes
	Yes
	Yes
	Yes
	
	No
	No
	No

	No contracts awarded until:

  1) System registered with DoD CIO

  2) DoD CIO determines information assurance strategy is appropriate

  3) System being developed in accordance with CCA
	Yes
	Yes
	Yes
	Yes
	Yes
	
	No
	No
	No


D2. IT System Procedures

D2.1. The MDA shall not approve program initiation or entry into any phase that requires milestone approval (to include full-rate production) for an acquisition program (at any level) for a mission-critical or mission-essential IT system until the Component CIO confirms that the system is being developed in accordance with the CCA.  At a minimum, the Component CIO’s confirmation shall include a written description of the three materiel questions of 3.6.2.1 and the considerations in Table 2, below.

D2.2. PMs shall prepare a table such as the one illustrated at Table 2 to indicate which acquisition documents correspond to the CCA requirements.  DoD Component CIOs shall use the acquisition documents identified in the table to assess CCA compliance.  The requirements for submission of written confirmation shall be satisfied by the DoD Component CIO’s concurrence with the PM’s CCA Compliance Table.  Issues related to compliance will be resolved via the Integrated Product Team process.

D2.3. For MDAP and MAIS programs, the Component CIO’s confirmation shall be provided to both the DoD CIO and the MDA. 

D2.4. DoD Components shall not award a contract for the acquisition of a mission-critical or mission essential IT system, at any level, until (1) the Component registers the system with the DoD CIO, (2) the DoD CIO determines the system has an appropriate information assurance strategy, and (3) the Component CIO confirms that the system is being developed in accordance with the CCA by complying with paragraph D2.1 (above).

D2.5. The requirement to confirm CCA compliance applies to milestone decisions for each increment of an evolutionary acquisition.  The requirements of the CCA apply to all IT (including NSS) acquisitions, but section D2.4 above applies only to mission-critical and mission-essential IT systems.

D2.6. Prior to Milestone C, for MAIS, the MDA shall approve, in coordination with DOT&E, the quantity and location of sites for a limited deployment for IOT&E.

D2.7. When use of commercial IT is considered viable, maximum leverage of and coordination with the DoD Enterprise Software Initiative shall be made.

D.T2. Table 2.  CCA Compliance Table

	Requirements Related to the Clinger-Cohen Act (CCA) of 1996
	Applicable Program Documentation **

	***Make a determination that the acquisition supports core, priority functions of the Department
	ICD Approval 

	***Establish outcome-based performance measures linked to strategic goals
	ICD, CDD, CPD and APB approval



	***Redesign the processes that the system supports to reduce costs, improve effectiveness and maximize the use of COTS technology
	Approval of the ICD, Concept of Operations, AoA, CDD, and CPD

	* No Private Sector or government source can better support the function
	Acquisition Strategy page XX, para XX

AOA page XX

	* An analysis of alternatives has been conducted
	AOA

	* An economic analysis has been conducted that includes a calculation of the return on investment; or for non-AIS programs, an LCCE has been conducted
	Program LCCE

Program Economic Analysis for MAIS



	There are clearly established measures and accountability for program progress
	Acquisition Strategy page XX

APB



	The acquisition is consistent with the Global Information Grid policies and architecture, to include relevant standards
	APB (Interoperability KPP)

C4ISP (IERS) 



	The program has an information assurance strategy that is consistent with DoD policies, standards and architectures, to include relevant standards
	Information Assurance Strategy

	To the maximum extent practicable, (1) modular contracting has been used, and (2) the program is being implemented in phased, successive increments, each of which meets part of the mission need and delivers measurable benefit, independent of future increments
	Acquisition Strategy page XX

	The system being acquired is registered
	Registration Data Base


* For weapons systems and command and control systems, these requirements apply to the extent practicable (40 U.S.C. 1451, reference(aj))

** The system documents/information cited are examples of the most likely but not the only references for the required information.  If other references are more appropriate, they may be used in addition to or instead of those cited.

***These requirements are presumed to be satisfied for Weapons Systems with embedded IT and for Command and Control Systems that are not themselves IT systems

 TC "Enclosure 2 Sample SME Staffing Package"Sample SME Staffing Package

Instructions to CCA Confirmation Reviewer:

Clinger-Cohen Act compliance must be confirmed prior to contract award and milestone decisions for all mission critical and mission essential Information Technology (IT) systems (see attachment 1).   Confirmation of CCA compliance consists of evaluating eleven (11) key items (see attachment 2).  You have been identified as a Subject Matter Expert (SME) on at least one of those 11 items.

Attachment 3 is the Program Manager’s CCA Compliance Table and Supporting Documentation for the Joint Warning and Reporting Network (JWARN) Program. 

Request you review the supporting documentation for CCA Table Item(s) 1 through 7 and 10, for sufficiency in relation to the spirit and intent of CCA and provide a written assessment of your findings.

To assist in developing your assessment, the checklist/table provided in attachment 4 is provided.  Request you prepare a CCA item level assessment for your assigned items.  To do that, fill in the checklist table for the item(s) you are reviewing.  You should either rate the CCA item as “compliant”, “marginal” or “non-compliant”.   Definitions of those rating criteria are provided with the table.  In addition, request you prepare one short paragraph for each CCA item(s) you are requested to review to summarize the results of your assessment.  The narrative summary may be included in the table as well.   Your input will be used to prepare the final CCA assessment for the program, which will address all 11 items.  

A sample item level assessment is provided in attachment 5 to help you understand the level of detail required, and the format for your response.  Note that the sample provided has inputs for all items.  This is done for completeness - item level assessments will address only select items.  Only the final CCA assessment will address all items.

Your input is due back to the sender of this email by COB 1 November 2002.

Thank you for your assistance in this matter.  Questions may be directed to your CCA Coordinator, identified below.

CCA Coordinator:  John Doe
Phone:  703-784-0303 

Email: doejj@mcsc.usmc.mil
Attachments:

(1)
 Excerpts from DoD Interim Guidance, "Operation of the Defense Acquisition System"      

(2)
ASN (RDA)/DON CIO memo of 6 June 02

(3)
JWARN CCA Compliance Table and Supporting Documentation

(4)
CCA Item Level Assessment Template

(5)
CCA Item Level Assessment Sample

 Sample CCA Item Level Assessment 

CLINGER-COHEN ACT (CCA) COMPLIANCE

Confirmation Assessment Checklist – Item Level Assessment – fill only unshaded areas

Program Name:  Joint Warning and Reporting Network (JWARN)

Reviewer/Items assigned/Date of Assessment:  Jane Doe, Items 1-7, 10

Contract Award: TBD

Milestone Approval:  TBD

	Review Area
	Compliant
	Marginal
	Non-Compliant
	Narrative Summary

	1. *Make determination that the acquisition supports core priority functions of the Department
(Confirm that the program has a valid mission need)
	X
	
	
	The approved USMC NBC HAZWARN Mission Needs Statement (MNS) dated Aug 1992 and an approved NBC Defense MNS dated Feb 1999 are confirmation that the JWARN program is compliant with the CCA on this key item.

	2.  * Establish outcome-based performance measures linked to strategic goals.
 (Outcome measures have been defined and clearly linked to strategic goals; outcome  

 measures have been approved by the MDA)
	X
	 
	
	The approved Joint ORD dated Feb 2001 and the JWARN APBA which is currently being staffed for approval in anticipation of a Milestone B decision are confirmation that the JWARN program is compliant with the CCA on this key item.   

	3. * Redesign the processes to reduce costs, improve effectiveness and maximize the use of COTS technology.
 (“To be” processes have been defined and documented; acquisition strategy

 addresses use of COTS)
	X
	
	
	The approved USMC NBC HAZWARN MNS dated Aug 1992, Joint ORD dated Feb 2001, AoA dated April 1999, USMC CONOPS of June 2002, and the approved Acquisition Strategy are confirmation that the JWARN program is compliant with the CCA on this key item.

	4. * * No private sector or government source can better support the function.
 (Acquisition strategy identifies sourcing determination and rationale)
	X
	
	
	The approved Acquisition Strategy is confirmation that the JWARN program is compliant with the CCA on this key item.  Two industry days have been conducted and potential sources have been identified and industry proposals have been received.

	5. * * An Analysis of Alternatives has been conducted
 (AOA considers new technology solutions such as web-enabled systems; AOA approved 

 by program sponsor and MDA)

	X
	
	
	The JWARN AoA conducted during 1999 is confirmation that the JWARN program is compliant with the CCA on this key item.  The AoA determined that technology solutions existed in the market place and it was simply an engineering design effort to meet the JWARN performance specifications.  

	6. * *  An economic analysis has been conducted that includes a calculation of the return on investment; or for non-AIS programs, an LCCE has been conducted.
(Thorough and well-documented ROI calculations; program costs are consistent; LCCE represents a realistic appraisal of the level of cost most likely to be realized) 
	X
	
	
	The JWARN LCCE dated May 2002 is confirmation that the JWARN program is compliant with the CCA on this key item.  The JWARN LCCE represents a realistic appraisal of the level of cost the program will incur.  

	7.  There are clearly established measures and accountability for program progress
(Metrics adequately measure current program progress; program control and MDA-level management insight process is clearly defined)
	X
	
	
	The approved Joint ORD dated Feb 2001, the approved JWARN Acquisition Strategy, and the JWARN APBA which is currently being staffed for approval in anticipation of a Milestone B decision are confirmation that the JWARN program is compliant with the CCA on this key item.  Performance objectives/thresholds, schedules, critical engineering events, and exit criteria to move to the next stage are clearly identified in the program documentation.  

	8.  The acquisition is consistent with the Global Information Grid policies and architecture, to include relevant standards
( IT architecture is developed in accordance with the GIG policies and appropriate provisions of the DoD C4ISR Architecture Framework and Joint Technical Architecture; program is compliant with DII COE level 3 or higher) 
	
	
	
	

	9.  The program has an information assurance strategy that is consistent with DoD policies, standards, and architectures, to include relevant standards
(IA reqmts are addressed throughout the program life cycle; IA reqmts derived from the ORD are incorporated into program design activities; information system survivability is addressed by incorporating protection, detection, reaction and reconstitution capabilities into the system design; all security reqmts are included in test strategies; successful certification and accreditation in accordance with DITSCAP)
	
	
	
	

	10.  To the maximum extent practicable, (1) modular contracting has been used, and (2) the program is being implemented in phased, successive blocks, each of which meets part of the mission need and delivers a measurable benefit, independent of future blocks.

(Program schedule and milestones reflect phased implementation approach; each block results in stand-alone functional capability)
	X
	
	
	The approved Acquisition Strategy confirms that the JWARN program is compliant with the CCA on this key item.  The JWARN program is using an evolutionary acquisition approach that divides the program into three blocks and a P3I effort to meet the emerging needs of the Warfighter.

	11. The system being acquired is registered.  
(program  registered; identify registration ID number)
	
	
	
	


* These requirements are presumed to be satisfied for Weapons Systems with embedded IT and for Command and Control Systems that are not themselves IT systems.  

** For weapons systems and command and control systems, these requirements apply to the extent practicable (40 U.S.C. §1451)

Rating Scale:

Compliant = Fully complies with the letter and intent of the Clinger-Cohen Act

Marginal (see note) = Complies with the intent/spirit of the Clinger-Cohen Act, if not the letter

Non-Compliant (see note) = Shows no evidence of compliance

Note:  Non-compliance of any individual CCA item  may result in the determination that the program is not CCA compliant dependent upon the rationale for the non-compliant rating(s) and the number of non-compliant ratings assigned. 
.  Marginal rating(s) may result in the determination that the program is not CCA compliant dependent upon the rationale for the marginal rating(s) and the number of marginal ratings assigned. 
 TC "Enclosure 3 Completed CCA Assessment Sample"Completed CCA Assessment Sample

CLINGER-COHEN ACT (CCA) COMPLIANCE

Confirmation Assessment

Program Name:  Joint Warning and Reporting Network (JWARN) Program

Reviewers/Date of Assessment:  Mr. Cohen, USMC CIO; Ms. Clinger, MCSC PROG;  6 November 2002.  

Review and assessment is based on consolidation and synthesis of input from the following individuals:

HQMC:  John Doe (IA), Jane Doe (Architectures),  John Doe (Architectures), Jane Doe (CIO)

MCSC:  John Doe (IA), Jane Doe (Architectures), John Doe (Program Assessment)

Milestone Approval:  ACAT III Milestone B for Block II; Milestone date TBD.  

Recommendation:  The CCA Coordinators assess the overall CCA compliancy of JWARN as Acceptable.  Recommendation is to Sign CCA Cover letter, constituting formal confirmation of CCA compliance.

	Review Area
	Compliant
	Marginal
	Non-Compliant
	Narrative Summary

	1. *Make determination that the acquisition supports core priority functions of the Department
(Confirm that the program has a valid mission need)
	X
	
	
	Compliance is presumed in accordance with OSD memo of 8 March 02 due to the existence of a USMC MNS for a NBC Hazard and Warning System (NBC 1.15) and a DoD MNS for NBC Defense (NBC 221 approved 02/22/99).

	2.  * Establish outcome-based performance measures linked to strategic goals.
 (Outcome measures have been defined and clearly linked to strategic goals; outcome  

 measures have been approved by the MDA)
	
	X
	
	Compliance is presumed in accordance with OSD memo of 8 March 02 due to the existence of a USMC MNS for a NBC Hazard and Warning System (NBC 1.15), JWARN ORD of 22 Feb 02.  This item is rated as marginal due to the fact that at the time of this writing the APBA was being staffed for approval, but not yet approved.

	3. * Redesign the processes to reduce costs, improve effectiveness and maximize the use of COTS technology.
 (“To be” processes have been defined and documented; acquisition strategy

 addresses use of COTS)
	X
	
	
	Compliance is presumed in accordance with OSD memo of 8 March 02 due to the existence of a USMC MNS for a NBC Hazard and Warning System (NBC 1.15), JWARN ORD of 22 Feb. 02, JWARN AoA of 13 Apr. 99, and USMC CONOPS of 3 Jun. 02.

	4. * * No private sector or government source can better support the function.
 (Acquisition strategy identifies sourcing determination and rationale)
	X
	
	
	The approved Acquisition Strategy is confirmation that the JWARN program is compliant with the CCA on this key item.  Two industry days have been conducted and potential sources have been identified and industry proposals have been received.


	Review Area
	Compliant
	Marginal
	Non-Compliant
	Narrative Summary

	5. * * An Analysis of Alternatives has been conducted
 (AOA considers new technology solutions such as web-enabled systems; AOA approved 

 by program sponsor and MDA)

	
	X
	
	An Analysis of Alternatives for JWARN was published on 13 April 1999.   The AoA describes 3 alternatives (status quo, upgraded status quo, total system integration).  However cost-benefit analysis of other systems/models could not be executed due to a “Lack of comparable systems and costing information”.  The status quo was rejected as unacceptable, but the AoA concluded “No other system is considered similar in capabilities to JWARN.  This was determined through a market survey”.  Alternatives to JWARN (other than status quo) do not exist, so they cannot be compared and evaluated.

	6. * *  An economic analysis has been conducted that includes a calculation of the return on investment; or for non-AIS programs, an LCCE has been conducted.
(Thorough and well-documented ROI calculations; program costs are consistent; LCCE represents a realistic appraisal of the level of cost most likely to be realized) 
	X
	
	
	A JWARN Life Cycle Cost Estimate was published in May 2002.   Total life cycle cost was estimated, and risk factors and statistical probabilities were incorporated into the cost analysis.   Cost estimates were detailed, and broken down in a multitude of categories (appropriation category, year and service, confidence levels, government/contractor, unit cost, etc.)  Methodology included “parametric cost estimating relationships, analogous systems review, historical cost projections from earlier blocks, and engineering cost estimates”. 

	7.  There are clearly established measures and accountability for program progress
(Metrics adequately measure current program progress; program control and MDA-level management insight process is clearly defined)
	X
	
	
	The approved Joint ORD dated Feb 2001, the approved JWARN Acquisition Strategy, and the JWARN APBA which is currently being staffed for approval in anticipation of a Milestone B decision are confirmation that the JWARN program is compliant with the CCA on this key item.  Performance objectives/thresholds, schedules, critical engineering events, and exit criteria to move to the next stage are clearly identified in the program documentation.  


	Review Area
	Compliant
	Marginal
	Non-Compliance
	Narrative Summary

	8.  The acquisition is consistent with the Global Information Grid policies and architecture, to include relevant standards
( IT architecture is developed in accordance with the GIG policies and appropriate provisions of the DoD C4ISR Architecture Framework and Joint Technical Architecture; program is compliant with DII COE level 3 or higher) 
	
	X
	
	Documentation provided did not fully support JWARN compliance to GIG architecture.  However, in reviewing the latest draft JWARN C4ISP, compliance to the GIG policies and architecture is implied, though not thoroughly documented.  JWARN is expected to be COE Level 7, and though not a computer nor network system in itself, it rides on the software of other C4I systems:  GCCS, GCCS-M, TBMCS, and DoDIIS (Block II).  JWARN compliance to the GIG architecture is entirely dependent on the C4I systems and architecture on which it is loaded.  The DoD C4ISR Architecture Framework products provided in the latest draft JWARN C4ISP thoroughly document the architecture for JWARN.  The only exception is with the TV-1, which needs additional work to document JTA compliance.  

	9.  The program has an information assurance strategy that is consistent with DoD policies, standards, and architectures, to include relevant standards
(IA reqmts are addressed throughout the program life cycle; IA reqmts derived from the ORD are incorporated into program design activities; information system survivability is addressed by incorporating protection, detection, reaction and reconstitution capabilities into the system design; all security reqmts are included in test strategies; successful certification and accreditation in accordance with DITSCAP)
	X
	
	
	JWARN has established a standard process, set of activities, general tasks, and a structure to certify and accredit this system.  JWARN, has established appropriate security requirements, design to meet those requirements, and the documentation to support the four phases of the DITSCAP process. 

The JWARN software C&A plan complies with applicable DITSCAP policy.  JITC has been designated to provide IA oversight and each service will be involved in security testing during each development block.  The JWARN IA strategy calls for review and update of the security plan after each software modification and at each milestone; DAA signature is required prior to full rate production.

	10.  To the maximum extent practicable, (1) modular contracting has been used, and (2) the program is being implemented in phased, successive blocks, each of which meets part of the mission need and delivers a measurable benefit, independent of future blocks.

(Program schedule and milestones reflect phased implementation approach; each block results in stand-alone functional capability)
	X
	
	
	The approved Acquisition Strategy confirms that the JWARN program is compliant with the CCA on this key item.  The JWARN program is using an evolutionary acquisition approach that divides the program into three blocks and a P3I effort to meet the emerging needs of the Warfighter.

	11. The system being acquired is registered.  
(program  registered; identify registration ID number)
	X


	
	
	JWARN is registered with the DOD CIO in the OSD's MissiCritical/Mission Essential (MC/ME) IT Systems Registry as of 2 October 2002.  The assigned system identifier is BK020359.


* These requirements are presumed to be satisfied for Weapons Systems with embedded IT and for Command and Control Systems that are not themselves IT systems.  

** For weapons systems and command and control systems, these requirements apply to the extent practicable (40 U.S.C. §1451)

Rating Scale:

Compliant = Fully complies with the letter and intent of the Clinger-Cohen Act

Marginal (see note) = Complies with the intent/spirit of the Clinger-Cohen Act, if not the letter

Non-compliant (see note) = Shows unacceptable level of compliance with the Clinger-Cohen Act

Note:  Non-compliance of any individual CCA item could, but will not necessarily result in the determination that the program is not CCA compliant.  Marginal rating(s) may result in the determination that the program is not CCA compliant dependent upon the rationale for the marginal rating(s) and the number of marginal ratings assigned. 
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 TC "Appendix A CCA Assessment Criteria Guide"CCA Assessment Criteria Guide

1.  Core Mission Analysis Description

Description.  Summarize the results of the core mission analysis that the acquisition program supports.

Benchmark.  Validated mission need. Combat or weapon system or an integral part of a weapons system, Joint operations and support of the warfighter, Designated as a National Security System

Potential sources.  Mission Need Statement MNS), Operational Requirements Document (ORD), Analysis of Alternatives (AOA), Initial Capabilities Document (ICD).

2.  Outcome-based Performance Measures
Description.  Identify the outcome measures that will be used to measure program performance and how they are linked to strategic goals.

Benchmark.  Outcome measures have been defined and clearly linked to strategic goals; outcome measures have been approved by the MDA.  Means of assessing measures after deployment.

Potential sources.  Performance Measurement Plan, MNS, ORD, APB Organizational Strategic Plan, Mission Area Performance Plan, Initial Capabilities Document (ICD), Capability Development Document (CDD), Capability Production Document (CPD).
3.  Process Redesign

Description.  Describe actions taken to redesign existing processes to reduce costs, improve effectiveness and maximize the use of Commercial Off-The-Shelf (COTS) technology.  If the acquisition program supports a newly developed process, describe the development of the process.
Benchmark.  “To be” processes have been defined and documented; acquisition strategy addresses use of COTS.  Enablement of future process reengineering.
Potential sources.  Acquisition Plan (AP), Business Case Analysis (BCA), MNS, Operational Requirements Document (ORD), COO, AOA, ICD, CDD, CPD

4.  Sourcing Determination

Description.  Summarize the analysis that shows that no private sector or government source can better provide the function.

Benchmark.  Consideration of commercial, small business, and intra-Government agencies as potential sources. 

Potential Sources.  AOA, Acquisition Strategy (AS), Market survey
5.  Analysis of Alternatives

Description.  Identify and briefly discuss the alternatives examined prior to program initiation. Discuss the methodology and criteria used to evaluate alternatives.

Benchmark.  AOA considers new technology solutions such as web-enabled systems; AOA approved by Program Sponsor and Milestone Decision Authority (MDA).  Alternatives identified, Payback period identified.

Potential source.  AOA, Business Case Analysis, Trade Survey, Cost and Operational Effectiveness Analysis (COEA) accomplished.

6.  Economic Analysis (EA) or Life Cycle Cost Estimate (LCCE)

Description.  For Automated Information System (AIS) programs, briefly describe the economic analysis to include a calculation of the Return On Investment (ROI).  For non-AIS programs, briefly describe the program LCCE.

Benchmark.  Thorough and well-documented ROI calculations; Cost/Benefit Analysis conducted in accordance with Appendix B of the DON CIO IT investment Portfolio Management Guide; program cost estimates are consistent; LCCE presents a realistic appraisal of the level of cost most likely to be realized.

Potential sources.  EA, LCCE

7.  Program Status Measurement
Description.  Describe the process and metrics for measuring program progress to include cost, schedule, and technical performance.

Benchmark.  Metrics adequately measure current program progress; program control and MDA-level management insight process is clearly defined.  Key Performance Parameters (KPPs) identified, Periodic program management reviews, Quarterly metrics reviews.
Potential source.  EVMS, CPR, Approved Acquisition Program

Baseline (APB), AS

8.  Architecture and Standards

Description.  Describe program compliance with Global Information Grid (GIG) policies and architecture, including relevant standards.

Benchmark.  For joint programs, the IT architecture developed in

accordance with the GIG policies and appropriate provisions of the DoD C4ISR Architecture Framework Program and Joint Technical Architecture (JTA); program is compliant with DII COE Level 3 or higher.  Compliance with the Joint Technical Architecture, Defense Information Infrastructure, Common Operating Environment, and/or the C4ISR Architecture Framework, Compliance with the Global Information Grid (GIG) Capstone Requirements, Open systems architecture and Defense in depth approach.

Potential sources.  C4I Support Plan (C4ISP), USMC COE Compliance Certification Process Guide, ORD and APB.
9.  IA Strategy 

Description.  Information Assurance (IA) strategy consistent with

Department of Defense (DoD) policies, standards, and architectures.

Benchmark.  Security elements (e.g. Availability, survivability, integrity, authenticity, confidentiality, and non-repudiation of information) identified.  IA requirements in ORD.  Designated Approval Authority identified. Statement of consistency with DOD policies, standards and architectures.  Completed Defense Information Technology Security Certification and Accreditation Process (DITSCAP) accreditation.  Privacy Act compliance

Potential sources.  Information Assurance Strategy, System Security Authorization Agreement (SSAA), Program Protection Plan, System Security Policy document, System Security Plan
10.  Modular Contracting/Phased Implementation
Description.  Describe the extent to which a modular contracting approach is being utilized.  Describe the extent to which the program is being implemented in phased, successive blocks, each of which meets part of the mission need and delivers a measurable benefit, independent of future blocks.

Benchmark.  Program schedule and milestones reflect phased

implementation approach; each block results in stand-alone functional capability. Development in iterations or spiral development methodology, Phased implementations, Use of multiple contracts, Identification of “usable assets”
Potential sources.  AP, AS, ORD, 

11.  DoD IT Registry

Description.  The system being acquired is registered.  

Benchmark.  Registration Database number assigned.
Potential sources.  Registration Database.
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This page contains links to various documents/handbooks referenced in this guide.  Click on the respective icons to view/print.

DoD Joint Memorandum, Clinger-Cohen Act Compliance Policy, 08 March 2002:
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DON Joint Memorandum, Clinger-Cohen Act Compliance Policy, 06 June 2002:
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DoD Joint Memorandum, Clinger-Cohen Act Compliance Policy for Major Automated Information Systems, 19 June 2002:
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DON IT Registration Database Guidance:
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SECNAV Memorandum, Designation of Mission Critical and Mission Essential Information Systems, 28 Mar 2001:
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Revised IT Procurement Approval Process Message:
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FY 2000 DoD Appropriations Act (Sec 8121) 
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FY 2001 National Defense Authorization Act (Sec. 811):
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FY 2001 DoD Appropriations Act (Sec. 8102):
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FY 2002 DoD Appropriations Act (Sec. 8104):



[image: image10.wmf]"Sec 8104.pdf"


FY 2003 DoD Appropriations Act (Sec. 8088):
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This page contains templates useful to completing the CCA Compliance Table and CCA Package.  Click on the respective icons to view/print.

CCA Compliance Table Template:
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CCA Staffing Email Template:
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CCA Item Level Assessment Template:
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CCA Assessment Template:
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CCA Cover Letters:
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� Use of the terms CCA Confirmation and CCA Certification are not meant to imply that the Confirmation or Certification requirements come from CCA.  Confirmation and Certification are administrative processes imposed by Congress in other legislation and by OSD in regulation.





�PAGE \# "'Page: '#'�'"  ��Description:  Summarize the results of the core mission analysis that the acquisition program supports.


Benchmark:  Validated mission need. Combat or weapon system or an integral part of a weapons system, Joint operations and support of the warfighter, Designated as a National Security System


Potential sources:  Mission Need Statement MNS),Operational Requirements Document (ORD), Analysis of Alternatives (AOA), Initial Capabilities Document (ICD).





�PAGE \# "'Page: '#'�'"  ��Description:  Identify the outcome measures that will be used to measure program performance and how they are linked to strategic goals.


Benchmark:  Outcome measures have been defined and clearly linked to strategic goals; outcome measures have been approved by the MDA.  Means of assessing measures after deployment.


Potential sources:  Performance Measurement Plan, MNS, ORD, APB Organizational Strategic Plan, Mission Area Performance Plan, Initial Capabilities Document (ICD), Capability Development Document (CDD), Capability Production Document (CPD).





�PAGE \# "'Page: '#'�'"  ��Description:  Describe actions taken to redesign existing processes to reduce costs, improve effectiveness and maximize the use of Commercial Off-The-Shelf (COTS) technology.  If the acquisition program supports a newly developed process, describe the development of the process.


Benchmark:  “To be” processes have been defined and documented; acquisition strategy addresses use of COTS.  Enablement of future process reengineering.


Potential sources:  Acquisition Plan (AP), Business Case Analysis (BCA), MNS, Operational Requirements Document (ORD), COO, AOA, ICD, CDD, CPD





�PAGE \# "'Page: '#'�'"  ��Description:  Summarize the analysis that shows that no private sector or government source can better provide the function.


Benchmark:  Consideration of commercial, small business, and intra-Government agencies as potential sources. 


Potential Sources: AOA, Acquisition Strategy (AS), Market survey





�PAGE \# "'Page: '#'�'"  ��Description:  Identify and briefly discuss the alternatives examined prior to program initiation. Discuss the methodology and criteria used to evaluate alternatives.


Benchmark:  AOA considers new technology solutions such as web-enabled systems; AOA approved by Program Sponsor and Milestone Decision Authority (MDA).  Alternatives identified, Payback period identified.


Potential source:  AOA, Business Case Analysis, Market Survey, Cost and Operational Effectiveness Analysis (COEA) accomplished.





�PAGE \# "'Page: '#'�'"  ��Description:  For Automated Information System (AIS) programs, briefly describe the economic analysis to include a calculation of the Return On Investment (ROI).  For non-AIS programs, briefly describe the program LCCE.


Benchmark:  Thorough and well-documented ROI calculations; Cost/Benefit Analysis conducted in accordance with Appendix B of the � HYPERLINK "http://www.don-imit.navy.mil/tools_and_downloads.asp?type=project&recID=11" ��DON CIO IT investment Portfolio Management Guide�; program cost estimates are consistent; LCCE presents a realistic appraisal of the level of cost most likely to be realized.


Potential sources:  EA, LCCE





�PAGE \# "'Page: '#'�'"  ��Description:  Describe the process and metrics for measuring program progress to include cost, schedule, and technical performance.


Benchmark:  Metrics adequately measure current program progress; program control and MDA-level management insight process is clearly defined.  Key Performance Parameters (KPPs) identified, Periodic program management reviews, Quarterly metrics reviews.


Potential source:  EVMS, CPR, Approved Acquisition Program


Baseline (APB), AS





�PAGE \# "'Page: '#'�'"  ��Description:  Describe program compliance with Global Information Grid (GIG) policies and architecture, including relevant standards.


Benchmark:  For joint programs, the IT architecture developed in


accordance with the GIG policies and appropriate provisions of the DoD C4ISR Architecture Framework Program and Joint Technical Architecture (JTA); program is compliant with DII COE Level 3 or higher.  Compliance with the Joint Technical Architecture, Defense Information Infrastructure, Common Operating Environment, and/or the C4ISR Architecture Framework, Compliance with the Global Information Grid (GIG) Capstone Requirements, Open systems architecture and Defense in depth approach.


Potential sources:  C4I Support Plan (C4ISP), USMC COE Compliance Certification Process Guide, ORD and APB.





�PAGE \# "'Page: '#'�'"  ��Description:  Information Assurance (IA) strategy consistent with


Department of Defense (DoD) policies, standards, and architectures.


Benchmark:  Security elements (e.g. Availability, survivability, integrity, authenticity, confidentiality, and non-repudiation of information) identified.  IA requirements in ORD.  Designated Approval Authority identified. Statement of consistency with DOD policies, standards and architectures.  Completed Defense Information Technology Security Certification and Accreditation Process (DITSCAP) accreditation.  Privacy Act compliance


Potential sources:  Information Assurance Strategy, System Security Authorization Agreement (SSAA), Program Protection Plan, System Security Policy document, System Security Plan





�PAGE \# "'Page: '#'�'"  ��Description:  Describe the extent to which a modular contracting approach is being utilized.  Describe the extent to which the program is being implemented in phased, successive blocks, each of which meets part of the mission need and delivers a measurable benefit, independent of future blocks.


Benchmark:  Program schedule and milestones reflect phased


implementation approach; each block results in stand-alone functional capability. Development in iterations or spiral development methodology, Phased implementations, Use of multiple contracts, Identification of “usable assets”


Potential sources:  AP, AS, ORD, 





�PAGE \# "'Page: '#'�'"  ��Description:  The system being acquired is registered.  


Benchmark:  Registration Database number assigned.


Potential sources:  Registration Database.	
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Notification.

SEC. 81062. Notwithstanding any other provision in this Act,
the total amount appropriated in this Act is hereby reduced by
$262,000,000, to reduce cost growth in travel, to be distributed
as follows:

“Operation and Maintenance, Army”, $21,000,000;

“Operation and Maintenance, Navy”, $14,000,000;

“Operation and Maintenance, Marine Corps”, $4,000,000;

“Operation and Maintenance, Air Force”, $180,000,000;

“Operation and Maintenance, Defense-wide”, $20,000,000;

“Operation and Maintenance, Army Reserve”, $4,000,000;

“Operation and Maintenance, Navy Reserve”, $2,000,000;

“Operation and Maintenance, Air Force Reserve”,
$5,000,000;

“Operation and Maintenance, Army National Guard”,
$6,000,000; and

“Operation and Maintenance, Air National Guard”,
$6,000,000.

SEc. 8103. During the current fiscal year, refunds attributable
to the use of the Government travel card, refunds attributable
to the use of the Government Purchase Card and refunds attrib-
utable to official Government travel arranged by Government Con-
tracted Travel Management Centers may be credited to operation
and maintenance accounts of the Department of Defense which
are current when the refunds are received.

SEC. 8104. (a) REGISTERING FINANCIAL MANAGEMENT INFORMA-
TION TecHNnoLoGcy SysteMs WiTH DOD CHIEF INFORMATION
OFFICER.—None of the funds appropriated in this Act may be used
for a mission critical or mission essential financial management
information technology system (including a system funded by the
defense working capital fund) that is not registered with the Chief
Information Officer of the Department of Defense. A system shall
be considered to be registered with that officer upon the furnishing
to that officer of notice of the system, together with such information
concerning the system as the Secretary of Defense may prescribe.
A financial management information technology system shall be
considered a mission critical or mission essential information tech-
nolﬁgy)system as defined by the Under Secretary of Defense (Comp-
troller).

(b) CERTIFICATIONS AS TO COMPLIANCE WITH FINANCIAL
MANAGEMENT MODERNIZATION PLAN.—(1) During the current fiscal
year, a financial management major automated information system
may not receive Milestone I approval, Milestone II approval, or
Milestone IIT approval, or their equivalent, within the Department
of Defense until the Under Secretary of Defense (Comptroller) cer-
tifies, with respect to that milestone, that the system is being
developed in accordance with the Department’s Financial Manage-
ment Modernization Plan. The Under Secretary of Defense (Comp-
troller) may require additional certifications, as appropriate, with
respect to any such system.

(2) The Chief Information Officer shall provide the congres-
sional defense committees timely notification of certifications under
paragraph (1).

(c) DEFINITIONS.—For purposes of this section:

(1) The term “Chief Information Officer” means the senior
official of the Department of Defense designated by the Sec-
retary of Defense pursuant to section 3506 of title 44 United
States Code.
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MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS



CHAIRMAN OF THE JOINT CHIEFS OF STAFF



UNDER SECRETARIES OF DEFENSE



DIRECTOR, DEFENSE RESEARCH AND ENGINEERING



ASSISTANT SECRETARIES OF DEFENSE



GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE



INSPECTOR GENERAL OF THE DEPARTMENT OF DEFENSE



DIRECTOR, OPERATIONAL TEST AND EVALUATION



ASSISTANTS TO THE SECRETARY OF DEFENSE



DIRECTOR, ADMINISTRATION AND MANAGEMENT



DIRECTORS OF THE DEFENSE AGENCIES



DIRECTORS OF THE DOD FIELD ACTIVITIES


SUBJECT: 
Department of Defense Information Technology (IT) Registry Guidance.
 


This policy memorandum updates and supersedes the ASD (C3I) memorandum, “DoD Information Technology (IT) Registry,” February 21, 2001.


The Department currently maintains an Information Technology (IT) Registry to provide an accurate and reliable enterprise-wide systems inventory.  The DoD Components system owners have made this possible by diligently registering and keeping current their mission critical and mission essential systems.  The purpose of this memorandum is to ask your support in making the IT Registry an even more integral component of the DoD enterprise.  


The IT Registry is being expanded to meet new statutory and management reporting requirements in the areas of financial management, information security, and public key enabling.  The attached DoD IT Registry Guidance provides mandatory reporting requirements and deadlines, database schema, data submission instructions, and points of contact.


Your continued support and cooperation are absolutely essential to the ultimate success of the DoD IT Registry.  I encourage DoD Component CIOs to actively participate in the ongoing expansion of the IT Registry to ensure that the data is populated in a timely and accurate manner, and serves the needs of the Department.  Your ideas regarding how we can make the DoD IT Registry better serve the Department are always welcome.  


My point of contact for this memorandum and the DoD IT Registry is Dr. Asghar Noor, 703-602-0980, ext. 181 or email: asghar.noor@osd.mil.


John P. Stenbit
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DoD IT Registry Guidance 
 


Introduction:  


The Department currently maintains the Information Technology (IT) Registry to provide an accurate and reliable enterprise-wide systems inventory.   Information from the Registry is used as a basis of regular reporting to Congress, the Office of Management and Budget, and other stakeholders.


The need for a central authoritative IT information repository became clear in late 1990’s when DoD wanted to define the scope and complexity of Y2K problem. At that time, the Department could not identify the number of IT systems it owned, operated, and maintained -- let alone determine how many were at risk. With the top down support from the Secretary of Defense, Deputy Secretary of Defense, and the Assistant Secretary of Command, Control Communications, and Intelligence (C3I), the DoD Y2K Database was created. The Y2K Database was the prime means by which the Department was able to manage and measure progress in overcoming the Y2K challenge.  It was the basis for providing authoritative information to Congress and the Secretary of Defense. There has been a continuing need to maintain an accurate, current inventory of the Department’s IT assets. 


IT best practices require that organizations maintain a complete inventory of their IT systems. Congress recognized the value of such an authoritative source of information and mandated that DoD maintains the IT Registry [The Floyd D. Spence National Defense Authorization Act for Fiscal Year 2001, Section 811 (a)].  Congress directed that Services and Agencies register their Mission Critical (MC) and Mission Essential (ME) IT systems in this database and also, required Chief Information Officers (CIOs) to certify their registry data’s accuracy. Furthermore, Congress directed OSD to provide a report to the Hill on the Department’s status complying with the law. 


The Department’s current IT Registry is derived from the Y2K Database. Communities in the Department have recognized the value of the IT Registry and have started to use it as a common information collection and analysis tool. These data submission requirements is designed to allow the Department to build on the efforts of those communities and eliminate multiple data calls in the future. It is intended to institutionalize the data collection process and consolidate fragmented reporting schedules into one cohesive schedule that provides predictability to OSD’s information needs.   


The current IT Registry is used to collect data on MC and ME IT systems.   The IT Registry is being expanded to meet new statutory and management reporting requirements in the areas of financial management, information security, and public key enabling.  Tabs B, C, and D of this guide detail requirements for further information on, Financial Management Systems (FMS), Government Information Security Reporting Act (GISRA), and Public Key Enabling (PKE) reporting requirements respectively.  With this expansion, the existing content will be enriched and made more valuable.


Applicability:  


These procedures apply to the Office of the Secretary of Defense (OSD), the Military Departments, the Chairman of the Joint Chiefs of Staff, the Combatant Commands, the Inspector General of the Department of Defense (IG, DoD), Defense Agencies, and DoD Field Activities (hereafter referred to collectively as "the DoD Components"). 

Responsibilities:


· Office of the Secretary of Defense is responsible for managing the DoD IT Registry to support the mission of the Department of Defense.


· DoD Component CIO’s are responsible for certifying by letter to the DoD CIO that they complied with the registration and/or updating requirements as identified in this instruction. These certification letters are to be provided annually by April 30.

· DoD Component system owners are responsible for providing information as stated in this instruction covering the following areas:


· MC/ME IT systems registration  and update,


· Financial Management Systems (FMS) data, 


· Government Information Security Reform Act (GISRA) data,


· Public Key Enabling reportable data.


Registration Locations:


· Unclassified IT systems are registered in the NIPRNET at https://www.itdb.c3i.osd.mil. 


· Systems classified as SECRET are registered on the SIPRNET at http://207.85.97.11. 


· SCI systems are registered by sending the information  to Mr. Ray Boyd, until a web site is established allowing automated collection of information.

· Outside Envelope (Classified mailing address)   



449-5344-BA78



DIA/SV/4B



Pentagon

· Inside Envelope



DoD ODCIO (C3I)



ATTN:  Ray Boyd



Room 3E243



Pentagon



703-602-0980, ext. 180


Reporting Schedule:  


The current reporting schedules for the 2002 are:


		CATEGORY

		DATE



		

		March 30*

		June 30

		SEP 30

		DEC 30



		Section 811, FY 01 NDAA

		Populate and/or update Registry with Mission Critical/Mission Essential IT Systems.


Certification letter from Component CIO to DoD CIO stating that all MC/ME IT systems have been registered is due on April 30.


* annual recurring requirement




		Populate and/or update Registry with MC/ME IT Systems.

		Populate and/or update Registry with MC/ME IT Systems.

		Populate and/or update Registry with MC/ME IT Systems.



		Financial Management Systems (FMS)

		N/A

		     N/A

		N/A

		Register all Financial Management Systems.



		Government Information Security Reporting Act (GISRA)

		N/A

		Populate and/or update Registry with GISRA information for the selected system.



		N/A

		N/A



		Public Key Enabling (PKE)

		N/A

		N/A

		N/A

		Populate and/or update Registry with PK-Enabling Applications/Web Servers/Networks data.


PKE Policy compliance letter from the Components CIOs to the DoD CIO.





Point of Contact Information: 


		PROGRAM

		NAME

		ORGANIZATION

		PHONE

		EMAIL



		Section 811, FY 01 National Defense Authorization Act Reporting

		Dr. Asghar Noor

		OSD C3I DCIO




		(703) 602-0980, x181

		asghar.noor@osd.mil



		Financial Management Systems

		Mr. John Makepeace

		OUSDC

		(703) 607-5701

		makepeaj@osd.pentagon.mil



		Government Information Security Reporting Act

		Mr. John Hunter

		OSD C3I – DIAP

		(703) 602-9978

		john.hunter@osd.mil



		

		Mr. Noel Johnson

		OSD C3I – DIAP


(Contract Support)

		(703)602-9964

		noel.johnson@osd.mil



		Public Key Enabling

		Eustace King

		OSD C3I DIAP

		(703) 602-9969

		eustace.king@osd.mil



		

		Mr. Dave West

		OSD C3I DIAP

		(703) 604-0501

		david.west@osd.mil





Reporting Mandates:

TAB A: Mission Critical/Mission Essential (MC/ME) Systems.   References:


· Public Law 104-106 FY 1996 Defense Authorization Act Clinger-Cohen Act of 1996 Division E (also known as The Information Technology Management Reform Act (ITMRA) of 1996). 


· The Floyd D. Spence National Defense Authorization Act for Fiscal Year 2001, Section 811 (a).


· Secretary of Defense Memorandum “Implementation of Subdivision E of the Clinger-Cohen Act of 1996 (Public Law 104-106)”, June 2, 1997.


· DoDI 5000.2, Section 4.7.3.1.5.


TAB B: Financial Management Systems.  Reference:


· Section 8104 FY ‘02 Appropriations Act.

TAB C:  Government Information Security Reporting Act (GISRA).   References:


· Government Information Security Reform Act - Subtitle G of the National Defense Authorization Act for Fiscal Year 2001 (P.L. 106-398).


· DoD Chief Information Officer Memorandum, March 15, 2002, Subject: Department of Defense Implementation of Government Information Security Reform for Fiscal Year 2002.


TAB D:  Public Key Enabling (PKE).  References:


· DoD Chief Information Officer Memorandum, subject:  "Public Key Enabling (PKE) of Applications, Web Servers, and Networks for the Department of Defense",  May, 17, 2001.


· DoD Chief Information Officer Memorandum, subject: "Department of Defense (DoD) Public Key Infrastructure",   August 12, 2000.


· Assistant Secretary of Defense for Command, Control, Communications and Intelligence (C3I) Memorandum, subject: "Public Key Infrastructure (PKI) Policy Update", May 21, 2002.


TAB E: Definitions: DoD IT Registration Definitions. References:


· DoD Financial Management Regulation DoD 7000.14-R.

· DoD Directive 5000 series.

· GIG IA 6-8510 G&PM.

· Title 10 U.S.C, Section 2315.

· American National Standard T1.523-2001 (www.atis.org).

TAB A:  Mission Critical/Mission Essential (MC/ME) Systems


Introduction:

Congressional legislation, Executive Orders, and Departmental Guidance over recent years have had as their goal better acquisition, management, and use of information technology investments.  Reporting requirements to measure progress and to keep Congress informed are a part of this process.  This TAB provides guidance on how to meet those requirements:


· The need to register mission critical (MC) and mission essential (ME) systems and quarterly update the information;


· The DoD CIO to annually certify that major automated information systems are Clinger-Cohen Act compliant.


Laws/Regulations/Directives:


· Public Law 104-106 FY 1996 Defense Authorization Act Clinger-Cohen Act of 1996 Division E (also known as The Information Technology Management Reform Act (ITMRA) of 1996). 


· Secretary of Defense Memorandum “Implementation of Subdivision E of the Clinger-Cohen Act of 1996 (Public Law 104-106)”, June 2, 1997.


· The Floyd D. Spence National Defense Authorization Act for Fiscal Year 2001 Section 811 (a):


· Directs DoD CIO to maintain consolidated inventory of MC and ME Information Systems


· Directs DoD CIO to report no later than 1 April  on implementation of Section 811 requirements

· Identify Interfaces

· Develop & Maintain Contingency Plans


· Quarterly Updates to OSD


· Report MAIS Designations status changes


· Define MC/ME and include in revised 5000 Series.


· Prohibits award of contracts for MC/ME IT Systems


·  not registered with DoD CIO, 


·  not having IA strategy approved by DoD CIO,


·  not having all acquisition documents.

· Prohibits Milestone approval until DoD CIO Certifies CCA Compliance


· Under Secretary of Defense for AT&L and Assistant Secretary of Defense for C3I Memorandum “Clinger-Cohen Act Compliance Policy”, March 8, 2002 and June 19, 2002.


· Registration requirements in DoD Appropriations Acts are for mission critical and mission essential IT systems (including NSS).

· The requirements to register mission critical and mission essential IT systems in DoD 5000.2-R, Appendix 7 is amended as follows. For mission critical and mission essential IT that is an integral part of a weapons system or platform (e.g., ships, aircraft or tank) registration will be done at the program level. 

Data Submission Requirements for MC/ME:


Table A-1 illustrates the DoD IT Registry Schema. It lists the Field Name, Size, Field Description, and Applicable fields for MC/ME IT Systems.


The steps to be followed are:


· The current DoD IT Registry shall be used to build the consolidated inventory of DoD systems as required by DoD 5000.2-R and Section 811(a) of the FY 2001 National Defense Authorization Act. 

· All entries that are not MC/ME IT systems should be removed from the DoD IT Registry. 

· CIO or his/her Deputy will provide a list of system to be deleted from the registry entries to the DoD IT Registrar. DoD IT Registrar remove the entries from the DoD IT Registry.

· Each Component CIO will certify by letter to the DoD CIO that their MC/ME IT systems have all been registered.  These certification letters are to be provided by April 30, of each year.

Reporting Schedule:


For FY02 and beyond.


		DATE



		MAR 30

		JUN 30

		SEP 30

		DEC 30



		Populate and/or update Registry with MC/ME Systems.

		Populate and/or update Registry with MC/ME Systems.

		Populate and/or update Registry with MC/ME Systems.

		Populate and/or update Registry with MC/ME Systems.



		Certification letter from Component CIO to DoD CIO stating that all MC/ME IT systems have been registered is due on April 30.

		N/A

		N/A

		N/A





Point of Contact Information:


		NAME

		ORGANIZATION

		PHONE

		EMAIL



		Dr. Asghar Noor

		OSD C3I DCIO

		(703) 602-0980,x181

		asghar.noor@osd.mil





Table A-1: Schema for DoD IT Registration Database 


		FIELD NAME

		FIELD SIZE

		FIELD DESCRIPTION

		APPLICABILITY



		COMPONENT

		25

		Executive Agency or DoD Component that owns this MC/ME IT system and is forwarding the data file to the data repository.  For acceptable values, see Table A-2 below. 

		Mandatory for all



		SYSTEM_ID

		20

		The distinct System Identification Number or Code used on the Component’s database for this MC/ME IT system.  

		Mandatory for all



		MISSION_CRITICAL

		2

		The mission criticality of this IT system.  Acceptable values are MC or ME  or OT (Other)

		Mandatory for all



		SYSTEM_ACRONYM

		30

		A shortened or commonly used name or abbreviation (upper case) for this MC/ME IT System.

		Mandatory for all



		SYSTEM_NAME

		100

		The full descriptive name for this MC/ME IT system (upper case).

		Mandatory for all



		SYSTEM_DESCRIPT

		255

		A free form text description of the system, its function, and uses.

		Mandatory for all



		ACQ_CATEGORY

		3

		The acquisition category for this program.  For acceptable values, see Table A-3 below.

		Mandatory for all



		FUNC_AREA

		50

		Relates to the functions under which this particular MC/ME IT system is reported.  For acceptable values, see Table A-4 below.

		Mandatory for all



		SEC_FUNC_AREA

		50

		For use if this MC/ME IT system has a secondary function.   For acceptable values, see Table A-4 below.

		Optional for MC/ME,  Mandatory for FMIT



		TERC_FUNC_AREA

		50

		For use if this MC/ME IT system has a tertiary function.  For acceptable values, see Table A-4 below.

		Optional for MC/ME,  Mandatory for FMIT



		PM_NAME

		50

		First and Last name of Program Manager (PM) or POC for this MC/ME IT System

		MC/ME 


FMIT



		PM_TITLE

		10

		Rank, Grade, and Title of PM or POC or Systems Manager.

		MC/ME 


FMIT



		PM_ORGANIZATION

		50

		Organization of PM or POC or Systems Manager.

		MC/ME 


FMIT



		PM_COM_PHONE

		18

		Commercial phone number of PM or POC or Systems Manager.

		MC/ME 


FMIT



		PM_DSN_PHONE

		18

		Defense Switched Network phone number of PM or POC or Systems Manager.

		MC/ME 


FMIT



		PM_EMAIL

		100

		Email address of PM or POC or Systems Manager.

		MC/ME 


FMIT



		BIN

		6

		Insert the Budget Initiative Number if it exists, from the Information Technology Management Application (ITMA) Database.

		MC/ME 


FMIT



		INTERFACES_IDENTIFIED

		3

		Indicates if the system interfaces between this MC/ME IT system and other systems have all been identified.  Acceptable values are Yes, No, or NA.

		MC/ME 


FMIT



		CONTINGENCY_PLAN

		3

		Indicates if a contingency plan is in place to account for disruptions in the operations of this system.  Acceptable values are Yes, No, or NA. 

		MC/ME 


FMIT



		DODREGID

		8

		Registration identifier.  For instructions, see Table A-5 below.    

		Mandatory for all



		LIFE_CYCLE

		64

		Indicate the system life cycle phase for this record entity.


Response Format – Concept & Technology Development, System Development & Demonstration, Production & Deployment, Operations &  Support, Disposal

		MC/ME 


FMIT



		REC_TYPE

		64

		Indicate the classification for record in the Registry 


Response Format – System  / Acquisition Program / Network / Application

		MC/ME 


FMIT



		ACCRED_STATUS

		10

		Accreditation Status:  


Definition – Has your system undergone a certification and accreditation process and if so, what is its current status?


Response format – Final         IATO             None

		GISRA



		ACCRED_DATE

		8

		Accreditation Date:

Definition – On what date was the current C&A status granted?  If answer to 1a is None, enter your planned/forecasted accreditation date.


Response format –Date

		GISRA



		ACCRED_VEHICLE

		10

		Accreditation Vehicle:


Definition – What C&A process was used to grant the current C&A?


Response format – 


DITSCAP,            AFSSI 5024,  


DCID 6/3,             AR 380-19,       Other

		GISRA



		SSAA_STATUS

		4

		Systems Security Authorization Agreement (SSAA) Status:


Definition – What phase is the SSAA associated with your system in?  The phases of the SSAA are based on DITSCAP definitions.


Response format – Phase I,           Phase II, 


                               Phase III,         Phase IV

		GISRA



		DAA_NAME


DAA_TITLE


DAA_ORG


DAA_PHONE



DAA_EMAIL

		50


100


50


18


100

		Designated Approving Authority (DAA) Information:


Definition – What is the contact information for the DAA that granted your system’s latest C&A status?


Response Format – Name


                                Title


                                Organization


                                Phone Number


                                Email

		GISRA



		COOPTEST

		8

		Contingency Plan/Continuity of Operations Plan (COOP) last exercised:


Definition – When was the last time that your system’s contingency plan/COOP was exercised?


Response Format –Date

		GISRA



		ACCESS_CONTROL

		3

		Access Controls:


Definition – Does your system have measures in place that control access and prevent the circumvention of the security software and application controls?


Response Format – Yes   No

		GISRA



		ADMIN_CONTROL

		3

		Administrative Controls:


Definition – Does your system have measures in place that ensure the proper administration of your system to include identification of users, groups, and their privileges as well as the capability to produce system activity audit logs?


Response Format – Yes   No

		GISRA



		CSIRT

		3

		Security Incident Response:


Definition – Does your system have controls in place to recognize, report, monitor and efficiently handle incidents, and is there capability to share this information with appropriate organizations?


Response Format – Yes   No

		GISRA



		VIRUS_PROTECTION




		3

		Virus Protection:


Definition – Does your system have virus protection and data integrity controls that protect data from accidental or malicious alteration or destruction and that protect your system from infection from malicious computer viruses?


Response Format – Yes   No

		GISRA



		MAINTENANCE_PLAN

		3

		Hardware/Software Maintenance Plan:


Definition – Does your system have controls that are used to monitor the installation of, and updates to, hardware and software to ensure that the system functions as expected and that a historical record is maintained of changes?


Response Format – Yes   No

		GISRA



		RISK_PLAN

		3

		Risk Management Plan:


Definition – Does your system have a risk management plan that identifies the risks and vulnerabilities to the system, recognizes the sensitivity of the data and lays out a plan to mitigate those risks and vulnerabilities?


Response Format – Yes   No

		GISRA



		SECURITY_PLAN

		3

		System Security Plan:


Definition – Does your system have a system security plan that provides an overview of the security requirements of the system and describes the controls in place or planned for meeting those requirements?  Does the plan delineate responsibilities and expected behavior of all individuals who access the system?


Response Format –Yes   No

		GISRA



		LIFE_CYCLE_PLAN

		3

		System Life Cycle Plan:


Definition – Does your system have a life cycle plan that discusses at minimum the basic life cycle phases?


Response Format –Yes   No

		GISRA



		PK_APPL_MSN_CAT

		2

		Application’s Mission Category –


          1 -  MC-I,


          2 -  MC-II,


          3 -  MC-III


Data Type – Alpha-numeric

		PKE



		PK_ENABLING_STATUS

		2

		Current Enabling status of this application -                       


          10 - PK-Enabled


          20 - To Be PK-Enabled


          30 - No Plan to PK-Enable


          40 – PKE Policy Waiver   


          50 – Other Approved security solution.


Data Type – Numeric

		PKE



		PK_ ENABLING _PRIORITY

		2

		Enabling priority for this Application -

       HI -   High: Application will be among the first to be PK-enabled


       ME – Medium: Application will be enabled after the 'High' priority


       LO – Low: Application will be among the last to be enabled. 


       OT – Other: To be used when the enabling priority not yet decided. 


Data Type – Alpha-numeric

		PKE



		PK_APPL_TYPE

		2

		Application Type –


          10 - Web-based,


          20 – Non-web-based,


          30 – Messaging


          40 – Others


Data Type – Numeric

		PKE



		PK_ENABLING_METH

		2

		Methodology be used to PKE enable this application 

        10 – Toolkits: Enables peer-to-peer session security that relies on the existence of public-key certificates.


         20  - Middleware: Software that identifies and authenticates users seeking access to PK-enabled applications.


         30 – Source Code Modification: PKE through the alteration of an application's existing code


         40  – Others: Not identified by the above methods.


Data Type – Numeric

		PKE



		PK_VEND_PROD

		255

		Name of product, service, or consulting organization used to support PKE.


Data Type – Alpha-numeric

		PKE



		PK_ENABLING_YEAR

		4

		The year the system/application/network is  or is expected to be enabled – 


          2002 -2002,


          2003 - 2003, 


          2004 - 2004, 


          2005 - 2005, 


          2006 –2006


          2007 –2007


          00 – Others


Data Type – Numeric

		PKE



		PK_FUND_CAT

		2

		Funding Types –


          10 - RDT&E


          20 - O&M


          30 -  Procurement


          40 - Working Capital Fund


          99 – Others


Data Type – Numeric

		PKE



		PK_TOT_EST_COST

		10

		Projected remaining costs to PK-Enable an application.


Data Type – Numeric

		PKE



		PK_TOT_ACTUAL _COST_TO_DATE

		10

		Total costs to date PK-Enabling the application.


Data Type – Numeric

		PKE





Table A-2: DoD Component Values  


DoD 


		COMPONENTS



		United States Army(Army)

		Missile Defense Agency (MDA)



		United States Navy(Navy)

		Defense Advanced Research Products Agency (DARPA)



		United States Air Force (USAF)

		Defense Contract Audit Agency (DCAA)



		United States Marine Corps (USMC)

		Defense Commissary Agency (DeCA)



		Joint Staff (JS)

		Defense Finance and Accounting Service (DFAS)



		Joint Forces Command (JFCOM)

		Defense Human Resources Activity (DHRA)



		Central Command (CENTCOM)

		Defense Information Systems Agency (DISA)



		European Command (EUCOM)

		Defense Logistics Agency (DLA)



		Pacific Command (PACOM)

		Defense Security Cooperation Agency (DSCA)



		Special Operations Command (SOCOM)

		Defense Security Service (DSS)



		Southern Command (SOUTHCOM)

		Defense Threat Reduction Agency (DTRA)



		Space Command (SPACECOM)

		Armed Forces Information Service (AFIS)



		Strategic Command (STRATCOM)

		Office of the Assistant Secretary of Defense/Health Affairs (OASD/HA)



		Transportation Command (TRANSCOM)

		Office of the Secretary of Defense [OSD (ALL)]



		Department of Defense Inspector General (DoDIG)

		North American Aerospace Defense Command (NORAD)



		Washington Headquarters Service (WHS)

		United States Forces Korea (USFK)



		Deputy Undersecretary of Defense for Installations and Environmental Security [DUSD (I&ES)]

		Defense Intelligence Agency (DIA)



		National Imagery and Mapping Agency (NIMA)

		National Reconnaissance Office (NRO)



		National Security Agency (NSA)

		Defense Contract Management Agency (DCMA)



		White House Communications Agency (WHCA)

		Northern Command (NORTHCOM)





Table A-3. Acquisition Category Values  (As defined in DoD 5000 Series)


		ACQUISITION CATEGORY



		I



		ID



		IC



		IA



		IAM



		IAC



		II



		IIA



		III



		IV



		NA





Table A-4. Functional Area Values

		FUNCTIONAL AREAS



		Allies



		Civilian Personnel



		Command and Control



		Communications



		Communications Security (COMSEC)



		Economic



		Environmental Security



		Facilities



		Finance



		Health



		Human Resources



		Information Management



		Inspector General



		Intelligence



		Logistics



		Military Personnel and Readiness



		Nuclear



		Nuclear, Chemical, and Biological



		Personnel and Readiness



		Procurement



		Reserve Components



		Scientific and Engineering



		Space and Weather



		Test and Evaluation



		Trainers



		Weapons



		Not Applicable (N/A)





Table A-5.  Instructions for Registration Identifier


The DODREGID is an 8-character identifier used to uniquely identify systems in the DoD IT Registry. This unique identifier is created by the Components when a system entry is created.  The valid characters in the DODREGID are the uppercase letters and the digits 0 thru 9 [ABCDEFGHIJKLMNOPQRSTU


VWXYZ 0123456789]. The first 2 positions of the 8-character ID are assigned by OSD to each Component in accordance with the table below. The remaining 6-characters are assigned by the Component. The DODEGID must always contain 8 valid characters.    

		DoD COMPONENT

		ID RANGE



		ACRONYM

		TITLE

		



		AFIS

		Armed Forces Information Service

		AA



		Army

		United States Army

		AB



		MDA

		Missile Defense Agency

		AC



		CENTCOM

		Central Command

		AD



		DARPA

		Defense Advanced Research Projects Agency

		AE



		DCAA

		Defense Contract Audit Agency

		AF



		DCMA

		Defense Contract Management Agency

		AG



		DeCA

		Defense Commissary Agency

		AH



		DFAS

		Defense Finance and Accounting Service

		AI



		DHRA

		Defense Human Resources Activity

		AJ



		DIA

		Defense Intelligence Agency

		AK



		DISA

		Defense Information Systems Agency

		AL



		DLA

		Defense Logistics Agency

		AM



		DoDIG

		Department of Defense Inspector General

		AN



		DSCA

		Defense Security Cooperation Agency

		AO



		DSS

		Defense Security Service

		AP



		DTRA

		Defense Threat Reduction Agency

		AQ



		DUSD (I&ES)

		Deputy Undersecretary of Defense for Installations and Environmental Security

		AR



		EUCOM

		European Command

		AS



		JFCOM

		Joint Forces Command

		AT



		Joint Staff

		Joint Staff

		AU



		Navy

		United States Navy

		AV



		NIMA

		National Imagery and Mapping Agency

		AW



		NORAD

		North American Aerospace Defense Command

		AX



		NRO

		National Reconnaissance Office

		AY



		NSA

		National Security Agency

		AZ



		OASD/HA

		Office of the Assistant Secretary of Defense/Health Affairs

		BA



		OSD (ALL)

		Office of the Secretary of Defense

		BB



		PACOM

		Pacific Command

		BC



		SOCOM

		Special Operations Command

		BD



		SOUTHCOM

		Southern Command

		BE



		SPACECOM

		Space Command

		BF



		STRATCOM

		Strategic Command

		BG



		TRANSCOM

		Transportation Command

		BH



		USAF

		United States Air Force

		BI



		USFK

		United States Forces Korea

		BJ



		USMC

		United States Marine Corps

		BK



		WHCA

		White House Communications Agency

		BL



		WHS

		Washington Headquarters Service

		BM



		NORTHCOM

		Northern Command

		BN





TAB B: Financial Management Systems


Introduction:


Prudent investments in financial, management, operational, developmental, and new system initiatives are important to maintain and improve the Department’s business operations. Congress has added impetus to this effort through the requirements of Section 8104 of the FY 02 National Defense Appropriations Act. 


Section 8104 of the FY 02 DoD Appropriations Act requires the registration of financial management information technology (FMIT) systems.  Further, it prohibits investment of funds in Mission Critical (MC) or Mission Essential (ME) FMIT systems which are not registered.  


Financial Management Information Technology System (FMIT) Specific Information

All FMIT systems meeting the following criteria must be registered: any information system, software application, and supporting database that supports the mission support areas with the exception of systems, applications and data bases that are either (1) used solely for warfighting purposes (e.g., command and control), or (2) that do not exceed the following thresholds: 


· Those in the acquisition process that are estimated to require program costs in any single year in excess of $150 thousand in fiscal year (FY) 2000 constant dollars, total program costs in excess of $650 thousand in FY 2000 constant dollars, or total life-cycle costs in excess of $2 million in FY 2000 constant dollars.



· Those that are fielded that are estimated to exceed operations and support costs in any single year in excess of $25 thousand in constant FY 2000 dollars.


Laws/Regulation/Directives: 


Sec. 8104 FY ‘02 National Defense Appropriations Act.

Data Submission Format for FMIT:


Table A-1 illustrates the DoD IT Registry Schema. It lists the Field Name, Size, Field Description, and Applicable fields for FMIT Systems.


Select OT for MISSION_CRITICAL field.


Populate all Mandated Fields.


Populate FUNC_AREA, SEC_FUNC_AREA, and  TERC_FUNC_AREA fields.


Reporting Schedule:


		DATE



		MAR 30

		JUN 30

		SEP 30

		DEC 30



		N/A

		N/A

		N/A

		Register all Financial Management Systems.





Point of Contact Information: 


		NAME

		ORGANIZATION

		PHONE

		EMAIL



		John Makepeace

		OUSDC

		(703) 607-5701

		makepeaj@osd.pentagon.mil





TAB C:  Government Information Security Reporting Act


Introduction:


The Government Information Security Reform Act (GISRA) is Subtitle G of the National Defense Authorization Act for Fiscal Year 2001 (P.L. 106-398).  GISRA focuses on information assurance policy, program management, implementation, and evaluation aspects of information security, including mission critical systems.  Each Federal agency is required to submit GISRA reports to the Office of Management and Budget (OMB) in support of OMB’s annual Federal report to Congress on GISRA compliance..


In each annual reporting cycle, OMB establishes guidelines Federal agencies to use in preparation of the GISRA report.  The DoD GISRA data, collected through the IT Registry on selected systems, focuses on many of the basic information security practices and procedures that should be in place for any DoD system.  This data enables DoD to respond accurately and fully to OMB's guidance and the GISRA legislation.  This TAB provides guidance on reporting GISRA data.


Government Information Security Act Instructions: 


Upload GISRA information for selected systems.


Laws/Regulations/Directives:


· Government Information Security Reform Act - Subtitle G of the National Defense Authorization Act for Fiscal Year 2001 (P.L. 106-398)


· DoD Chief Information Officer Memorandum, March 15, 2002, Subject: Department of Defense Implementation of Government Information Security Reform for Fiscal Year 2002.

Data Submission Format for GISRA:


Table A-1 illustrates the DoD IT Registry Schema. It lists the Field Name, Size, Field Description, and Applicable fields for GISRA reportable Systems.

Reporting Schedule:


For FY03 and beyond.


		DATE



		MAR 30

		JUN 30

		SEP 30

		DEC 30



		Populate/Update Registry with GISRA

		Populate /Update Registry with GISRA

		Populate/Update Registry with GISRA

		Populate/Update Registry with GISRA





Point of Contact Information:


		NAME

		ORGANIZATION

		PHONE

		EMAIL



		John Hunter

		OSD C3I – DIAP

		703-602-9978

		john.hunter@osd.mil



		Noel Johnson

		OSD C3I – DIAP

		703-602-9964

		noel.johnson@osd.mil





TAB D: Public Key Enabling


Introduction:


A Public Key-Enabled Application/Web Server/Network is one that can accept and process a Department of Defense (DoD) Public Key Infrastructure (PKI) X.509 digital certificate to support one or more application, server, or network-specific functions (digital signature, data encryption support, system/network access) that provide security services.  Public key-enabled (PK-enabled) applications interoperate with the DoD PKI to access public key certificates, revocation information (e.g. Certificate Revocation List (CRL)), and general information in public directories or repositories. The PKI Program Management Office (PMO) is providing program management.


Defense-wide Information Assurance Program (DIAP) of ASD (C3I) is responsible to provide oversight to the PKE policy compliance. This oversight includes synthesizing and validating DoD Component information and producing a summary report that analyzes overall DoD compliance with this policy.


Combatant Commanders/Services/Agencies are required to provide information on their PK-enabling of applications/web servers/networks. The format and structure of the required information is provided in the table below. OSD C3I will utilize the information to formulate budget, assess compliance, and develop PKI program and policy. 


Laws/Regulations/Directives:


· DoD Chief Information Officer Memorandum, subject:  "Public Key Enabling (PKE) of Applications, Web Servers, and Networks for the Department of Defense".  May, 17, 2001.


· DoD Chief Information Officer Memorandum, subject: "Department of Defense (DoD) Public Key Infrastructure".  August 12, 2000.


· Assistant Secretary of Defense Command, Control, Communications and Intelligence (C3I) Memorandum, subject: "Public Key Infrastructure (PKI) Policy Update".  May 21, 2002.


Data Submission Format for PKE:

Table A-1 illustrates the DoD IT Registry Schema. It lists the Field Name, Size, Field Description, and Applicable fields for PK Enabling of Application/Web Servers/Networks.


Each service and component CIO will complete the PKE Policy Compliance questioner stated in Table-D-1 in a letter and forward that to the DoD CIO in accordance with the reporting schedule.


Reporting Schedule:


		RECURRING ANNUAL REQUIREMENT THROUGH FY 07 (MANDATED BY THE PKI POLICY)



		REPORTABLE INFORMATION

		FY 02

		FY 03

		FY 04

		FY 05

		FY 06

		FY 07



		PK-Enabling of Applications/Web Servers/Networks

		DEC 30

		JUN 30 

		JUN 30

		JUN 30

		JUN 30

		JUN 30



		PKE Policy Compliance Certification

		DEC 30

		JUN 30

		JUN 30

		JUN 30

		JUN 30

		JUN 30





Point of Contact Information:


		NAME

		ORGANIZATION

		PHONE

		EMAIL



		Eustace King

		OSD C3I DIAP

		(703) 602-9969

		Eustace.King@osd.mil



		Dave West

		OSD C3I DIAP

		(703) 604-0501

		david.west@osd.mil





Table D1: PKE Policy Compliance Questioner.


		Questions

		FIELD DESCRIPTION



		1

		Executive Agency or DoD Component that is reporting the compliance and is forwarding the data file to the data repository. 



		2

		Do you have an institutionalized management process in place to monitor the access-control implementation against the deadline of October 2003?






		3

		Do you have a strategy for implementing class 4 certificates by December 31, 2003?






		4

		Do you have an institutionalized management process in place to monitor the class 4-certificate implementation against the deadline of December 31, 2003?






		5

		Do you have an approved plan that addresses the PK-enabling of 


          - Application(s)?


          - Server(s)?


          - Network(s)?



		6




		Which technical solution(s) do you plan to employ?


  -    Procured Commercial Off-the-shelf technology; 


· New applications to be developed;    


· Reengineering of the existing applications; 


  -     Other


 If more than one solution is employed, specify the breakdown in percentage: 


- Procured COTS (Commercial off-the-Self technology)  ___%


- New applications to be developed___%


- Reengineering of the existing applications  ___%              


- Others   ___% 



		7

		What percentage of your PK-enabling implementation is going to be accomplished in


           -    FY02?     ____%


           -    FY03?     ____%


           -    FY04?     ____%


           -    FY05?     ____%


           -    FY06?     ____%


           -    FY07?     ____%



		8

		If you do not have a plan with the percentage of your PK-enabling implementation by fiscal year, when will you have such a plan?



		9

		What processes are in place to identify additional applications that may benefit from the public key cryptography beyond those mandated by PKE policy?



		10

		How many applications have you identified in the IT Registry in addition to those mandated by the PKE policy?





TAB E: Definitions


The following definitions are applicable to this Instruction: 


Application: The activities that capture, manipulate, and manage the business information to support business processes (Source: OMB A-130).


Application Software: Software that performs a specific task or function, such as word-processing, creation of spreadsheets, generation of graphics, facilitating electronic mail, etc. Synonym application software (Source: American National Standard T1.523-2001).

Information System: Information system means a discrete set of information technology, data, and related resources, such as personnel, hardware, software, and associated information technology services organized for the collection, processing, maintenance, use, sharing, dissemination or disposition of information (Source: OMB A11).

Information Technology: Information Technology means any equipment or interconnected system or subsystem of equipment that is used in the automatic acquisition, storage, manipulation, management, movement, control, display, switching, interchange, transmission, or reception of data or information. For purposes of this definition, equipment is "used" by an agency whether the agency uses the equipment directly or it is used by a contractor under a contract with the agency that (1) requires the use of such equipment or (2) requires the use, to a significant extent, of such equipment in the performance of a service or the furnishing of a product. Information technology includes computers, ancillary equipment, software, firmware and similar procedures, services (including support services), and related resources (Source: Clinger-Cohen Act of 1996, sections 5002, 5141, and 5142).

Mission Critical (MC) and Mission Essential (ME) Information Technology  System:  


Mission Critical (MC) Information System . A system that meets the definition of "information system" and "national security system" in the Clinger-Cohen Act, the loss of which would cause the stoppage of warfighter operations or direct mission support of warfighter operations. The designation of mission critical should be made by a Component Head, a CINC, or their designee. (Source: DoDI 5000.2).  


Mission Essential (ME) Information System. A system that meets the definition of "information system" in the Clinger-Cohen Act, that the acquiring Component Head or designee determines is basic and necessary for the accomplishment of the organizational mission. The designation of mission essential should be made by the Component Head, a CINC, or their designee. (Source: DoDI 5000.2).  


National Security Systems (NSS):  Any telecommunications or information system operated by the Department of Defense, the function, operation, or use of which 1. involves intelligence activities; 2. involves cryptologic activities related to national security; 3. involves command and control of military forces; 4. involves equipment that is an integral part of a weapon or weapons system; or 5. is critical to the direct fulfillment of military or intelligence missions, but does not include a system, and equipment and services of a system,  that is to be used for routine administrative and business applications (including payroll, finance, logistics, and personnel management applications) (Source: Title 10. U.S.C, Section 2315).


Mission Category:  Applicable to information systems, the mission category reflects the importance of information relative to the achievement of DoD goals and objectives, particularly the warfighters’ combat mission.  Mission categories are primarily used to determine the requirements for availability and integrity services. DoD has three defined mission categories (Source: GIG IA 6-8510 G&PM):


Mission Category I.  Systems handling information that is determined to be vital to the operational readiness or mission effectiveness of deployed and contingency forces in terms of both content and timeliness. The consequences of loss of integrity or availability of a Category I system are unacceptable and could include the immediate and sustained loss of mission effectiveness.  Mission Category I systems require the most stringent protection measures.


Mission Category II.  Systems handling information that is important to the support of deployed and contingency forces.  The consequences of loss of integrity are unacceptable.  Loss of availability is difficult to deal with and can only be tolerated for a short time.  The consequences could include delay or degradation in providing important support services or commodities that may seriously impact mission effectiveness or operational readiness.  Mission Category II systems require additional safeguards beyond commercial best practices to ensure adequate assurance.


Mission Category III.  Systems handling information that is necessary for the conduct of day-to-day business but does not materially affect support to deployed or contingency forces in the short-term.  The consequences of loss of integrity or availability can be tolerated or overcome without significant impacts on mission effectiveness or operational readiness.  The consequences could include the delay or degradation of services or commodities enabling routine activities.  Mission Category III systems require protective measures, techniques or procedures generally commensurate with commercial best practices.

Network:  (1) An interconnection of three or more computing entities. (2) An interconnection of usually passive electronic components that performs a specific function (which is usually limited in scope) e.g., to simulate a transmission line or to perform a mathematical function such as integration or differentiation. Note: A network may be part of a larger circuit (Source: MIL STD 188).


Platform: 1. The type of computer on which a given operating system or application runs. Synonym hardware platform. 2. The operating system in use on a given computer. Synonym operating system platform. 3. The application program in use on a given computer and operating system. Synonym application platform. Note 1: The term platform, usually with some kind of accompanying qualifying verbiage, may also be applied to any combination of the foregoing. Note 2: The term cross-platform may be used to characterize an application program or operating system that may be run on more than one platform (Source: American National Standard T1.523 - 2001). 


Public Key Infrastructure: The framework and services that provide the generation, production, distribution, control, tracking and distribution of public key certificates (Source: DoD PKI Memo August 12, 2000).


System: The set of interrelated components consisting of mission, environment, and architecture as a whole that performs some coherent function or set of functions.


Token: A device (e.g. floppy disk, Common Access Card, Smart Card, PC Card, Universal Serial Bus Device, etc.) that is used to protect and transport the private keys of a user (Source: DoD PKI Memo August 12, 2000).


Web Application: Web browser and other distributed applications characterized by a web interface and both back-end (server) and front-end (client) software (Source: DoD PKI Memo August 12, 2000).


Weapon System:  An item or set of items that can be used directly by warfighters to carry out combat or combat support missions to include tactical communication systems (Source: DOD 5000.2).

Financial Management System:  Financial Management System means an information system, comprised of one or more applications, that is used for any of the following: 


· collecting, processing, maintaining, transmitting, and reporting data about financial events; 


· supporting financial planning or budgeting activities; 


· accumulating and reporting cost information; or 


· supporting the preparation of financial statements. 


A financial system supports the financial functions required to track financial events, provide financial information significant to the financial management of the agency, and/or required for the preparation of financial statements (Source: Under Secretary for Defense – Comptroller).


Related Non-Financial System: Related Non-Financial System means an information system that supports non-financial (i.e., mission support system, business system) functions (other than intelligence and command & control functions) of the Department of Defense or components (Source: Under Secretary for Defense – Comptroller).

Financial Management Information Technology: Financial Management Information Technology means the financial systems and related non-financial systems (Source: Under Secretary for Defense – Comptroller).

Development/Modernization (Dev/Mod): Any change or modification to an existing IS, program, and/or initiative that results in improved capability or performance of the baseline activity. Improved capability or performance achieved as a by-product of the replacement of broken IT equipment to continue an operation at the current service levels is not categorized as Development/Modernization. Development/Modernization includes: (1) program costs for new applications and infrastructure capabilities that are planned or under development; (2) any change or modification to an existing applications and infrastructure capabilities which is intended to result in improved capability or performance of the activity. These changes include (a) all modifications to existing operational software (other than corrective software maintenance); and (b) expansion of existing capabilities to new users; (3) changes mandated by Congress or the Office of the Secretary of Defense; (4) personnel costs for Project Management (Source: DoD Financial Management Regulation DoD 7000.14-R).


Financial Feeder Systems (Also referred to as a Mixed system and Secondary Financial System): This is an information system that supports both financial and non-financial functions such as logistics, acquisition, and personnel. Provides key information required by financial processes. For feeder systems, all components must report a percentage of the system that supports financial requirements (Source: DoD Financial Management Regulation DoD 7000.14-R).


Life-Cycle Cost (LCC): The total cost to the government for an IS, weapon system, program and/or initiative over its full life. It includes the cost of requirements analyses, design, development, training, acquisition and/or lease, operations, support and, where applicable, disposal. It encompasses direct and indirect initial costs plus any periodic or continuing costs of sustainment. Includes contract and in-house costs, all cost categories and all related appropriations/funds. The costs may be broken down into useable increments describing the costs associated with delivering a certain capability or segment of an IT activity (Source: DoD Financial Management Regulation DoD 7000.14-R).


Program Cost (also referred to as Initiative Cost): The total of all expenditures, in any appropriation and fund, directly related to the IS, program, or initiative definition, design, development, and deployment, and incurred from the beginning of the “Concept Exploration” phase through deployment at each separate site. For incremental and evolutionary program strategies, program cost includes all funded increments  (Note: Program cost is further discussed in DoD 5000 documents). (Source: DoD Financial Management Regulation DoD 7000.14-R).


Private Web Server:  A web server that is designed for and/or provides information resources that are limited to particular audience (i.e. DoD) or a subset thereof. (This includes web servers that provide interfaces to e-mail systems). Any DoD operated web server that provides any information resources that are intended for general public shall be considered a private web server (Source: DoD PKI Memo August 12, 2000).
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CLINGER-COHEN ACT (CCA) COMPLIANCE


Confirmation Assessment Checklist – Item Level Assessment – fill only unshaded areas


Program Name:  


Reviewer/Items assigned/Date of Assessment:  


Contract Award: 


Milestone Approval:  


		Review Area

		Compliant

		Marginal

		Non-Compliant

		Narrative Summary



		1. *Make determination that the acquisition supports core priority functions of the Department

(Confirm that the program has a valid mission need)

		

		

		

		



		2.  * Establish outcome-based performance measures linked to strategic goals.

 (Outcome measures have been defined and clearly linked to strategic goals; outcome  


 measures have been approved by the MDA)

		

		

		

		



		3. * Redesign the processes to reduce costs, improve effectiveness and maximize the use of COTS technology.

 (“To be” processes have been defined and documented; acquisition strategy


 addresses use of COTS)

		

		

		

		



		4. * * No private sector or government source can better support the function.

 (Acquisition strategy identifies sourcing determination and rationale)

		

		

		

		



		5. * * An Analysis of Alternatives has been conducted

 (AOA considers new technology solutions such as web-enabled systems; AOA approved 


 by program sponsor and MDA)


		

		

		

		





		6. * *  An economic analysis has been conducted that includes a calculation of the return on investment; or for non-AIS programs, an LCCE has been conducted.

(Thorough and well-documented ROI calculations; program costs are consistent; LCCE represents a realistic appraisal of the level of cost most likely to be realized) 

		

		

		

		



		7.  There are clearly established measures and accountability for program progress

(Metrics adequately measure current program progress; program control and MDA-level management insight process is clearly defined)

		

		

		

		



		8.  The acquisition is consistent with the Global Information Grid policies and architecture, to include relevant standards

( IT architecture is developed in accordance with the GIG policies and appropriate provisions of the DoD C4ISR Architecture Framework and Joint Technical Architecture; program is compliant with DII COE level 3 or higher) 

		

		

		

		



		9.  The program has an information assurance strategy that is consistent with DoD policies, standards, and architectures, to include relevant standards

(IA reqmts are addressed throughout the program life cycle; IA reqmts derived from the ORD are incorporated into program design activities; information system survivability is addressed by incorporating protection, detection, reaction and reconstitution capabilities into the system design; all security reqmts are included in test strategies; successful certification and accreditation in accordance with DITSCAP)

		

		

		

		



		10.  To the maximum extent practicable, (1) modular contracting has been used, and (2) the program is being implemented in phased, successive blocks, each of which meets part of the mission need and delivers a measurable benefit, independent of future blocks.


(Program schedule and milestones reflect phased implementation approach; each block results in stand-alone functional capability)

		

		

		

		



		11. The system being acquired is registered.  

(program  registered; identify registration ID number)

		

		

		

		





* These requirements are presumed to be satisfied for Weapons Systems with embedded IT and for Command and Control Systems that are not themselves IT systems.  


** For weapons systems and command and control systems, these requirements apply to the extent practicable (40 U.S.C. §1451)


Rating Scale:


Compliant = Fully complies with the letter and intent of the Clinger-Cohen Act


Marginal (see note) = Complies with the intent/spirit of the Clinger-Cohen Act, if not the letter


Non-Compliant (see note) = Shows no evidence of compliance
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Clinger-Cohen Act (CCA) Confirmation and Information Assurance (IA) Strategy Approval 


(Program Name)


__________________________________________________________   (ACAT)


(CCA Confirmation for [  ] Milestone and/or [  ] Contract Award(s) List contract id(s)_______________________________________________


We the undersigned agree that the information contained in this CCA Compliance Table and/or IA Strategy demonstrates compliance with Clinger-Cohen Act (CCA) of 1996 (40 U.S.C. 1401 et seq.) 


PREPARED BY:


_______________________________



__________


Program Manager






DATE


CONCURRENCE:


_______________________________



__________


MARCORSYSCOM (C4II)





DATE


_______________________________



__________


USMC (Deputy CIO)






DATE


_______________________________



__________


DASN (Space and C4I)




DATE






_______________________________



__________


DON CIO








DATE


Copy to:


MDA


PM


Enclosure 4


1 
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Instructions to CCA Confirmation Reviewer:


Clinger-Cohen Act compliance must be confirmed prior to contract award and milestone decisions for all mission critical and mission essential Information Technology (IT) systems (see attachment 1).   Confirmation of CCA compliance consists of evaluating eleven (11) key items (see attachment 2).  You have been identified as a Subject Matter Expert (SME) on at least one of those 11 items.


Attachment 3 is the Program Manager’s CCA Compliance Table and Supporting Documentation for the_________________________________________.


                                                                                       (Program Name) 


Request you review the supporting documentation for CCA Table Item(s)_____________, for sufficiency in relation to the spirit and intent of CCA and provide a written assessment of your findings.


To assist in developing your assessment, the checklist/table provided in attachment 4 is provided.  Request you prepare a CCA item level assessment for your assigned items.  To do that, fill in the checklist table for the item(s) you are reviewing.  You should either rate the CCA item as “compliant”, “marginal” or “non-compliant”.   Definitions of those rating criteria are provided with the table.  In addition, request you prepare one short paragraph for each CCA item(s) you are requested to review to summarize the results of your assessment.  The narrative summary may be included in the table as well.   Your input will be used to prepare the final CCA assessment for the program, which will address all 11 items.  


A sample item level assessment is provided in attachment 5 to help you understand the level of detail required, and the format for your response.  Note that the sample provided has inputs for all items.  This is done for completeness - item level assessments will address only select items.  Only the final CCA assessment will address all items.


Your input is due back to the sender of this email by COB_____________________.











 (Due Date)


Thank you for your assistance in this matter.  Questions may be directed to your CCA Coordinator, identified below.


CCA Coordinator: 


Phone:  


Email:  


Attachments:


(1)
 Excerpts from DoD Interim Guidance, "Operation of the Defense Acquisition System"      


(2) ASN (RDA)/DON CIO memo of 6 June 02


(3) _______________CCA Compliance Table and Supporting Documentation


     (Program Name)


(4)
CCA Item Level Assessment Template


(5)
CCA Item Level Assessment Sample






Insert Attachments
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Clinger-Cohen Act (CCA) Confirmation and Information Assurance (IA) Strategy Approval 


(Program Name)


__________________________________________________________   (ACAT)


(CCA Confirmation for [  ] Milestone and/or [  ]  Contract Award(s) List 


contract id(s)__________________________________________________


We the undersigned agree that the information contained in this CCA Compliance Table and/or IA Strategy demonstrates compliance with Clinger-Cohen Act (CCA) of 1996 (40 U.S.C. 1401 et seq.) 


PREPARED BY:


_______________________________



__________


Program Manager






DATE


REVIEWED BY:


_______________________________



__________


MARCORSYSCOM (C4II)





DATE


APPROVED BY:


_______________________________



__________


USMC (Deputy CIO)






DATE


Copy to:


DASN (Space and C4I)



DON CIO


MDA


PM


Enclosure 4


1 
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Clinger-Cohen Act (CCA) Confirmation and Information Assurance (IA) Strategy Approval 


(Program Name)


__________________________________________________________   (ACAT)


(CCA Confirmation for [  ] Milestone and/or [  ] Contract Award(s) List contract id(s)_______________________________________________


We the undersigned agree that the information contained in this CCA Compliance Table and/or IA Strategy demonstrates compliance with Clinger-Cohen Act (CCA) of 1996 (40 U.S.C. 1401 et seq.) 


PREPARED BY:


_______________________________



__________


Program Manager






DATE


CONCURRENCE:


_______________________________



__________


MARCORSYSCOM (C4II)





DATE


_______________________________



__________


USMC (Deputy CIO)






DATE


_______________________________



__________


DASN (Space and C4I)
 




DATE






_______________________________



__________


DON CIO








DATE


Copy to:


DoD CIO 


MDA


PM
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Clinger-Cohen Act (CCA) Compliance Table for 


__________________________________


(Program Name)


		CCA Requirement


(Paragraph 4.7.3.2.3.2 DoDI 5000.2)

		Compliance Source




		Latest/Pending Approval Date  for compliance

		Page

		Paragraph or Figure /Table #

		Example of Source Documents**



		***Make determination that the acquisition supports core priority functions of the Department

		

		

		

		

		MNS/ICD Approval



		*** Establish outcome-based performance measures linked to strategic goals.

		

		

		

		

		MNS, ORD, ICD, CDD, CPD and APB approval



		*** Redesign the processes to reduce costs, improve effectiveness and maximize the use of COTS technology.




		

		

		

		

		Approval of the MNS, Concept of Operations, AoA, ORD, ICD, CDD, and CPD



		* No private sector or government source can better support the function.

		

		

		

		

		Acquisition Strategy page XX,  & AoA page XX



		* An Analyses of Alternatives has been  conducted.

		

		

		

		

		AOA



		*  An economic analysis has been conducted that includes a calculation of the return on investment; or for non-AIS programs, an LCCE has been conducted.

		

		

		

		

		Program LCCE, Program Economic Analysis for MAIS 



		There are clearly established measures and accountability for program progress




		

		

		

		

		Acquisition Strategy page XX;


APB



		The acquisition is consistent with the Global Information Grid policies and architecture, to include relevant standards




		

		

		

		

		APB (Interoperability KPP);


C4ISP (IERS); COE



		The program has an information assurance strategy that is consistent with DoD policies, standards, and architectures, to include relevant standards

		

		

		

		

		Information Assurance  Strategy 



		To the maximum extent practicable, (1) modular contracting has been used, and (2) the program is being implemented in phased, successive blocks, each of which meets part of the mission need and delivers a measurable benefit, independent of future blocks.




		

		

		

		

		Acquisition Strategy page XX



		

		DoN or OSD

		Registration ID #

		Last Update Date

		



		The system being acquired is registered.  




		

		

		

		Registration database 





* For weapons systems and command and control systems, these requirements apply to the extent practicable (40 U.S.C. §1451)


** The system documents/information cited are examples of the most likely but not the only references for the required information.  


     If other references are more appropriate, they may be used in addition to or instead of those cited.


*** These requirements are presumed to be satisfied for Weapons Systems with embedded IT and for Command and Control Systems that are not themselves IT systems.  
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CLINGER-COHEN ACT (CCA) COMPLIANCE


Confirmation Assessment


Program Name:  


Reviewers/Date of Assessment:  


Milestone Approval:  


Recommendation:  


		Review Area

		Compliant

		Marginal

		Non-Compliant

		Narrative Summary



		1. *Make determination that the acquisition supports core priority functions of the Department

(Confirm that the program has a valid mission need)

		

		

		

		



		2.  * Establish outcome-based performance measures linked to strategic goals.

 (Outcome measures have been defined and clearly linked to strategic goals; outcome  


 measures have been approved by the MDA)

		

		

		

		



		3. * Redesign the processes to reduce costs, improve effectiveness and maximize the use of COTS technology.

 (“To be” processes have been defined and documented; acquisition strategy


 addresses use of COTS)

		

		

		

		



		4. * * No private sector or government source can better support the function.

 (Acquisition strategy identifies sourcing determination and rationale)

		

		

		

		





		Review Area

		Compliant

		Marginal

		Non-Compliant

		Narrative Summary



		5. * * An Analysis of Alternatives has been conducted

 (AOA considers new technology solutions such as web-enabled systems; AOA approved 


 by program sponsor and MDA)


		

		

		

		



		6. * *  An economic analysis has been conducted that includes a calculation of the return on investment; or for non-AIS programs, an LCCE has been conducted.

(Thorough and well-documented ROI calculations; program costs are consistent; LCCE represents a realistic appraisal of the level of cost most likely to be realized) 

		

		

		

		



		7.  There are clearly established measures and accountability for program progress

(Metrics adequately measure current program progress; program control and MDA-level management insight process is clearly defined)

		

		

		

		



		8.  The acquisition is consistent with the Global Information Grid policies and architecture, to include relevant standards

( IT architecture is developed in accordance with the GIG policies and appropriate provisions of the DoD C4ISR Architecture Framework and Joint Technical Architecture; program is compliant with DII COE level 3 or higher) 

		

		

		

		



		9.  The program has an information assurance strategy that is consistent with DoD policies, standards, and architectures, to include relevant standards

(IA reqmts are addressed throughout the program life cycle; IA reqmts derived from the ORD are incorporated into program design activities; information system survivability is addressed by incorporating protection, detection, reaction and reconstitution capabilities into the system design; all security reqmts are included in test strategies; successful certification and accreditation in accordance with DITSCAP)

		

		

		

		





		Review Area

		Compliant

		Marginal

		Non-Compliant

		Narrative Summary



		10.  To the maximum extent practicable, (1) modular contracting has been used, and (2) the program is being implemented in phased, successive blocks, each of which meets part of the mission need and delivers a measurable benefit, independent of future blocks.


(Program schedule and milestones reflect phased implementation approach; each block results in stand-alone functional capability)

		

		

		

		



		11. The system being acquired is registered.  

(program  registered; identify registration ID number)

		

		

		

		





* These requirements are presumed to be satisfied for Weapons Systems with embedded IT and for Command and Control Systems that are not themselves IT systems.  


** For weapons systems and command and control systems, these requirements apply to the extent practicable (40 U.S.C. §1451)


Rating Scale:


Compliant = Fully complies with the letter and intent of the Clinger-Cohen Act


Marginal (see note) = Complies with the intent/spirit of the Clinger-Cohen Act, if not the letter


Non-compliant (see note) = Shows unacceptable level of compliance with the Clinger-Cohen Act


Note:  Non-compliance of any individual CCA item may result in the determination that the program is not CCA compliant.  Marginal rating(s) may result in the determination that the program is not CCA compliant dependent upon the rationale for the marginal rating(s) and the number of marginal ratings assigned. 
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R 011300Z OCT 01 ZYW
FM CMC WASHINGTON DC//C4//
TO MARADMIN
BT
UNCLAS //N02000//
MARADMIN 473/01
MSGID/GENADMIN/CMCWASHINGTON DC/C4//
SUBJ/REVISED INFORMATION TECHNOLOGY (IT) PROCUREMENT APPROVAL PROCESS//
REF/A/CMC WASHINGTON DC/PR/231130Z JAN 01//
REF/B/CMC WASHINGTON DC/PR/040400Z JAN 01//
REF/C/CMC WASHINGTON DC/C4/141415Z NOV 00//
REF/D/CMC WASHINGTON DC/C4/230900Z MAY 00//
NARR/REF A IS AN HQMC P&R MSG PROVIDING POLICY ON IT PROCUREMENT.
REF B IS AN HQMC P&R MSG ON O&M,MC AND O&M,MCR EXPENDITURES AND WAIVER POLICY CLARIFICATION. REF C IS MARADMIN 550/00, SUBJ: IT ADVISORY 00-04 USMC NIPRNET SOFTWARE STANDARDS. REF D IS MARADMIN
267/00, SUBJ: IT ADVISORY 00-03 MARINE CORPS IT REQUIREMENTS AND ACQUISITION POLICY. THIS MESSAGE SUPERCEDES REF D.//
RMKS/1. THIS MESSAGE ANNOUNCES AND IMPLEMENTS THE REVISED IT PROCUREMENT APPROVAL PROCESS. AS INDICATED IN REF B, THE CIO INTENT FOR ESTABLISHING THE IT PROCUREMENT APPROVAL PROCESS WAS TO SAFEGUARD AGAINST DUPLICATE SPENDING ON IT RELATED PRODUCTS AND SERVICES (MANAGEMENT) AND OBTAIN VISIBILITY ON IT SPENDING
(OVERSIGHT) IN LIGHT OF THE IMPENDING TRANSITION TO THE NAVY MARINE CORPS INTRANET (NMCI). IN ADDITION, THE CIO WANTS TO ENSURE THAT IT PROCUREMENTS AND PURCHASES MADE WERE IN COMPLIANCE WITH USMC POLICY. THE PURPOSE OF THIS MESSAGE IS TO DELEGATE AUTHORITY TO MARFOR AND OTHER COMMANDS THAT REPORT DIRECTLY TO
HQMC AND TO STREAMLINE THE IT PROCUREMENT APPROVAL PROCESS.
2. THE FOLLOWING CHANGES TO REFS A AND B ARE NOW EFFECTIVE:
A. HQMC C4/CIO WILL CONTINUE TO PROCESS APPROVAL REQUESTS FOR IT PROCUREMENTS GREATER THAN $25K.
B. MARCORSYSCOM PROGRAMS OF RECORD WILL PROVIDE A PROGRAM REVIEW BRIEFING TO HQMC C4/CIO PRIOR TO MILESTONE DECISION POINTS, OR ANNUALLY, WHICHEVER OCCURS MORE FREQUENTLY.
C. THE FOLLOWING ORGANIZATIONS (MARFORLANT, MARFORPAC, MARFORRES, MCCDC, HQMC (AR), MATCOM, MCRC, MARFOREUR, TECOM, AND MARCORSYSCOM)ARE HEREBY GRANTED REVIEW AND PROCESSING AUTHORITY FOR IT PROCUREMENTS LESS THAN $25K.
D. ORGANIZATIONS SUBORDINATE TO THOSE LISTED IN 2C ABOVE MUST FORWARD IT PROCUREMENT REQUESTS THROUGH THEIR RESPECTIVE HIGHER HEADQUARTERS; OTHER UNITS NOT SPECIFICALLY IDENTIFIED THAT EITHER REPORT DIRECTLY TO CMC OR OFFICES UNDER THE PURVIEW OF THE ACMC ARE INSTRUCTED TO FORWARD THEIR PROCUREMENT REQUESTS TO HQMC (AR).
E. EACH UNIT LISTED IN 2C ABOVE MUST TRACK IT PROCUREMENT REQUESTS AND PROVIDE A RECORD (FILE) OF ALL REQUESTS PROCESSED(APPROVALS AND DISAPPROVALS) DURING THE MONTH TO HQMC C4/CIO WITHIN 5 WORKING DAYS OF THE END OF EACH MONTH. THE FILE WILL CONSIST OF AN EXCEL SPREADSHEET (THAT WILL BE PROVIDED TO ALL
UNITS) AND MUST BE SENT VIA EMAIL TO THE FOLLOWING NIPRNET ADDRESS: CIO_POLICY@HQMC.USMC.MIL.
F. HQMC C4/CIO WILL BE THE FINAL ARBITRATOR FOR RESOLVING ANY ISSUES INVOLVING IT PROCUREMENTS ENCOUNTERED BY COMMANDS.
3. TO EXPEDITE THE APPROVAL PROCESS AN AUTOMATED PROCESS IMPROVEMENT IS ALSO PLANNED. A DATABASE APPLICATION HAS BEEN DEVELOPED TO STREAMLINE THIS PROCESS. THE DATABASE APPLICATION IS UNDERGOING FINAL TESTING AND COMMANDS WILL BE NOTIFIED VIA MESSAGE WHEN THE DATABASE APPLICATION HAS BEEN APPROVED AND IS
AVAILABLE FOR USE. AT THAT TIME, UNITS WILL CEASE SENDING THE RECORD FILE TO HQMC C4/CIO, AND SIMPLY ENTER THEIR INFORMATION INTO THE MARINE CORPS WIDE DATABASE.
4. TO ENSURE A COMMON APPROACH TO REVIEWING IT PROCUREMENT REQUESTS, THE FOLLOWING GUIDANCE IS ALSO PROVIDED: UNIT/COMMAND COORDINATORS SHOULD BE DESIGNATED. THE COORDINATOR'S CONTACT INFORMATION SHALL BE PROVIDED TO HQMC C4/CIO POC BY 1 OCT 01. COORDINATORS SHALL BE GUIDED BY THE FOLLOWING PRINCIPLES: DETERMINE WHETHER THE IT PRODUCTS OR
SERVICES TO BE PROCURED ARE COVERED UNDER THE NMCI CONTRACT; IF A PARTICULAR PROCUREMENT REQUIREMENT IS PROVIDED UNDER NMCI, ASSESS THE OPERATIONAL IMPACT IF THE PURCHASE IS POSTPONED UNTIL NMCI GOES INTO EFFECT; IF NOT COVERED, DETERMINE WHETHER THE PROPOSED PROCUREMENT IS A VALID OPERATIONAL OR PROGRAM REQUIREMENT; APPROVAL OF A PARTICULAR PROCUREMENT REQUEST SHOULD ONLY BE GRANTED IF IT DOES NOT VIOLATE THE POLICIES IN REFS A THROUGH C.
5. IT IS EXPECTED THAT COMPTROLLERS WILL BE ENGAGED IN THIS PROCESS. ADDITIONALLY, COMMAND COORDINATORS SHOULD REGULARLY VISIT THE EDS WEB SITE TO KEEP ABREAST OF CHANGES TO THE NMCI CONTRACT AND OTHER RELEVANT INFORMATION. THE WEBSITE ADDRESS IS HTTP:WWW.CIO.USMC.MIL/C4/NMCI/NMCI_RELATED_LINKS.HTM.
6. USE OF LOCAL OPERATING FUNDS (I.E., O&M,MC AND O&M,MCR) TO PROCURE IT EQUIPMENT AND SOFTWARE THAT IS CENTRALLY FUNDED IS NOT AUTHORIZED. PROCUREMENT OF COMPUTER EQUIPMENT SHOULD BE COORDINATED WITH MARCORSYSCOM PM/IT PRIOR TO SUBMISSION OF AN
IT PROCUREMENT REQUEST.
7. EFFECTIVE 1 OCT 01, WEEKLY STATUS REPORTS WILL BE MADE AVAILABLE ON THE HQMC C4/CIO WEB PAGE UNTIL THE DATABASE APPLICATION IS FULLY IMPLEMENTED.
8. HQMC C4/CIO POINT OF CONTACT IS LTCOL FRANK BRADY, CIO BRANCH, DSN 223-3487,COMM (703) 693-3487, EMAIL
BRADYFX@HQMC.USMC.MIL.//
BT 
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DEPARTMENT OF THE NAVY
OFFICE OF THE SECRETARY
1000 NAVY PENTAGON
WASHINGTON, D.C. 20350-1000

28 March 2001

MEMORANDUM FOR DISTRIBUTION

Subj: DESIGNATION OF MISSION CRITICAL AND MISSION ESSENTIAL
INFORMATION SYSTEMS

Encl: (1) Definitions of Mission Critical and Mission
Essential Information Systems

Department of Defense (DoD) implementation of section 811
of the FY 2001 National Defense Authorization Act has resulted
in revisions to Department of Defense Instruction 5000.2,
including new definitions of the terms “mission critical” and
“mission essential” information systems. The DoD definitions of
these terms are contained in enclosure (1). :

I designate System Owners, Program Managers (PMs), and
major claimants to make mission critical and mission essential
information system designations. Such designations shall be
consistent with any guidance issued by the Department of the
Navy Chief Information Officer (DON CIO).

)
B |
Robert B. Pirie, Jr.

Secretary of the Navy
Acting

Distribution:

Immediate Office of the Secretary (AA/USN, ASN(M&RA), ASN (RD&A) ,
ASN(I&E), ASN(FM&C), only
CNO (09BF)

HQOMC DIR CA4

CHNAVPERS

CINCLANTFLT

CINCPACFLT

CINCUSNAVEUR

COMNAVRESFOR

COMSC

COMNAVMETOCCOM
COMNAVSECGRU
COMNAVCOMTELCOM

BUMED

COMNAVAIRSYSCOM
COMSPAWARSYSCOM





Subj: DESIGNATION OF MISSION CRITICAL AND MISSION ESSENTIAL
INFORMATION SYSTEMS

Distribution:
COMNAVFACENGCOM
COMNAVSUPSYSCOM
COMNAVSEASYSCOM
DIRSSP

ONI

CNET

CNR
COMNAVSYSMGTACT
COMNAVSPACECOM

Copy to:

OGC

CNO (NOSB, NO91, NO93, NO095, NO096, N1, N2, N3/5, N4, N6, N7,
N75, N76, N77, N78, N8, N8B, N8F, N80, N81 N83, N89 only)
NAVCRIMINVSERV

NAVOBSY

PEO for Air, ASW, Assault and Special Mission Programs
PEO for Expeditionary Warfare

PEO for Carriers

PEO for Cruise Missiles Program and UAV Joint Projects
PEO for Joint Fighter Strike Technology

PEO for Mine Warfare

PEO for Surface Combatants/Theater Air Defense

PEO for Information Technology

PEO for Submarines

PEO for Tactical Aircraft Programs

PEO for Surface Strike

PEO for Undersea Warfare

DRPM for Strategic Systems Programs

DRPM for Advanced Amphibious Assault





Definitions of “Mission Critical Information System” and
"Mission Essential Information System” from Enclosure 2 of DoD
Instruction 5000.2, Change 1

E2.1.12. Mission Critical Information System. A system that
meets the definitions of “information system” and “national
security system” in the Clinger-Cohen Act, the loss of which
would cause the stoppage of warfighter operations or direct

mission support of warfighter operations. (Note: The
designation of mission critical should be made by a Component
Head, a Commander in Chief (CINC) or their designee.) A Mission

Critical Information Technology System has the same meaning as a
Mission Critical Information System.

E2.1.13. Mission Essential Information System. A system that
meets the definition of “information system” in the Clinger-
Cohen Act, that the acquiring Component Head or designee
determines is basic and necessary for the accomplishment of the
organizational mission. (Note: The designation of mission
essential should be made by a Component Head, a CINC or their
designee.) A Mission Essential Information Technology System
has the same meaning as a Mission Essential Information System.

Enclosure (1)
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“(i) by electronic means that meet the accessibility require-
ments under section 18(a)(7) of the Office of Federal Procure-
ment Policy Act (41 U.S.C. 416(a)7)); or

“(ii) by the Secretary of Commerce in the Commerce Busi-
ness Daily.

“B) The Secretary of Commerce shall promptly publish in
the Commerce Business Daily each notice or announcement received
under this subsection for publication by that means.”; and

(3) in paragraph (3)—

(A) in the matter preceding subparagraph (A), by strik-
ing “furnish a notice to the Secretary of Commerce” and
inserting “publish a notice of solicitation”; and

(B) in subparagraph (A), by striking “by the Secretary
of Commerce”.

(d) PeEriopic REPORTS ON IMPLEMENTATION OF ELECTRONIC
COMMERCE IN FEDERAL PROCUREMENT.—Section 30(e) of the Office
of Federal Procurement Policy Act (41 U.S.C. 426(e)) is amended—

(1) in the first sentence, by striking “Not later than March
1, 1998, and every year afterward through 2003” and inserting
“Not later than March 1 of each even-numbered year through
2004”; and

(2) in paragraph (4)—

(A) by striking “Beginning with the report submitted
on March 1, 1999, an” and inserting “An”; and

(B) by striking “calendar year” and inserting “two fiscal
years”.

(e) ErFecTivE DATE; APPLICABILITY.—The amendments made
by this section shall take effect on October 1, 2000. The amendments
made by subsections (a), (b), and (c) shall apply with respect to
golicitations issued on or after that date.

Subtitle B—Information Technology

SEC. 811. ACQUISITION AND MANAGEMENT OF INFORMATION TECH-
NOLOGY.

(a) ResponsIBILITY oF DOD CHIEF INFORMATION OFFICER
RELATING TO MissioN CRITICAL AND MissION ESSENTIAL INFORMA-
TION TECHNOLOGY SYSTEMS.—Section 2223(a) of title 10, United
States Code, is amended—

(1) by striking “and” at the end of paragraph (3);

(2) by striking the period at the end of paragraph (4)
and inserting “; and”; and

(3) by adding at the end the following:

“(5) maintain a consolidated inventory of Department of
Defense mission critical and mission essential information sys-
tems, identify interfaces between those systems and other
information systems, and develop and maintain contingency
plans for responding to a disruption in the operation of any
of those information systems.”.

(b) MiNIMUM PLANNING REQUIREMENTS FOR THE ACQUISITION
oF INFORMATION TECHNOLOGY SysTEMS.—(1) Not later than 60
days after the date of the enactment of this Act, Department of
Defense Directive 5000.1 shall be revised to establish minimum
planning requirements for the acquisition of information technology
systems. :

(2) The revised directive required by (1) shall—
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(A) include definitions of the terms “mission -critical
information system” and “mission essential information sys-
tem”;
(B) prohibit the award of any contract for the acquisition

of a mission critical or mission essential information technology

system until—

(i) the system has been registered with the Chief
Information Officer of the Department of Defense;

(ii) the Chief Information Officer has received all
information on the system that is required under the direc-
tive to be provided to that official; and

(iii) the Chief Information Officer has determined that
there is in place for the system an appropriate information
assurance strategy; and
(C) require that, in the case of each system registered

pursuant to subparagraph (BXi), the information required

under subparagraph (B)ii) to be submitted as part of the reg-
istration shall be updated on not less than a quarterly basis.

(c) MILESTONE APPROVAL FOR MAJOR AUTOMATED INFORMATION
SysTEMs.—The revised directive required by subsection (b) shall

rohibit Milestone I approval, Milestone Il approval, or Milestone
fII approval (or the equivalent) of a major automated information
system within the Department of Defense until the Chief Informa-
tion Officer has determined that—

(1) the system is being developed in accordance with the
requirements of division E of the Clinger-Cohen Act of 1996
(40 U.S.C. 1401 et seq.);

(2) appropriate actions have been taken with respect to
the system in the areas of business process reengineering,
analysis of alternatives, economic analysis, and performance
measures; and

(3) the system has been registered as described in sub-
section (b)(2X(B).

(d) NoTiCE OF REDESIGNATION OF SYSTEMS.—(1) Whenever dur-
ing fiscal year 2001, 2002, or 2003 the Chief Information Officer
designates a system previously designated as a major automated
information system to be in a designation category other than
a major automated information system, the Chief Information Offi-
cer shall notify the congressional defense committees of that des-
ignation. The notice shall be provided not later than 30 days after
the date of that designation. Any such notice shall include the
rationale for the decision to make the designation and a description
of the program management oversight that will be implemented
for the system so designated.

(2) Not later than 60 days after the date of the enactment
of this Act, the Chief Information Officer shall submit to the
congressional defense committees a report specifying each informa-
tion system of the Department of Defense previously designated
as a major automated information system that is currently des-
ignated in a designation category other than a major automated
information system including designation as a “special interest
major technology initiative”. The report shall include for each such
system the information specified in the third sentence of paragraph

(1).

(e) ANNUAL IMPLEMENTATION REPORT.—(1) The Secretary of
Defense shall submit to the congressional defense committees, not
later than April 1 of each of fiscal years 2001, 2002, and 2003,





114 STAT. 1654A-212  PUBLIC LAW 106-398—APPENDIX

a report on the implementation of the requirements of this section
during the preceding fiscal year.

(2) The report for a fiscal year under paragraph (1) shall
include, at a minimum, for each major automated information sys-
tem that was approved during such preceding fiscal year under
Department of Defense Directive 5000.1 (as revised pursuant to
subsection (b)), the following:

(A) The funding baseline.

(B) The milestone schedule.

(C) The actions that have been taken to ensure compliance
with the requirements of this section and the directive.

(3) The first report shall include, in addition to the information
required by paragraph (2), an explanation of the manner in which
the responsible officials within the Department of Defense have
addressed, or intend to address, the following acquisition issues
for each major automated information system planned to be
acquired after that fiscal year:

(A) Requirements definition.

(B) Presentation of a business case analysis, including an
analysis of alternatives and a calculation of return on invest-
ment.

(C) Performance measurement.

(D) Test and evaluation.

(E) Interoperability.

(F) Cost, schedule, and performance baselines.

(G) Information assurance.

(H) Incremental fielding and implementation.

(I) Risk mitigation.

(J) The role of integrated product teams.

(K) Issues arising from implementation of the Command,
Control, Communications, Computers, Intelligence, Surveil-
lance, and Reconnaissance Plan required by Department of
Defense Directive 5000.1 and Chairman of the Joint Chiefs
of Staff Instruction 3170.01.

(L) Oversight, including the Chief Information Officer’s
oversight of decision reviews.

(f) DEFINITIONS.—In this section:

(1) The term “Chief Information Officer” means the senior

official of the Department of Defense designated by the Sec-
retary of Defense pursuant to section 3506 of title 44, United
States Code.

(2) The term “information technology system” has the
meaning given the term “information technology” in section
5002 of the Clinger-Cohen Act of 1996 (40 U.S.C. 1401).

(3) The term “major automated information system” has
the meaning given that term in Department of Defense Direc-
tive 5000.1.

SEC. 812. TRACKING AND MANAGEMENT OF INFORMATION TECH-
NOLOGY PURCHASES.

(a) IN GENERAL.—(1) Chapter 131 of title 10, United States

Code, is amended by adding at the end the following new section:

“§2225. Information technology purchases: tracking and
management

“(a) CoLLECTION OF DaTta REQUIRED.—To improve tracking and
management of information technology products and services by
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weapons systems deployed in support of each contingency: Provided
further, That these documents shall include budget exhibits OP—
5 and OP-32, as defined in the Department of Defense Financial
Management Regulation, for the Overseas Contingency Operations
Transfer Fund for fiscal years 2000 and 2001.

SEc. 8098. None of the funds appropriated or otherwise made
available by this or other Department of Defense Appropriations
Acts may be obligated or expended for the purpose of performing
repairs or maintenance to military family housing units of the
Department of Defense, including areas in such military family
housing units that may be used for the purpose of conducting
official Department of Defense business.

Sec. 8099. Notwithstanding any other provision of law, funds
appropriated in this Act under the heading “Research, Development,
Test and Evaluation, Defense-Wide” for any advanced concept tech-
nology demonstration project may only be obligated 30 days after
a report, including a description of the project and its estimated
annual and total cost, has been provided in writing to the congres-
sional defense committees: Provided, That the Secretary of Defense
may waive this restriction on a case-by-case basis by certifying
to the congressional defense committees that it is in the national
interest to do so.

Sec. 8100. Notwithstanding any other provision of law, for
the purpose of establishing all Department of Defense policies gov-
erning the provision of care provided by and financed under the
military health care system’s case management program under
10 U.S.C. 1079(aX17), the term “custodial care” shall be defined
as care designed essentially to assist an individual in meeting
the activities of daily living and which does not require the super-
vision of trained medical, nursing, paramedical or other specially
trained individuals: Provided, That the case management program
shall provide that members and retired members of the military
services, and their dependents and survivors, have access to all
medically necessary health care through the health care delivery
system of the military services regardless of the health care status
of the person seeking the health care: Provided further, That the
case management program shall be the primary obligor for payment
of medically necessary services and shall not be considered as
secondarily liable to title XIX of the Social Security Act, other
welfare programs or charity based care.

Skc. 8101. During the current fiscal year—

(1) refunds attributable to the use of the Government travel
card and refunds attributable to official Government travel arranged
by Government Contracted Travel Management Centers may be
credited to operation and maintenance accounts of the Department
of Defense which are current when the refunds are received; and

(2) refunds attributable to the use of the Government Purchase
Card by military personnel and civilian employees of the Depart-
ment of Defense may be credited to accounts of the Department
of Defense that are current when the refunds are received and
that are available for the same purposes as the accounts originally
charged.

SEc. 8102. (a) REGISTERING INFORMATION TECHNOLOGY Sys-
TEMS WiTH DOD CHIEF INFORMATION OFFICER.—None of the funds
appropriated in this Act may be used for a mission critical or
mission essential information technology system (including a system
funded by the defense working capital fund) that is not registered
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with the Chief Information Officer of the Department of Defense.
A system shall be considered to be registered with that officer
upon the furnishing to that officer of notice of the system, together
with such information concerning the system as the Secretary of
Defense may prescribe. An information technology system shall
be considered a mission critical or mission essential information
technology system as defined by the Secretary of Defense.

(b) CERTIFICATIONS AS TO COMPLIANCE WITH CLINGER-COHEN
Act.—(1) During the current fiscal year, a major automated
information system may not receive Milestone I approval, Milestone
IT approval, or Milestone III approval, or their equivalent, within
the Department of Defense until the Chief Information Officer
certifies, with respect to that milestone, that the system is being
developed in accordance with the Clinger-Cohen Act of 1996 (40
U.S.C. 1401 et seq.). The Chief Information Officer may require
additional certifications, as appropriate, with respect to any such
system.

(2) The Chief Information Officer shall provide the congres- Notification.
sional defense committees timely notification of certifications under
paragraph (1). Each such notification shall include, at a minimum,
the funding baseline and milestone schedule for each system covered
by such a certification and confirmation that the following steps
have been taken with respect to the system:

(A) Business process reengineering.

(B) An analysis of alternatives.

(C) An economic analysis that includes a calculation of
the return on investment.

(D) Performance measures.

(E) An information assurance strategy consistent with the
Department’s Global Information Grid.

(c) DEFINITIONS.—For purposes of this section:

(1) The term “Chief Information Officer” means the senior
official of the Department of Defense designated by the Sec-
retary of Defense pursuant to section 3506 of title 44, United
States Code.

(2) The term “information technology system” has the
meaning given the term “information technology” in section
5002 of the Clinger-Cohen Act of 1996 (40 U.S.C. 1401).

(3) The term “major automated information system” has
the meaning given that term in Department of Defense Direc-
tive 5000.1.

Sec. 8103. During the current fiscal year, none of the funds
available to the Department of Defense may be used to provide
support to another department or agency of the United States
if such department or agency is more than 90 days in arrears
in making payment to the Department of Defense for goods or
services previously provided to such department or agency on a
reimbursable basis: Provided, That this restriction shall not apply
if the department is authorized by law to provide support to such
department or agency on a nonreimbursable basis, and is providing
the requested support pursuant to such authority: Provided further,
That the Secretary of Defense may waive this restriction on a
case-by-case basis by certifying in writing to the Committees on
Appropriations of the House of Representatives and the Senate
that it is in the national security interest to do so.

Sec. 8104. None of the funds provided in this Act may be
used to transfer to any nongovernmental entity ammunition held
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Sec. 8121. (a) REGISTERING INFORMATION TECHNOLOGY
Systems WitH DOD CHIEF INFORMATION OFFICER.—After March
31, 2000, none of the funds appropriated in this Act may be used
for a mission critical or mission essential information technology
system (including a system funded by the defense working capital
fund) that is not registered with the Chief Information Officer
of the Department of Defense. A system shall be considered to
be registered with that officer upon the furnishing to that officer
of notice of the system, together with such information concerning
the system as the Secretary of Defense may prescribe. An informa-
tion technology system shall be considered a mission critical or
mission essential information technology system as defined by the
Secretary of Defense.

(b) CERTIFICATIONS AS TO COMPLIANCE WITH CLINGER-COHEN
AcT.—(1) During fiscal year 2000, a major automated information
system may not receive Milestone I approval, Milestone II approval,
or Milestone III approval within the Department of Defense until
the Chief Information Officer certifies, with respect to that mile-
stone, that the system is being developed in accordance with the
Clinger-Cohen Act of 1996 (40 U.S.C. 1401 et seq.). The Chief
Information Officer may require additional certifications, as appro-
priate, with respect to any such system.

(2) The Chief Information Officer shall provide the congres-
sional defense committees timely notification of certifications under
paragraph (1). Each such notification shall include, at a minimum,
the funding baseline and milestone schedule for each system covered
by such a certification and confirmation that the following steps
have been taken with respect to the system:

(A) Business process reengineering.

(B) An analysis of alternatives.

(C) An economic analysis that includes a calculation of
the return on investment.

(D) Performance measures.

(E) An information assurance strategy consistent with the
Department’s Command, Control, Communications, Computers,
Intelligence, Surveillance, and Reconnaissance (C4ISR)
Architecture Framework.

(¢) DEFINITIONS.—For purposes of this section:

(1) The term “Chief Information Officer” means the senior
official of the Department of Defense designated by the Sec-
retary of Defense pursuant to section 3506 of title 44, United
States Code.

(2) The term “information technology system” has the
meaning given the term “information technology” in section
5002 of the Clinger-Cohen Act of 1996 (40 U.S.C. 1401).

(3) The term “major automated information system” has
the meaning given that term in Department of Defense Direc-
tive 5000.1.

SEC. 8122. During the current fiscal year, none of the funds
available to the Department of Defense may be used to provide
support to another department or agency of the United States
if such department or agency is more than 90 days in arrears
in making payment to the Department of Defense for goods or
services previously provided to such department or agency on a
reimbursable basis: Provided, That this restriction shall not apply
if the department is authorized by law to provide support to such
department or agency on a nonreimbursable basis, and is providing
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[image: image1.png]SEC. 8088. (a) REGISTERING FINANCIAL MANAGE-
MENT INFORMATION TECHNOLOGY Systeus Wit DOD
CHIEF INFORMATION OFFICER—None of the funds ap-
propriated in this Act may be used for a mission eritieal
or mission essential financial management information
technology system (including a system funded by the de-
fense working capital fund) that is not registered with the
Chief Tnformation Officer of the Department of Defense.
A system shall be considered to be registered with that
officer upon the furnishing to that officer of notice of the
system, together with such information concerning the
system as the Secretary of Defense may preseribe. A fi-
nancial management information technology system shall
be considered a mission critical or mission essential infor-
mation technology system as defined by the Under Sec-

retary of Defense (Comptroller).
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(b) CERTIFICATIONS AS 10 COMPLIANCE WiTH FI-
NANCIAL MANAGEMENT MODERNIZATION PLAN —

(1) During the current fiscal year, a financial
management major automated information system
may not receive Milestone A approval, Milestone B
approval, or full rate production, or their equivalent,
within the Department of Defense until the Under
Secretary of Defense (Comptroller) certifies, with re-
spect to that milestone, that the system is heing de-
veloped and managed in accordance with the Depart-

ment’s Financial Management Modernization Plan.

The Under Secretary of Defense (Comptroller) may
require additional certifications, as appropriate, with
respect to any such system.

(2) The Chief Information Officer shall provide
the congressional defense committees timely notifica-

tion of certifications under paragraph (1),

() CERTIFICATIONS AS T0 COMPLIANCE WiTH
CLINGER-COHEN AcT—(1) During the current fiscal
year, a major automated information system may not re-
ceive Milestone A approval, Milestone B approval, or full
rate production approval, or their equivalent, within the
Department of Defense until the Chief Information Offi-
cer certifies, with respect to that milestone, that the sys-
tem is being developed in accordance with the Clinger-






[image: image3.png]98
Cohen Act of 1996 (40 U.S.C. 1401 et seq). The Chief
Information Offieer may require additional certifications,
as appropriate, with respect to any such syster

(2) The Chief Information Officer shall provide the
congressional defense committees timely notification of
certifications under paragraph (1). Bach such notification
shall include, at a minimum, the fanding bascline and
milestone schedule for each system covered by such & cer-
tification and confirmation that the following steps have
been taken with respect to the system:

(4) Business process reengineering.

(B) An analysis of alternatives.

(C) An economic analysis that inchudes a caleulation
of the return on investment.

(D) Performance measures.

(E) An information assurance strategy consistent

with the Department’s Global Tnformation Grig
(@) DeFiNTTIoNs.—For purposes of this section:

(1) The term “Chief Information Offieer”
means the senior official of the Department of De-
fense designated by the Secretary of Defense pursu-
ant to section 3506 of title 44, United States Code.

(2) The term “information technology system”

has the meaning given the term “information tech-
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nology” in section 5002 of the Clinger-Cohen Act of
1996 (40 U.S.C. 1401)

(3) The term “major automated information
system” has the meaning given that term in Depart-

ment of Defense Directive 5000.1
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DEPARTMENT OF THE NAVY
ASSISTANT SECRETARY OF THE NAVY (RESEARCH, DEVELOPMENT &
ACQUISITION)
DEPARTMENT OF THE NAVY CHIEF INFORMATION OFFICER
WASHINGTON, DC

JUN 06 2002
JOINT MEMORANDUM

From: Assistant Secretary of the Navy (Research, Development &
Acquisition)
Department of the Navy Chief Information Officer

To: Distribution
Subj: CLINGER~-COHEN ACT COMPLIANCE POLICY
Encl: (1) OSD memo of 8 Mar 02

Enclosure (1), Clinger-Cohen Act (CCA) Compliance Policy,
issued by the Under Secretary of Defense for Acquisition, Technology
and Logistics and the Assistant Secretary of Defense for Command,
Control, Communications and Intelligence is forwarded for immediate
implementation within the Department. Further implementing
guidance is available on the Department of the Navy’s Chief
Information Officer’s website located at http://www.don-
imit.navy.mil/. These changes have been included in the SECNAVINST
5000.2C which is in the final stages of completion.

The DON CIO point of contact (POC) for CCA is Ms. Penny Jones.
She may be reached on 703-602-6728 or at Jjones.penny@hg.navy.mil.
The DASN (C4I) POC is Ms. Maryann Engelbert. She may be reached on
703-602-6547 or at engelbert.maryannfhg.navy.mil,

oL

D. E. Porter
Department of the Navy
Chief Information Officer

Distribution:

Immediate Office of the Secretary (ASN(M&RA), ASN (RD&A), ASN(I&E),
ASN (FM&C), AAUSN)

Dept of the Navy Staff Offices (OPA, JRG, OLA, CHINFO, NAVINSGEN,
OGC, NAVCRIMINVSERV, AUDGEN)





Subj: CLINGER-COHEN ACT COMPLIANCE POLICY

Distribution: (continued)
CNO (NOSB, NO9BT, NO91, NO093, NO95, N0O96, N1, N2, N3/N5, N4, N6,
N7, N8)

CMC (ACMC, DC/S(P&R), DC/S(PPO), DC/S(I&L), DC/S(MRA), DC/S(A), C4)
COMUSNAVCENT
CINCLANTFLT
CHNAVPERS
CINCPACFLT
CINCUSNAVEUR
COMNAVSPECWARCOM
FLDSUPPACT

USNA

NAVPGSCOL
NAVWARCOL
NAVOBSY

BUMED
COMNAVSAFECEN
COMNAVMILPERSCOM
COMNAVAIRSYSCOM
COMSPAWARSYSCOM
COMNAVFACSYSCOM
COMNAVSUPSYSCOM
COMNAVSEASYSCOM
COMNAVSECGRU
COMNAVMETOCCOM
DIRSSP
COMNAVNETOPSCOM
COMNAVSPACECOM
COMNAVLEGSVCCOM
ONI

CNET
COMNAVRESFOR
COMOPTEVFOR
COMSC
COMNAVDIST
NAVHISTCEN
NAVSTKAIRWARCEN
NCTSI
OPNAVSUPPACT
CNR

PRESINSURV
MCCDC
MARCORPSYSCOM
MARFORES
MARFORLANT
MARFORPAC





OFFICE OF THE SECRETARY OF DEFENSE
WASHINGTON, DC 20301

MR 8 2002

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS

CHAIRMAN OF THE JOINT CHIEFS OF STAFF

UNDER SECRETARIES OF DEFENSE

ASSISTANT SECRETARIES OF DEFENSE

GENERAL COUNSEL OF THE DEPARTMENT OF
DEFENSE

INSPECTOR GENERAL OF THE DEPARTMENT OF
DEFENSE

DIRECTORS OF DEFENSE AGENCIES

SUBJECT: Clinger-Cohen Act Compliance Policy

The Clinger-Cohen Act (CCA) of 1996 required the Department to appoint a DoD Chief
Information Officer (CIO) and a CIO for each Military Department. The CIO’s primary
responsibility is to oversee investments in information technology (IT) (including National
Security Systems (NSSs)) to ensure that the Department’s IT systems are interoperable, secure,
properly justified and contribute to mission goals. Additional legislative requirements for
certification of Major Automated Information System (MAIS) compliance with the CCA and for
registration of mission critical and mission essential IT systems have been imposed by recent
DOD Authorization and Appropriations Acts.

Compliance with the CCA is required for all IT systems, including those in weapons and
weapons systems programs. The requirement for certification of compliance with the CCA, as
required by DOD Appropriations Acts, is limited to MAIS programs as explained in DODI
5000.2. Registration requirements in the DOD Appropriations Acts are for mission critical and
mission essential IT systems (including NSS).

The basic requirements of the CCA that relate to the Department’s acquisition process
have been institutionalized in DoD Instruction 5000.2. The purpose of this pulicy memorandum
is to clarify and simplify the requirements for judging compliance with the law.

The requirements of DoD Instruction (DoDI) 5000.2 (Paragraphs. 4.7.3.1.5 and
4.7.3.2.3.2) regarding CCA compliance are modified as follows:

a. Acquisition documents required by DoDI 5000.2 to support acquisition milestone
decisions shall be used to address CCA requirements.

b. The attached table illustrates the program-level documents that may typically be used to
address individual CCA requirements. If those documents include specific CCA
compliance information, Program Managers shall indicate CCA compliance by providing
a table that (1) lists the requirements of paragraph. 4.7.3.2.3.2 (subject to applicable
exceptions in paragraph ¢ below), and (2) specifically cites the page and paragraph (e.g.

ﬁ ENCLOSURE (1)





Acquisition Strategy, page 32, paragraph 4.1) in the program documentation where the
requirement is satisfied.

c. The following CCA requirements are presumed to be satisfied for Weapons Systems with
embedded IT and for Command and Control Systems that are not themselves IT systems:

CCA Requirement Compliance Source

(1) Make a determination that the acquisition MNS Approval
supports core, priority functions of the ,
Department

(2) Establish outcome-based performance MNS, ORD and APB
measures linked to strategic goals approval

(3) Redesign the processes that the system Approval of the MNS,
supports to reduce costs, improve Concept of Operations, AoA -
effectiveness and maximize the use of COTS and ORD

technology

d. The requirement for submission of written confirmation required by DoDI 5000.2
paragraph 4.7.3.2.3.2 shall be satisfied by the component CIO’s concurrence with the
Program Manager’s CCA Compliance Table.

e. The requirement to register mission critical and mission essential IT systems in DoD
5000.2-R, Appendix 7 is amended as follows. For mission critical and mission essential
IT that is an integral part of a weapons system or platform (e.g. ship, aircraft or tank)
registration will be done at the program level.

f. Issues relative to CCA compliance shall be resolved through the IPT process described in
section 7, DoD 5000.2-R.

The above chénges are effective immediately and will be included in the next update to
the DoD 5000 series regulations.

Oony [ S0

E.C. Aldridge, Jr. ﬂ)hn P. Stenbit
Under Secretary of Defense for Assistant Secretary of Defense for
Acquisition, Technology and Logistics Command, Control,

Communications & Intelligence





Clinger-Cohen Act (CCA) Compliance Table

Requirements Related to the Clinger-
Cohen Act (CCA) of 1996
(paragraph 4.7.3.2.3.2 DoDI 5000.2)

Applicable Program
Documentation **

***Make a determination that the acquisition supports core,
prionty functions of the Department

MNS Approval

***Establish outcome-based performance measures linked to
strategic goals

MNS, ORD and APB approval

***Redesign the processes that the system supports to reduce
costs, improve effectveness and maximize the use of COTS

technology

Approval of the MNS, Concept of
Operations, AoA and ORD

* No Private Sector or government source can better
support the function

Acquisition Strategy page XX, para XX

AOA page XX

* An analysis of alternatives has been conducted

ADA

* An economic analysis has been conducted that
includes a calculation of the return on investment; or for
non-AlS programs, an LCCE has been conducted

Program LCCE

There are clearly established measures and
accountability for program progress

Acquisition Strategy page XX
APB

The acquisition is consistent with the Global
Information Grid policies and architecture, to include
relevant standards

AFB (Interoperability KPP)
C4ISP (IERS)

The program has an information assurance strategy
that is consistent with DoD policies, standards and
architectures, 1o Include relevant standards

Information Assurance Strategy

To the maximum extent practicable, (1) modular
contracting has been used, and (2) the program is
being implemented in phased, successive blocks, each
of which meets part of the mission need and delivers
measurable benefil, indepondent of future blocks

Acquisition Strategy page XX

The system being acquired Is registered

Reqistration Data Base

* For weapons systems and command and control systems, these requirements apply to the extent praoticablo (40 U.S.C. §1461)

** The system documents/information cited are examples of the most likely but not the only references for the required information. if
other references are more appropriate, they may be used in addition to or instead of those cited.

***Thsse requirements ara presumed to be satislied for Wseapons Systems with embedded IT and for Command and
Contro! Systems that are not themselves [T systems

Attachment





DEPARTMENT OF THE NAVY
CHIEF INFORMATION OFFICER
1000 NAVY PENTAGON
WASHINGTON, DC 20350-1000

28 May 2002
EXECUTIVE SUMMARY
MEMORANDUM FOR ASSISTANT SECRETARY OF THE NAVY (RESEARCH,
DEVELOPMENT AND ACQUISITION
o .

FROM: D. E. Porter, DON Chief Information Officer ,fQ%/ .

S/28 fzooT-
SUBJECT: Clinger-Cohen Act Compliance Policy - ACTION MEMORANDUM

PURPOSE: Attain ASN (RD&A) release of 0SD memorandum notifying the
Department of the Navy activities of new simplified Clinger-
Cohen Act compliance policy.

DISCUSSION: Clinger-Cohen Act (CCA) of 1996 assigns the Chief Information
Officer (CIO) responsibility for overseeing investments in information
technology (IT), including National Security Systems, to ensure the
Department’s IT systems are interoperable, secure, properly justified and
contribute to mission goals.

Compliance with CCA is required for all IT systems (including National
Security Systems) and those in weapons and weapon systems programs.
Confirmation or certification is required prior to milestone review or
contract award for IT. The requirement to confirm CCA compliance applies
to mission critical and mission essential IT systems.

The Under Secretary of Defense for Acquisition, Technology and Logistics,
and the Assistant Secretary of Defense for Command, Control,
Communications and Intelligence have jointly issued a policy memorandum
modifying DODI 5000.2 and simplifying the requirements for obtaining CCA
confirmation in Attachment 1.

The simplified process for confirming and certifyving compliance provided
in Attachment 1 has been included in DRAFT SECNAVINST 5000.2C which is in
the final stages of completion.

Attachment 2 forwards the new policy to DON activities for immediate
implementation.

COORDINATION: Attachment 2 has been coordinated with DASN (C4I).
RECOMMENDATION: Sign Attachment 2
Attachment:

1. OSD memo of 8 Mar 02
2. ASN(RDA) /DON CIO Joint letter
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OFFICE OF THE SECRETARY OF DEFENSE

1000 DEFENSE PENTAGON
WASHINGTON, DC 20301-1000

June 19, 2002

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS

CHAIRMAN OF THE JOINT CHIEFS OF STAFF
UNDER SECRETARIES OF DEFENSE
ASSISTANT SECRETARIES OF DEFENSE
GENERAL COUNSEL OF THE DEPARTMENT

OF DEFENSE
INSPECTOR GENERAL OF THE DEPARTMENT

OF DEFENSE
DIRECTORS OF THE DEFENSE AGENCIES

SUBIJECT: Clinger-Cohen Act Compliance Policy for Major Automated
Information Systems

This memorandum provides guidance for demonstrating compliance with the
Clinger-Cohen Act (CCA) for major automated information systems (MAIS). The DoD
Appropriations Act for Fiscal Year 2002 (Pub. L. 107-107) did not re-enact a provision
that appeared in the FY 2001 and 2000 acts that required the Department of Defense
(DoD) Chief Information Officer (CIO) to certify CCA compliance to the congressional
defense committees at acquisition milestones.

Although the DoD CIO is not required to notify congressional defense committees
of CCA certifications for MALIS this fiscal year, all of the Department’s information
technology (IT) investments are still required to comply with the CCA. In addition,
under section 811(c) of the Floyd D. Spence National Defense Authorization Act for
Fiscal Year 2001 (Pub. L. 106-398), the DoD CIO may not grant milestone approval until
he determines that a MAIS is being developed in accordance with the CCA. Similarly,
section 811(b) prohibits the award of a contract for the acquisition of a mission critical or
mission essential IT system until the DoD CIO has received all information on the system
that is required to be provided under the DoD 5000 series and has determined that there is
in place for the system an appropriate information assurance strategy. In order to satisfy
these requirements, DoD Instruction 5000.2 continues to require, as a condition of
Milestone approval, that the Component CIO confirm to the DoD CIO that the MAIS is
being developed in accordance with the CCA.

Effective immediately, the requirement in Section 4.7.3.2.3.2.3 of DoDI 5000.2 for a

CCA Compliance Report for a MAIS, and related certification to the congressional
defense committees is rescinded. However, as stated above, Component CIOs must still

FEDERAL RECYCLING PROGRAM " PRINTED ON RECYCLED PAPER





confirm CCA compliance to the DoD CIO before a MAIS milestone decision. Our
March 8, 2002, memorandum entitled, “Clinger-Cohen Act Compliance Policy” states
that Component CIOs may confirm CCA compliance by concurring with the Program
Manager’s CCA compliance table (A slightly revised table is attached). CCA
compliance issues should be raised as early as possible during the review process for
requirements and acquisition documents. To facilitate this, DoD and Component CIO
staff should participate in integrated product teams regarding MAIS programs to help
ensure that the tenets of the CCA are considered at appropriate points in the requirements
generation and acquisition processes. The PM is still ultimately responsible for
compiling all required data prior to each milestone.

The Office of the Deputy DoD CIO will continue to work with Component CIO and
Acquisition Executive staffs and the Office of the USD(AT&L) to develop improved
guidance and policy regarding the implementation of the CCA for acquisition programs.
Our goal will be to avoid imposing duplicative CCA documentation requirements that do
not add value and to ensure that the requirements of the law are met by use of the existing
requirements generation and acquisition processes.

My action officer for this memorandum is Edward Wingfield at (703) 602-0980
x126 or ed.wingfield @osd.mil.

//%M/ Doan [ gt

E.C. Aldridge, Jr. ohn P. Stenbit

Under Secretary of Defense Assistant Secretary of Defense

(Acquisition, Technology and Logistics) (Command, Control, Communications
and Intelligence)

Attachment:
As stated





CLINGER-COHEN ACT (CCA) COMPLIANCE TABLE

Requirements Related to the
Clinger-Cohen Act (CCA) of 1996
(paragraph 4.7.3.2.3.2 DoDI 5000.2)

Applicable Program
Documentation **

*** Make a determination that the acquisition supports
core, priority functions of the Department

MNS Approval

*** Establish outcome-based performance measures
linked to strategic goals

MNS, ORD and APB approval

*** Redesign the processes that the system supports to
reduce costs, improve effectiveness and maximize the use
of COTS technology

Approval of the MNS, Concept of Operations,
AoA and ORD

* No Private Sector or government source can better
support the function

Acquisition Strategy page XX, para XX
AOA page XX

* An analysis of alternatives has been conducted

AOA

* An economic analysis has been conducted that includes
a calculation of the return on investment; or for non-AIS
programs, an LCCE has been conducted

Program LCCE for MDAP
*+**Program Economic Analysis for MAIS

There are clearly established measures and accountability
for program progress

Acquisition Strategy page XX
APB

The acquisition is consistent with the Global Information
Grid policies and architecture, to include relevant
standards

APB (Interoperability KPP)
C4ISP (IERS)

The program has an information assurance strategy that is
consistent with DoD policies, standards and architectures,
to include relevant standards

Information Assurance Strategy

To the maximum extent practicable, (1) modular
contracting has been used, and (2) the program is being
implemented in phased, successive blocks, each of which
meets part of the mission need and delivers measurable
benefit, independent of future blocks

Acquisition Strategy page XX

The system being acquired is registered

Registration Data Base

* For weapons systems and command and control systems, these requirements apply to the extent practicable

(40 U.S.C. §1451)

** The system documents/information cited are examples of the most likely but not the only references for the required
information. If other references are more appropriate, they may be used in addition to or instead of those cited.

***These requirements are presumed to be satisfied for Weapons Systems with embedded IT and for Command and

Control Systems that are not themselves IT systems

****This table is identical to the table that was attached to the March 8, 2002 memorandum, “ Clinger-Cohen Act

Compliance Policy,” except that this minor clarification regarding Economic Analysis for MAIS has been added.
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OFFICE OF THE SECRETARY OF DEFENSE
WASHINGTON, DC 20301

MAR 8 2002

MEMORANDUM FOR SECRETARIES OF THE MILITARY DEPARTMENTS

CHAIRMAN OF THE JOINT CHIEFS OF STAFF

UNDER SECRETARIES OF DEFENSE

ASSISTANT SECRETARIES OF DEFENSE

GENERAL COUNSEL OF THE DEPARTMENT OF
DEFENSE

INSPECTOR GENERAL OF THE DEPARTMENT OF
DEFENSE

DIRECTORS OF DEFENSE AGENCIES

SUBIJECT: Clinger-Cohen Act Compliance Policy

The Clinger-Cohen Act (CCA) of 1996 required the Department to appoint a DoD Chief
Information Officer (CIO) and a CIO for each Military Department. The CIO’s primary
responsibility is to oversee investments in information technology (IT) (including National
Security Systems (NSSs)) to ensure that the Department’s IT systems are interoperable, secure,
properly justified and contribute to mission goals. Additional legislative requirements for
certification ot Major Automated Information System (MAIS) compliance with the CCA and for
registration of mission critical and mission essential IT systems have been imposed by recent
DOD Authorization and Appropriations Acts.

Compliance with the CCA is required for all IT systems, including those in weapons and
weapons systems programs. The requirement for certification of compliance with the CCA, as
required by DOD Appropriations Acts, is limited to MAIS programs as explained in DODI
5000.2. Registration requirements in the DOD Appropriations Acts are for mission critical and
mission essential IT systems (including NSS).

The basic requirements of the CCA that relate to the Department’s acquisition process
have becen institutionalized in DoD Instruction 5000.2. The purpose of this policy memorandum
is to clarify and simplify the requirements for judging compliance with the law.

The requirements of DoD Instruction (DoDI) 5000.2 (Paragraphs. 4.7.3.1.5 and
4.7.3.2.3.2) regarding CCA compliance are modified as follows:

a. Acquisition documents required by DoDI 5000.2 to support acquisition milestone
decisions shall be used to address CCA requirements.

b. The attached table illustrates the program-level documents that may typically be used to
address individual CCA requirements. If those documents include specific CCA
compliance information, Program Managers shall indicate CCA compliance by providing
a table that (1) lists the requirements of paragraph. 4.7.3.2.3.2 (subject to applicable
exceptions in paragraph c below), and (2) specifically cites the page and paragraph (e.g.

&
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Acquisition Strategy, page 32, paragraph 4.1) in the program documentation where the
requirement is satisfied.

The following CCA requirements are presumed to be satisfied for Weapons Systems with
embedded IT and for Command and Control Systems that are not themselves IT systems:

CCA Reguirement Compliance Source

(1) Make a determination that the acquisition MNS Approval
supports core, priority functions of the
Department :

(2) Establish outcome-based performance MNS, ORD and APB
measures linked to strategic goals approval

(3) Redesign the processes that the system Approval of the MNS,
supports to reduce costs, improve Concept of Operations, AcA
effectiveness and maximize the use of COTS  and ORD
technology

The requirement for submission of written confirmation required by DoDI 5000.2
paragraph 4.7.3.2.3.2 shall be satisfied by the component CIO’s concurrence with the
Program Manager’s CCA Compliance Table.

The requirement to register mission critical and mission essential IT systems in DoD
5000.2-R, Appendix 7 is amended as follows. For mission critical and mission essential
IT that is an integral part of @ weapons system or platform (e.g. ship, aircraft or tank)
registration will be done at the program level.

f. Issues relative to CCA compliance shall be resolved through the IPT process described in

section 7, DoD 5000.2-R.

The above chénges are effective immediately and will be included in the next update to

the DoD 5000 series regulations.

72 Otons [ St

E.C. Aldridge, Jr. ohn P. Stenbit
Under Secretary of Defense for Assistant Secretary of Defense for
Acquisition, Technology and Logistics Command, Control,

Communications & Intelligence





Clinger-Cohen Act (CCA) Compliance Table

Requirements Related to the Clinger-
Cohen Act (CCA) of 1996
(paragraph 4.7.3.2.3.2 DoDI1 5000.2)

Applicable Program
Documentation **

***Make a determination that the acquisition supports core,
priority functions of the Department

MNS Approval

*¥*Establish outcome-based performance measures linked to
strategic goals

MNS, ORD and APB approval

***Redesign the processes that the system supports to reduce
costs, improve effectiveness and maximize the use of COTS
technology

Approval of the MNS, Concept of
Operations, AcA and ORD

* No Private Sector or government source can better
support the function

Acquisition Strategy page XX, para XX
AOA page XX

* An analysis of alternatives has been conducted

AQA

* An economic analysis has been conducted that
includes a calculation of the return on investment; or for
non-AlS programs, an LCCE has been conducted

Program LCCE

There are clearly established measures and
accountability for program progress

Acquisition Strategy page XX
APB

The acquisition is consistent with the Global
Information Grid policies and architecture, to include
relevant standards

APB (Interoperability KPP)
C4ISP (IERS)

The program has an information assurance strategy
that is consistent with DoD policies, standards and
architectures, to include relevant standards

Information Assurance Strategy

To the maximum extent practicable, (1) modular
contracting has been used, and (2) the program is
being implemented in phased, successive biocks, each
of which meets part of the mission need and delivers

Acquisition Strategy page XX

meoasurable benefit, indecpendent of future blocks
The system being acquired is registered

* For weapons systems and command and control systams, these requiremonte apply to the oxtont practicablo (40 U.8.C. §1451)

** The system documents/information cited are examples of the most likely but not the only references for the required information. if

Registration Data Base

other references are more appropriate, they may be used in addition to or instead of those cited.

***These requirements are presumed to be satisfied for Weapons Systems with embedded IT and for Command and

Control Systems that are not themselves IT systems

Attachment






