MCO 3093.1D












   C4I












   XX XXX 00

MARINE CORPS ORDER 3093.1D

From: Commandant of the Marine Corps

To:   Distribution List

Subj: INTEROPERABILITY OF MARINE CORPS C4I SYSTEMS

Ref:
(a) DODD 4630.5, Compatibility, Interoperability, and Integration of

          Command, Control, Communications, and Intelligence (C3I) Systems

(b) DODI 4630.8, Procedures for Compatibility, Interoperability, and

    Integration of Command, Control, Communications, and Intelligence 

    (C3I) Systems

(c) CJCSI 6212.01A, Compatibility, Interoperability, and Integration of

    Command, Control, Communications, Computers, and Intelligence Systems

(d) DOD Joint Technical Architecture (JTA)

(e) CJCSI 3170.01A, Requirements Generation System

(f) MCO 3900.4D, USMC Program Initiation and Operational Requirement

    Documents

(g) MCO P5231.1C, Life Cycle Management for Automated Information Systems 

    (LCM-AIS)Projects

(h) JIEO/JITC Circular 9002, Interoperability Certification of C3I 

    Information Systems and Equipment Interfaces

(i) Marine Air-Ground Task Force Command, Control, Communications,

    Computers, and Intelligence Configuration Management Plan (MAGTF C4I 

    CMP)

(j) DOD Instruction 5200.40, DOD Information Technology Security 

    Certification and Accreditation Process (DITSCAP)

Encl: (1) Definitions

1. Purpose. To establish Command, Control, Communications, Computers, and Intelligence (C4I) systems interoperability management policy and procedures within the Marine Corps, in accordance with references (a) and (b) to ensure that:

a. Marine Corps tactical C4I systems will be compatible and interoperable 

with tactical C4I systems of the CINCs, other Services and DOD Agencies, and with designated Allies.

b. Policies and procedures are established to define information exchange

requirements, validate message standard implementation, and publish procedures for testing Marine Corps tactical C4I systems to ensure compliance with Joint certification mandates.


c. Technology employed in information systems provides a seamless flow of data from its source, through a communications architecture, to each C4I system. 

2. Cancellation. MCO 3093.1C.

3. Scope/Applicability. This order applies to all C4I systems, to include automated information systems (AIS), tactical data systems, and mission support systems. This Order is intended to promote seamless data exchange between tactical C4I systems and mission support systems that normally operate in a garrison environment, but are capable of tactical employment and can provide essential information to a deployed tactical commander. 

4. Background. C4I systems support the commander’s prosecution of the battle by collecting, processing, disseminating and protecting information. These C4I systems include the facilities, equipment, communications, procedures and personnel essential to support the command and control (C2) of Marine forces and their operations. The primary purpose of C4I systems is to provide information on which Marines can take appropriate action. This information must be relevant, timely and in a form that Marines can easily understand and manipulate. 

5. Policy. 

a. Provisions for interoperability are set forth in references (a), (b), and (c). For interoperability purposes, all systems that gather, process, and/or disseminate information will be considered integral to C4I systems that are designed and employed to support the mission and the Marine Corps’ philosophy of war fighting and C2 doctrine. Management, to include development, acquisition and training, must focus on the total integration of Marine Corps C4I systems. Integration is achieved through the development, implementation, and testing of standards and interfaces. Integration must provide an interoperable architecture capable of presenting fused, tailored, and timely information to the commander via reliable and secure data and communications systems.

b. Interoperability of C4I systems is achieved through the use of 

established and approved Joint technical, procedural and information standards. All new Marine Corps C2 systems development and major modification plans will comply with reference (d) in use of approved standards. The Commanding General, Marine Corps Combat Development Command (MCCDC) is responsible for ensuring interoperability standards are incorporated in Marine Corps C2 requirements documents, as prescribed by references (e) and (f). Per reference (e), all Marine Corps C4I mission need statements (MNS) and operational requirements documents (ORD) will be reviewed by the Joint Staff for Joint requirements certification, by the other services for interoperability impact, and by the Defense Information Systems Agency for interoperability assessment. The Commander, Marine Corps Systems Command (MARCORSYSCOM) is responsible for ensuring the use of approved Joint interoperability standards in systems acquisition processes prescribed by reference (g).

c. All Marine Corps C4I systems employed with Joint systems must go 

through Joint certification testing by the Joint Interoperability Test Command (JITC), as prescribed by reference (h). 

d. Interoperability oversight of all Marine Corps C4I systems is the

responsibility of the Assistant Deputy Commandant for C4, Headquarters, United States Marine Corps. The specific management of interoperability of Marine Corps C4I systems and information technology standards is prescribed by reference (i).

e. Reference (j) defines security requirements for all DOD C4I systems. It 

also outlines a certification and accreditation (C&A) requirements process. This process allows verification of system compliance with information security requirements, validation of system operation within acceptable risk parameters, and ongoing system risk mitigation. All Marine Corps C4I systems must go through a C&A process. The Assistant Deputy Commandant for C4, Headquarters, United States Marine Corps has Information Assurance policy oversight for all Marine Corps C4I systems. The Designated Approval Authority for C&A of Marine Corps C4I systems is the Deputy Commander, C4ISR, MARCORSYSCOM.

6. Action
a. Assistant Deputy Commandant for C4, Headquarters, United States Marine

Corps

(1) Represent the Commandant of the Marine Corps (CMC) on all matters 

pertaining to C4 systems interoperability policy.

(2) Publish Marine Corps Policy on C4 systems interoperability.

(3) Provide representatives to high level Joint interoperability policy

boards and committees, such as the Military Communications-Electronics Board (MCEB).

(4) Provide representatives to the MAGTF C4I Configuration Control

Board (MCCB) the Marine Corps Interoperability Working Group (IWG), established under the processes and procedures of the MAGTF C4I Configuration Management Plan.

(5) Publish Marine Policy on Information Assurance.

b. Assistant Deputy Commandant for Intelligence, Headquarters, United 

States Marine Corps

(1) Represent the CMC on all matters pertaining to Intelligence systems 

interoperability policy.

(2) Publish Marine Corps Policy on Intelligence systems 

interoperability.

(3) Provide representatives to high level Joint interoperability policy

boards and committees, such as the Military Communications-Electronics Board (MCEB).

(4) Provide representatives to the MCCB and to the IWG.

c. Headquarters, United States Marine Corps Staff Agencies and Departments

(1) Ensure all C2 systems developed comply with this Order.

(2) Provide support to CMC(AC/S, C4I) in the development and

interpretation of interoperability policy within their functional authority and fields of expertise.

d. Commanding General, Marine Corps Combat Development Command

(1) Incorporate information exchange and interoperability requirements

into all C4I systems/equipment MNSs and ORDs, and staff these documents for Joint requirements certification, per references (d), (e), and (f). 

(2) Ensure Marine Corps Doctrine and warfighting publications reflect 

the requirement to meet JTA approved interoperability requirements and standards, per reference (d).

(3) Define interoperability requirements to Joint Agencies and the

other Services for Marine Corps C4I systems.

(4) Provide membership to the MCCB and IWG, as defined in reference (i)

(5) Provide a mid-term C4I systems architecture based on future Marine

Corps warfighting doctrine and concepts to guide C4I systems development.

(6) Assist MARCORSYSCOM in interpreting interoperability requirements

specified in MNSs, ORDs and Concepts of Employment/Operations for C4I systems.

e. Commander, Marine Corps Systems Command

(1) Ensure interoperability requirements are met and approved JTA 

Standards are implemented in all C4I systems under development, in an acquisition phase, or being modified.

(2) Establish a Systems Engineering and Integration (SE&I) capability 

to maintain a near-term C4I systems and technical architecture baseline, to represent the Marine Corps in Joint and Allied standards forums, to ensure all C4I systems meet Information Assurance requirements, to provide engineering recommendations and solutions for Marine Corps/Joint C4I systems interoperability, and to act as a participating acquisition resource manager for all Marine Corps and Navy platforms required to integrate Marine Corps C4I systems.

(3) Through the Commanding Officer, Marine Corps Tactical Systems

Support Activity (MCTSSA), provide Marine Corps C4I systems for Joint Certification Testing and ensure those systems requiring Joint interoperability certification are certified prior to Milestone III of the acquisition cycle. Support MCTSSA in its role as a Joint Participating Test Unit (JPTU) with JITC and act as the Marine Corps representative to the Joint Analysis Review Panel (JARP).

(4) Coordinate requirements certification with MCCDC to ensure

interoperability requirements and interfaces are understood for each new C4I systems requirement or upgrade.

(5) Maintain the CMP and provide a Chairman for both the MCCB and the 

IWG.

(6) Provide representation to the Navy D-30 Program to ensure shipboard

interoperability requirements between Navy and Marine Corps systems are satisfied prior to embarkation of Marine forces.

(7) Provide technical support to CMC (AC/S, C4I) and MCCDC on 

interoperability issues, as required.

f. Director, Marine Corps Operational Test and Evaluation Activity 

(MCOTEA)

(1) Provide a review of all Marine Corps MNSs and ORDs with regards to 

operational testing requirements.

(2) Manage the Marine Corps Operational Test (OT) program for 

acquisition category ACAT I through IV, less the OT of aircraft, and perform other functions related to C4I systems testing as directed by CMC.

(3) Monitor and receive the results of Developmental Testing and 

Evaluation (DT&E) to obtain information that will contribute to the accomplishment of Operational Test and Evaluation (OT&E).

(4) Provide representation to the MCCB and IWG.

g. Commanding Generals, Fleet Marine Forces

(1) Identify C4I systems interoperability issues and deficiencies

to Commander, MARCORSYSCOM.

(2) Identify C4I systems interoperability requirements to CG, MCCDC.

(3) Provide resources to support C4I systems interoperability and 

operational testing, as required.

7. Reserve Applicability. This order is applicable to the Marine Corps Reserve.







   J. L. JONES JR.

Distribution:



Copy to:

DEFINITIONS

1. Automated Information System (AIS). A combination of information, computer,

and telecommunications resources, and other information technology and personnel resources which collects, records, processes, stores, communicates, retrieves, and displays information (DODD 7920.1)

2. Certification and Accreditation (C&A). The comprehensive evaluation of the

technical and non-technical security features of an information technology (IT) system and other safeguards, made in support of the accreditation process, to establish the extent that a particular design and implementation meets of a set of specified security requirements (DOD 5200.40)

3. Command and Control (C2). The exercise of authority and direction by a

properly designated commander over assigned and attached forces in the accomplishment of the mission. (Joint Pub 1-02)

4. C2 Systems. C2 systems are the facilities, equipment, communications, procedures, and personnel essential to a commander for planning, directing, and controlling operations of assigned forces pursuant to the missions assigned. (JCS Pub 0-1)

5. Compatibility. The capability of two or more items or components of equipment

or material to exist or function in the same system or environment without mutual interference. (JCS Pub 0-1) 

6. Information Assurance (IA). Information operations that protect and defend information and information systems by ensuring their availability, integrity, authentication, confidentiality, and non-repudiation.  This includes providing for restoration of information systems by incorporating protection, detection, and reaction capabilities.

7. Interoperability. The condition achieved among communications-electronics

equipment when information or services can be exchanged directly and satisfactorily between them and/or their users. The degree of interoperability should be defined when referring to specific cases.(JCS Pub 0-1)

8. Information Technology Standards. Information technology standards provide

technical definitions for information systems processes, procedures, practices, operations, services, interfaces, connectivity, interchange, and transmission or transfer. (CJCSI 6212.01A)

9. Requirements Certification. Requirements certification is a confirmation that applicable standards and compatibility requirements, interoperability requirements, and integration requirements have been incorporated during the requirements review process. (CJCSI 6212.01A)


